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Foreword

The financial sector standard setters have issued guidance on the cooperation
and information exchange required between supervisors in their various sec-
tors, and this guidance has been updated and broadened. Nevertheless, in its
work in assessing financial centers, the IMF has become aware that problems
in cooperation and information exchange continue to constrain cross-border
supervision.

The IMF has been working indirectly to improve regulatory cooperation
through a variety of instruments, including its technical assistance on financial
supervision and assessments of compliance with international standards. Its
near-universal membership helps it to play a significant role in bringing regu-
lators together for discussion and interaction.

In July 2004, the IMF organized a conference on cross-border cooperation
and information exchange bringing together representatives of the standard
setters—the Basel Committee on Banking Supervision, the Financial Action
Task Force (FATF), the International Association of Insurance Supervisors
(IAIS), the International Organization of Securities Commissions
(IOSCO)—as well as other organizations—the Egmont Group of financial
intelligence units and the Financial Stability Forum (FSF)—and a cross-
section of regulators, supervisors, and law-enforcement representatives from
a range of jurisdictions. The conference aimed to identify arrangements that
could facilitate improved international cooperation and information exchange
for both prudential purposes and the prevention of financial abuse.

The conference resulted in an aide-mémoire that underlined the critical
importance of effective cooperation and information exchange in view of the
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FOREWORD

increasing integration and internationalization of financial markets and ser-
vices. It noted that while the challenges for cooperation differ among sectors,
the differences are narrowing; and it discussed a variety of instruments pro-
viding effective channels for information exchange.

The IMF’s Monetary and Financial Systems Department has brought
together some of the contributions from the conference into this book. Its aim
is to promote continuing discussions on ways to overcome the identified con-
straints on cooperation and information exchange. I hope that this collection
of articles will help to document both challenges and successes and to encour-
age further action to improve cooperation and information exchange.

Stefan Ingves
Director
Monetary and Financial Systems Department, IMF
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Preface

R. BARRY JOHNSTON*

The Conference on Cross-Border Cooperation and Information Exchange
was held at IMF Headquarters on July 7-8, 2004 to facilitate developing the
close cooperation and information-sharing arrangements required for well-
functioning international financial services. The growing integration of world
markets has deepened the international operations of financial firms. As a
result, there is growing cross-border interdependency of financial institutions;
and this requires enhanced information flows to enable financial institutions
and national authorities to monitor prudential risk. Financial international-
ization also expands the reach of those using the system for criminal purposes.
From these perspectives, communications among financial regulators and
agencies, both domestically and across borders, have become essential in the
maintenance of financial market stability and integrity.

Since the raison d’étre of international and offshore financial centers is cross-
border financial transactions, cross-border information sharing is of particular
importance for these jurisdictions. International financial centers have been
successful in developing innovative financial instruments that may challenge
supervisors’ current knowledge and oversight. Effective dissemination of infor-
mation on these instruments or institutions is an important contribution to
the network of financial oversight.

A quick look at the websites of the standard setters would suggest that both
supervisors and nonsupervisors know how and about what they need to
cooperate and exchange information. When the IMF organized a roundtable

*Assistant Director, Monetary and Financial Systems Department, IMF.
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PREFACE

on issues facing the offshore financial centers in May 2003, however, one of
the main conclusions reached was that although each of the standard setters
provides extensive guidance, and cooperation and information exchange
have considerably improved in recent years, several issues remain to be
addressed: (1) finding ways to share information while protecting legitimate
rights to privacy and taking account of supervisors' confidentiality obliga-
tions; (2) sharing information among supervisors of different sectors (e.g,,
between banking and securities regulators); (3) sharing information for
regulatory, compliance, and law-enforcement purposes; (4) solving the com-
plexity of multiple gateways for information exchange; and (5) addressing
possible differences in the treatment of information exchange among the
standards.

Furthermore, our assessments under the Financial Sector Assessment
Program (FSAP) and Offshore Financial Center (OFC) programs, which
utilize the Basel Committee, International Association of Insurance
Supervisors (IAIS), International Organization of Securities Commissions
(IOSCO), and Financial Action Task Force (FATF) standards as sectoral
yardsticks, illustrate the areas that international financial centers need to
address with regard to meeting international standards and the practical
implementation of the requirements. Capacity constraints among low-
income countries, limitations on the powers of some supervisory authorities,
and secrecy and confidentiality requirements continue to inhibit effective
information exchange in some jurisdictions.

The 2004 conference was organized with the following objectives:

+ to exchange information on what standard setters, and national and
international agencies are doing to strengthen information exchange and
cooperation;

+ to identify the impediments to effective information exchange and coop-
eration, and to learn about the effectiveness of the different approaches
to addressing these impediments;

+ to hear views about the priorities for action (Given the scarcity of super-
visory resources available worldwide, which areas are judged to warrant
greater attention than others?);

+ to hear views about the additional steps different agencies and the
IMF can and should take to strengthen cooperation and information
exchange; and

+ to develop a road map and work program to strengthen cooperation and
improve international information sharing.
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In fact, the conference facilitated a rich exchange of views and was sufficiently
successful in meeting these objectives to encourage us to bring together several
of the contributions in this publication so that we could make them available
to a wider audience.

To do so, we asked Richard Pratt to edit the written contributions that we
solicited from participants. These are presented in Part I, preceded by an
introductory chapter. Richard Pratt and Henry Schiffman, both experienced
in the supervisory arena and in cross-border work, expanded their conference
presentation on the instruments of information exchange, the approaches
used in the different standards, and the barriers and gateways to information
exchange to form Part IT of this publication. Part IT also presents the final
results of the survey we conducted of financial regulatory agencies and finan-
cial intelligence units.

In the opening session of the conference, I mentioned a few issues that continue
to be discussed in the following articles and warrant further consideration.

First, several presentations highlighted the need for memoranda of under-
standing (MoUs) on sharing information, and IMF assessments have often
advised that jurisdictions should prepare MoUs. The conference also heard

a number of contrary views on the benefits of MoUs, however. At the same
time, it was pointed out that the due-diligence process that accompanies the
negotiation of an MoU is often as important as the MoU itself, in that the
former allows the negotiators to learn about each other and how they can
exchange information effectively. MoUs can be expensive to negotiate; and
smaller, developing members have limited capacity to build the necessary rela-
tions to negotiate formal agreements.

Second, exchanging information between supervisors covering different sec-
tors (e.g., banking and securities) and between supervisory and financial intel-
ligence units (FIUs) is still cited as a constraint. Working, as we do, on both
prudential supervisory areas and anti-money laundering and combating the
financing of terrorism (AML/CFT), we are aware of the challenges supervi-
sors have in cooperating and exchanging information outside their areas. The
conference provided some useful practical suggestions on how to handle these
constraints.

Third, the results of our assessments against the relevant codes and standards
show that there are differences between sectors in their degree of compliance
with the relevant criteria for cooperation and information exchange. The
banking sector is most advanced in information sharing; insurance does well
if supervision is in place; but securities and AML/CFT require a lot of work.
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The lattermost finding seems to be related in part to the type of information
that these sectors most need to share—concerning clients and information
needed for court actions—rather than financial supervisory information.
Conferees suggested that expanded AML/CFT supervision may be narrowing

the differences between the sectors.

Fourth, the workshop identified areas where there is a need for improved,
secure gateways for information exchange. Examples included the presence
of confidentiality agreements and bank secrecy, or conditions on the use of
information passed on to a foreign supervisor. While our assessments show
that the number of jurisdictions with strong secrecy laws is decreasing, there
remain other constraints on information exchange. For example, many juris-
dictions are required to consider individual privacy and the public interest in
the sharing of information.

Fifth, surprisingly mundane constraints on information exchange were men-
tioned during the workshop. For example, supervisors may not know whom

to contact to obtain information; and by the time the required individual is
identified, that information may be of little use. As a concrete result of the
workshop, an increased number of standard setters are posting information on
supervisory contacts and looking into cross-sectoral issues to improve infor-
mation exchange.

In summary, the conference proved to be the venue of a strong cross-
fertilization process for the establishment of communication channels among
the supervisors and FIUs to improve cross-border and cross-sectoral coopera-
tion and information exchange. The aide-mémoire of the conference provided
a road map to take the work forward. We hope that the chapters in this book
will stimulate improved communication in a wider group.
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Introduction: Key Issues in Removing
the Barriers to Cooperation

RICHARD PRATT

1. Introduction

1.1. The purpose of this book is to contribute to the enhancement of inter-
national cooperation for financial sector regulation and supervision. It
seeks to identify the main barriers to effective and timely cooperation
and to suggest ways of removing them.

1.2. The book has two parts. Part I consists of a series of chapters written

by representatives of international standard-setting bodies, regulatory
authorities,! and financial intelligence units (FIUs). The chapters are
based on presentations given to an International Monetary Fund (IMF)
conference on cross-border cooperation and information exchange

held in Washington in July 2004. Part IT consists of two chapters: one
reports on research into international standards and practices in respect
of international cooperation, and the other reports on a survey of regu-

!The term “regulator” has tended to be used for securities authorities and those combined
authorities responsible for all financial services sectors, whereas the term “supervisor” has been
used for banking and insurance authorities. Supervision has traditionally meant a focus on
monitoring the overall (usually financial) performance of a financial institution, whereas regu-
lation has involved setting standards governing the conduct of business and relationships with
customers. This distinction is becoming less relevant, since all regulators and supervisors both
set standards and monitor performance. In this chapter, the term “regulation” is used to denote
both regulation and supervision. The term “supervisor” is retained for banking and insurance
authorities. “Supervision” is used (for any authority) where this refers to the ongoing monitoring
of a financial institution’s compliance with the law and regulation.
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INTRODUCTION

latory authorities and FIUs seeking information on their practical expe-
rience of cooperation.

1.3. The book includes commentary and analysis that is the result of a
wealth of different experiences by a wide variety of regulators, law-
enforcement experts, and policy advisors. It demonstrates substantial
common ground between the various contributors. It also demonstrates
some variations in approach and practice that may create barriers to
effective and timely cooperation. The analysis of these differences leads
to some suggestions for future action to enhance cooperation between
regulatory authorities and FIUs.

2. Support for International Cooperation

2.1. Each part of the book demonstrates that all regulatory authorities
attach importance to effective and timely international regulatory coop-
eration. The contributors, the survey, and the review of standards and
practices make it clear that regulatory authorities understand the need
for better international and domestic cooperation.

2.2. Contributors also agree on the importance of the right attitude among
officials of the regulatory authorities and FIUs. Commitment to the pro-
cess of cooperation is important (Baasiri). Time spent building relation-
ships pays off (Wilson, Vaai). Officials who know and trust each other
can find ways of cooperating and exchanging information within the law.
Informal contacts (within the law) are frequently cited by contributors as
more effective and faster than formal requests (Neville, Gaskell).

2.3. The survey of regulatory authorities, described in the second half of the
book, also shows that the system is working reasonably well. The overall
results of the survey suggest that most regulators have a high degree of
satisfaction with the assistance received through international coopera-
tion and that, in most cases, assistance is provided within a month of a
request being made. The survey also suggests, however, that the differ-
ences of approach among jurisdictions discussed later on are an impor-
tant source of information exchange failure.

3. Barriers to Cooperation

Confidentiality Provisions and Legal Gateways

3.1. Notwithstanding the degree of satisfaction with the process at present,
there is clearly scope for improving the effectiveness of cooperation and
information exchange. Not all regulatory authorities are equally satis-

xviii



Introduction

fied with the assistance they receive from other authorities. Moreover,
there are important differences in approach between regulatory authori-
ties, as revealed by the chapters in Part I and further demonstrated

in the review of standards and practices (particularly Section 5 and
Appendix C of Chapter 17 by Pratt and Schiffman) and the survey
report (Chapter 18) in Part II.

3.2. On the one hand, the survey results show that 44 percent of requesting
authorities? indicated that the main impediments to the satisfactory
exchange of information were secrecy laws or confidentiality provisions
in the requested authority. On the other hand, for some authorities—
the International and Offshore Financial Centers (IOFCs)—the main
reason for refusing assistance (cited by 37 percent of such centers) was
the incapacity of the requesting authority to provide the necessary con-
fidentiality undertakings. This result is illuminating, in that it demon-
strates that what appears to one authority to be an unreasonable secrecy
or blocking provision may appear to another to be a necessary confiden-
tiality protection.

3.3. In fact, few would question that there are sound reasons for confiden-
tiality of personal or business financial affairs (Vaai). There will not be
a regulatory authority in any jurisdiction that is not bound by secrecy
or confidentiality restrictions of some kind (since such restrictions are
required by international standards). Equally, there will be hardly any
regulatory authorities whose confidentiality restrictions are not subject
to some exemptions (or gateways)—again, as required by international
standards. The real problem experienced by the 44 percent who referred
to excessive secrecy provisions, therefore, is not whether a secrecy law
exists but whether the gateways allow cooperation to be given or infor-
mation to be exchanged.

3.4. The limitations placed by many regulatory authorities on the use of
gateways tend to be concerned with the following:

3.4.1. the nature of the information that can pass through them (and in
particular, whether it includes information on customers and the
beneficial owners of accounts, companies, and trusts);>

*Throughout this chapter, the term “requesting authority” is used to denote the authority
seeking assistance and receiving information; “requested authority” is the authority whose assis-
tance is sought and which is transmitting information.

3In the case of trusts, the reference should be to the beneficiary rather than the beneficial owner.
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3.4.2. the protection given by the requesting authority to confidential
information, once it has been received (and in particular, whether
the requesting authority is expected to seek permission from the
requested authority before passing information to a third party);

3.4.3. the purposes for which the information is to be used;

3.4.4. whether or not the requesting authority would be able to provide
similar assistance (reciprocity);

3.4.5. where the information relates to a breach of law or regulation,
the nature of the offense that has been committed and whether
the offense has a close parallel in the requested jurisdiction; and

3.4.6. the nature of the authority requesting the information (and in
particular, whether it is an authority exercising functions similar
to those of the authority from whom assistance is sought).

3.5. Cleatly, in the past (and, in some cases, at present), there have been
jurisdictions that have seen it as being in their economic interests to
frame the law so as to shield their financial businesses and customers
from legitimate enquiry. The kinds of factors listed previously may have
been used as devices to find respectable reasons for refusing requests.
International pressure has substantially reduced the number of such
jurisdictions.

3.6. Even if there were no such jurisdictions, however, virtually all regulatory
authorities and FIUs would continue to impose some limitations of the

kind described in paragraph 3.4.
Nature of Information and Purpose for Which It Is Sought

3.7. Confidential information is sought primarily about regulated financial
services institutions (banks, insurance companies, and securities busi-
nesses), on the one hand, and the customers of such institutions, on the
other hand. Information is sought to assist in licensing and supervision
of financial institutions and for the enforcement of financial services
laws, where offenses have been detected—including insider dealing,
market manipulation, financial fraud, other frauds, and others. Itis a
reasonable generalization (although not necessarily true in every case)
to note that banking and insurance supervisors tend to seek informa-
tion for licensing and supervision purposes and are more likely to
seek information about regulated institutions. In contrast, securities
regulators and FIUs are much more likely to seek information related
to enforcement action and are also more likely than banking or insur-
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ance supervisors to seek information about the customers of financial
institutions.

The survey results show that all banking supervisors request informa-
tion related to supervision matters, about 80 percent to licensing, and
only 47 percent to enforcement. For securities regulators, 83 percent of
agencies made requests related to enforcement, 67 percent to licensing,
and only 42 percent to supervision. Similar results apply to agencies
receiving requests. According to the survey, securities regulators and
FIUs (who engage in a higher proportion of enforcement cases) are less
satisfied (77 percent) with the process of cooperation than banking and
insurance supervisors (90 percent).

It is worth noting that this distinction between the focus (in the context
of information exchange) of banking and insurance supervisors, on the
one hand, and securities regulators (and FIUs), on the other hand, is
becoming less marked. Increasingly, banking and insurance supervisors
consider that legal and reputational risks, as well as responsibilities to
combat money laundering and terrorist financing, demand that they
share information about customers of financial institutions with other
regulatory and law-enforcement authorities (Neville).

Nevertheless, there is an important distinction between the issues that
arise when information about regulated businesses is exchanged for
purposes of supervision and licensing, and where information about
customers is exchanged for enforcement purposes (Lister). It is worth
noting that information about regulated businesses will frequently
already be in the hands of the requested authority, whereas information
about customers frequently has to be obtained using investigative pow-
ers. Asa generalization, it is reasonable to say that information about
regulated institutions that is in the hands of the requested authority can
be exchanged more readily and with fewer difficulties than information
about customers that has to be obtained using investigative (often com-

pulsory) powers (Lister).

Information About Regulated Businesses

3.11.

The survey confirms that most information relating to supervision and
licensing matters concerns regulated businesses rather than their cus-
tomers. Where information on these matters is passed between regula-
tory authorities, the following issues arise.

3.11.1. If a supervisor (usually a banking or insurance supervisor) is
concerned about the financial stability of a financial institution,
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any disclosure of that concern could precipitate the very failure
that the supervisor feared (Gaskell). It is therefore essential to
ensure that the relevant information is restricted to supervisors
with a key interest.

3.11.2. Thereisa danger that a supervisor in one country receiving the
news that another supervisor is concerned about the stability of
a financial institution may take action that, although protecting
the customers in its own jurisdiction, may not be in the inter-
ests of the customers in the jurisdiction of the supervisor releas-
ing the information or more generally (Choi).

3.11.3. Where a multinational financial services institution has
branches or subsidiaries in many different countries, the
relative responsibilities of home and host supervisors are
asymmetric (Godano). The home supervisor, responsible for
consolidated supervision, needs as much information as pos-
sible about the worldwide activities of the business. It must
be able to conduct Wide—ranging on-site visits in every part of
the business. In contrast, although the host supervisors have
a legitimate interest in the financial soundness of the parent
(Deleveaux), it is impractical for all of them to have rights to
conduct visits to the parent.

3.11.4. Moreover, the asymmetry could also apply to the importance
of the information to the supervisor. On the one hand, in some
countries, a large proportion of the banking system is effectively
controlled by foreign banks, and their activity in the jurisdiction
is critical to the jurisdiction’s financial and economic well-being.
On the other hand, business in that jurisdiction accounts for
only a small proportion of those foreign banks’ activities. There
exists an asymmetry between the high importance of the busi-
ness in the jurisdiction to the host supervisor and the relatively
low importance of the business in that jurisdiction to the for-

eign banks and their consolidated supervisors.*

3.12. These are important issues. Nevertheless, there is much evidence that
these issues can be resolved by discussion between supervisory authori-
ties, provided that requested authorities develop trust in the requesting
authorities. This may explain the high degree of satisfaction with infor-
mation exchange referred to in paragraph 2.3.

#This point was emphasized by participants at the IMF conference in July 2004.
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Information About Customers for Licensing and Supervision

3.13.

3.14.

3.15.

3.16.

The survey shows that information about the customers of financial
institutions is required by regulatory authorities for licensing (by 8 per-
cent of agencies), supervision (18 percent), and enforcement (36 percent)
purposes. In the case of licensing and supervision, the information about
customers is probably required to determine the extent and nature of the
exposure of a financial institution to individual major customers. For
enforcement, the information may be required to investigate offenses.

The exchange of information about customers to determine the expo-
sure of a financial institution to important customers (for licensing and
supervision purposes) raises different issues from those raised when
information is required for an investigation into alleged improper action
by the customer (unless it becomes clear that the customer has been
deliberately concealing his/her/its identity to disguise the fact that what
appear to be a series of smaller, unrelated exposures should, in fact, be
regarded as a single large one).

Although this book is mostly concerned with information exchanged
between regulatory authorities, it is also important that there be proper
information flows within a multinational financial institution, so that
it can manage its risks. Those risks will include large hidden exposures
to a single customer. They will also include reputational risks arising
from relationships with certain kinds of customers, such as politically
exposed persons. It is essential that a multinational financial institution
be allowed to transmit information between branches and subsidiaries
in different jurisdictions and its head office so that it can adequately
manage these risks (Hiipkes). It is important to ensure that this does
not conflict with domestic laws in host countries that restrict the flow
of information on customers in order to protect the confidentiality of
customer information (Deleveaux).

In either case—information exchanged within a multinational financial
institution or information exchanged between regulatory authorities—
where the information concerns customers for the purpose of managing
a financial institution’s risks, there would appear to be no threat arising
to the civil rights of the customer. It is difficult to see why there should
be any more constraints on the flow of such information than where the
information is solely about regulated financial institutions. It is impor-
tant that constraints on information flows that are designed to protect
the rights of those under investigation do not inhibit the flow of infor-
mation designed to enable proper risk management and its supervision.
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Information About Customers for Enforcement

Due Process and Use of Compulsory Powers to Collect Information

3.17.

3.18.

3.19.

3.20.

The issues that arise where information is exchanged that may lead to
judicial action against individuals or customers of financial institutions
are described by Thony in Chapter 1. In respect of information that
can be used in court as evidence that may result in a criminal convic-
tion, jurisdictions’ laws seek to balance the need to provide informa-
tion quickly, in a form that can be used in evidence, against the need

to ensure that it is collected and distributed in a way that respects the
demands of due process and does not infringe the legitimate rights or
interests of the requested countries or of those who might be the subject
of the information that is exchanged (Thony). Given the sensitivity of
these issues, most jurisdictions’ mutual legal assistance arrangements
insist that the courts review individual cases to determine that civil
rights are not infringed, and the government (executive branch) reviews
the cases to ensure that sovereignty is not affected.

In most countries, the desire to protect the civil rights of a person under
investigation has resulted in rules that constrain the investigation of
offenses and the use of information acquired in such investigations.
These rules sometimes apply differently to regulatory authorities than
to law-enforcement authorities. The contributors to the book display

a range of different approaches. These differences of approach often
appear to cause the most significant barriers to information exchange.
The survey shows that 47 percent of respondents identified difficulties
in understanding the differences in legal and institutional frameworks
across jurisdictions as impediments to information exchange.

In somejurisdictions, all regulatory authorities and law-enforcement
agencies abide by the same due-process principles so that information is
only ever collected in a way that protects the civil rights of those under
investigation (including the bar on compulsory self incrimination, for
example). According to this approach, once the information is collected,
it can be exchanged between different authorities and used in whatever
way is most efficient for civil and criminal enforcement (Tafara).

In other jurisdictions, although these constraints apply to law-
enforcement agencies and perhaps to FIUs, certain regulatory authori-
ties are given compulsory powers that allow them to insist on infor-
mation being provided and that provide no rights to individuals to
refuse to cooperate beyond the preservation of legal privilege. Where
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this is the case, however, civil rights are protected by insisting that
information collected using compulsory powers can be used only in
certain ways. (For example, a statement given under compulsion can-
not be used in court against the person giving the statement (Pratt
and Schiffman).) Jurisdictions taking this latter approach often argue
that their legislatures have given them exceptional information-gather-
ing powers because of the wider public interest in ensuring stable and
fair financial intermediaries and markets. They argue that it would be
defeating the intentions of their legislatures to use compulsory powers
to bypass the civil rights protections that apply in the context of the
investigation of criminal offenses.

Approach of FIUs®

3.21.

3.22.

3.23.

Some FIUs argue that information, however obtained, can be exchanged
on any matter, provided that it is used only for intelligence purposes,
remains under the control of the transmitting authority, and is never
used in a court of law (Kammula). Assuming that such a proviso is
accepted, then, according to this approach, there is no jeopardy to the
civil rights of the subject of the information exchange'

The Egmont statement of best practice says that the transmitting
authority should not unreasonably withhold permission for the use of
information, unless giving permission for the use of such information
would be clearly disproportionate to the legitimate interests of a natural
or legal person or the state of the providing FIU, or would otherwise not
be in accordance with fundamental principles of its national law. These
are broadly the same considerations that underpin the need for formal
mutual legal assistance (MLA) treaties (Thony), but the Egmont state-
ment of best practice suggests that such decisions should be made not by
a government or a court (as is normal in MLA cases) but rather by the

officials of an FIU.

Other FIUs consider that information exchanged between FIUs can
include documents and statements taken under oath. They also con-
sider that the information exchanged should be available for passing to a
prosecuting authority and could be the justification for the seizing and
freezing of assets (Baasiri).

>See also the IMF/World Bank publication FIUs: An Overview, available on the Web at
http://www.imf.org/external/pubs/ft/fiu/fiu.pdf.
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Approach of Regulatory Authorities

3.24.

3.25.

3.26.

Some regulatory authorities with compulsory information-

gathering powers impose conditions on the use of the information col-
lected. Some insist that information collected using regulatory powers
cannot be used for prosecution (Lister). Others insist on written under-
takings that information will not be disclosed to a third party without
the prior written permission of the originating authority. Some of the
regulators provide that such an undertaking should not apply where
there is a legal or constitutional obligation to disclose (Gaskell, Hiipkes),
but not all regulators have such an exemption. Those that do not argue
that, in practice, in such circumstances, they would not unreasonably

withhold their permission (Wilson, Deleveaux, Choi).

Even though requested authorities may, in practice, be prepared to give
such consent on a case-by-case basis, the retention of a requirement to
seek permission, even in the face of a legally enforceable demand, may
mean that the requesting authority is unable to accept information that
is subject to such a condition. For if the requested authority is unable

to give a blanket authority to disclose information in the face of legally
enforceable demands, it follows that there may be some circumstances in
which it would not do so. The requested authority may not know what
these circumstances might be. If permission were refused, the request-
ing authority would be forced to choose between breaking a domestic
obligation and breaking their undertaking to the transmitting authority.
Moreover, in some cases, a requirement for an undertaking not to pass
information to another authority may frustrate the whole purpose of
the request for information—for example, where a regulatory author-
ity is responsible for investigating a market-related offense but would
normally pass the case to another authority for prosecution according
to the legal and constitutional requirements of that country. On bal-
ance, therefore, there is a strong case for discouraging the use of such
undertakings, and many argue that their use is contrary to international
standards.

Some regulatory authorities argue that there should be a clear distinc-
tion between civil and criminal issues. Where a criminal prosecution is
in prospect, information should be supplied through the mutual legal
assistance route. Even if information leading to the criminal investiga-
tion was originaliy supplied ona regulator—to—regulator basis, criminal
prosecutions should not be based on information originally supplied
for regulatory purposes. Using the regulatory cooperation route is not
transparent and does not give the individual the opportunity to make
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representations about whether or not information should be trans-
mitted. There are no international standards as to whether, in these
circumstances, the individual should be told, or whether there should
be an anti-tipping-off provision (Lister). According to this view, if the
mutual legal assistance route causes delays because its procedures are
slow, then the answer should be to reform the mutual legal assistance
procedures. Attempting to bypass them using regulatory cooperation
will simply undermine confidence in regulator-to-regulator information
exchange (Lister).

The conditions and restrictions previously described may be perceived
by the originating authority to be necessary to protect the rights of
their jurisdiction and those of the regulated businesses and customers.
They may be perceived by the requesting authority as arbitrary barriers.
Where regulatory authorities exchange information regularly and build
up trust with each other, the issues can be resolved fairly readily. When
information is sought from jurisdictions that have only recently opened
gateways or are new to using compulsory information powers on behalf
of other authorities, however, there is a higher degree of caution (Lister).
This may increase the likelihood of information exchange being frus-
trated in practice.

Other Barriers to Cooperation

Case-by-Case Examinations of Regulators and Requests

3.28.

Many regulatory authorities insist that they should judge, for every
request, whether or not the requesting authority is genuinely a regula-
tory authority, whether the request itself falls within acceptable limits,
whether the information supplied is relevant, whether there is a real
investigation that justifies the request, and so on (Deleveaux, Lister).
Despite such procedures, however, it is rare, in practice, for such a
request to be refused as a result of these considerations (Lister).

Need for an Independent Interest in Subject Matter of a Request

3.29.

Some regulatory authorities are content to provide assistance to any
authority regardless of whether or not they have an independent interest
in the matter under investigation and regardless of whether the facts of
the case would constitute an offense in their own jurisdiction (Tafara).
Others cannot use compulsory powers to obtain information where

the use of such powers is solely in order to assist another authority

(Gaskell).
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Dual Criminality

3.30.

Law-enforcement agencies are more likely to have dual criminality
requirements—that is, they are unable to provide assistance for the
investigation of an offense if the action under investigation would

not constitute an offense if committed in their own country (Thony,
Suessii). Dual criminality requirements are less likeiy, however,

when the nature of the crime is broadly similar in the jurisdictions

of requested and requesting authorities. The Financial Action Task
Force (FATF) recommendations discourage dual criminality require-
ments from preventing information exchange in cases of suspected
money laundering or terrorist financing. Similarly, dual criminality
requirements are also discouraged in the case of regulatory offenses,
even though many regulatory authorities are required, when consider-
ing a request from a foreign authority for assistance, to take account of
whether an offense for which assistance is requested has no close parallel
in the requested jurisdictions (Lister, Deleveaux, Wilson).

Diagonal Information Sharing

3.31.

3.32.

Whether or not a regulator can share information with an author-

ity carrying out functions rather different from its own is a matter of
concern to a number of authorities (Murden). Indeed, the difficuley

of “diagonal cooperation” is a matter of concern to the international
standard-setting bodies. The survey's design does not allow any conclu-
sions to be drawn about cooperation between different kinds of regula-
tors, but it does show that, internationally, the extent of cross-border
exchange of information between FIUs, on the one hand, and banking,
insurance, or securities regulators, on the other hand, is very low at
between 10 percent and 15 percent.

In addition to the problem of information exchange between different
kinds of regulatory authorities and between regulatory authorities and
FIUs, a further potential barrier can be created when different jurisdic-
tions divide functions in different ways. For example, some jurisdic-
tions give FIUs responsibility for assessing compliance by regulated
businesses with anti-money laundering/combating the financing of
terrorism (AML/CFT) requirements (customer due diligence, intet-
nal controls, staff training, account monitoring, and so forth) (Gaskell,
Pinilla Rodriguez). There may be many advantages in this arrangement
(Pinilla Rodriguez), but it does create a potential problem for regulated
businesses by making them subject to different and conflicting require-
ments in respect of their priorities, their internal controls, and corporate
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governance; and it risks wasting the regulator’s superior knowledge of the
business of the regulated institutions. Moreover, it is essential that FIUs
with this responsibility be able to exchange information with regulatory
authorities in other jurisdictions where foreign regulatory authorities
have AML/CFT responsibility. As Pinilla Rodriguez emphasizes, it is

essential that such potential barriers not be allowed to become real ones.
Reciprocity

3.33. The extent to which a regulator should insist that assistance be given
only to an authority capable and willing to provide reciprocal assistance
is discussed in the book (Tafara). Reciprocity is commonly taken into
account by requested authorities. The survey suggests that no bank-
ing supervisor finds that reciprocity constitutes a barrier but that 38
percent of securities regulators state that they have to take such matters
into account. It is rare, however, to find that this leads to a refusal to
cooperate.

Availability of Information-Collecting Powers

3.34. Although not raised to any significant extent by contributors to the con-
ference, the survey and the Pratt and Schiffman chapter suggest that the
absence of powers to collect information is an important constraint. For
example, 43 percent of unified regulators give limited powers to collect
information as a reason for refusing requests for information, although
the survey results suggested that some unfilled requests in this area may
reflect misdirected queries.

Proactive Information Exchange

3.35. Another issue not raised by contributors but discussed by Pratt and
Schiffman is the ability of a regulatory authority to provide assistance
without being asked. This kind of assistance is clearly implicit in the
structure of suspicious activity reports. It is also frequently given by
regulators when they come across information that would be useful to
foreign regulators. Some authorities cannot give assistance, however,
unless they have received a written request, and this inhibits proactive
information exchange.

4, Common Values

4.1. Ttis clear that regulatory authorities share a strong belief in the importance
of international cooperation. It is clear from the contributions to this
book that the barriers to cooperation that remain do not arise primarily
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4.2.

4.3.

4.4.

4.5.

because of a lack of good will or intent but rather from genuinely different
approaches to the issues that were raised at the July 2004 conference.

It is an irony, therefore, that the vast majority of requests for informa-
tion are made and received by jurisdictions that share common values.
They wish to detect and deter wrongdoing, and they wish to respect due
process and the civil and commercial rights of businesses and their cus-
tomers. Regarding civil rights and the demands of due process, whether
the civil rights are expressed in the European Convention on Human
Rights, the U.S. Constitution, or in other forms, the vast majority of
regulators who seek and give information are in jurisdictions that are
subject to broadly similar requirements. Moreover, where the informa-
tion concerns a regulated business, both the requested authority and the
authority receiving the information are committed to, and subject to,
the same international standards of supervision—the Basel Committee
on Banking Supervision (Basel), the International Organization of
Securities Commissions (IOSCO), and the International Association
of Insurance Supervisors (IAIS)—and therefore are likely to be subject
to comparable confidentiality restrictions and using the information

for broadly similar purposes. Equally, all FIUs that are members of the

Egmont Group are committed to the same group principles.

In contrast, the legal, constitutional, and other institutional require-
ments that give effect to these high-level principles are often very dif-
ferent. The survey results and the individual contributions to the book
show that different legal and institutional arrangements are among the
most significant barriers to cooperation (Godano). Moreover, many
countries frame their legislative requirements and, in particular, the
tests that they insist be applied before information is exchanged in a way
that requires the requested authority to make assessments of the precise
legal arrangements of the requesting authority (either on a case-by-case
basis or when concluding a memorandum of understanding (MoU))
and/or to impose conditions on the use of the information.

In some cases, the test that has to be applied is that the requesting
authority has equivalent provisions to those of the requested author-
ity (Lister, Gaskell). This can often involve a time-consuming analysis.
Where legal and constitutional traditions are very different, such a test
may result in the frustration of cooperation.

The contributors also agree on the importance of informal contact and
the establishment of trust to facilitate information agreement. Trust can
be built up through contact and communication. Conversely, inadequate
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communication can undermine trust where direct action by a foreign
regulator interferes with the relationship between a regulator and a
regulated institution in its own jurisdiction (Wilson).

5. Removing the Barriers

5.1. The international standard—setting bodies have actively addressed these
issues. First, by organizing conferences and forums for discussion of issues
arising from international cooperation, they help to build up the trust that
is essential for effective information exchange. For smaller jurisdictions
with fewer resources available for travel, it may be helpful to include provi-
sion for travel to conferences as part of technical assistance packages.

5.2. Second, the standard-setting bodies in this context have clearly defined
the legal and regulatory powers that regulatory authorities should have
to collect and share information, and have established standards for the
use and protection of confidential information.

5.3. Third, standard—setting bodies define and describe best practice in

information exchange.

5.4. In addition, most of the standard-setting bodies recognize the value
of MoUs and have drawn up model memoranda of understanding or
defined the items that should be included within such agreements. The
TAIS has prepared a model MoU, and the Basel Committee has issued a
paper on the essential elements of cross-border cooperation. The survey
results show that the majority of respondents found MoUs useful as a
means of building trust and facilitating information exchange. Although
the standard setters clearly indicate that the existence of an MoU should
not be a prerequisite for information exchange, 40 percent of regulators
in advanced economies responding to the survey cited the absence of an
agreement as an important impediment (the second-highest one, below
only secrecy laws).

5.5. IOSCO has gone one step further in agreeing the Multilateral
Memorandum of Understanding (MMoU).® This sets clear standards
regarding the powers that should be available to the requested author-
ity, the confidentiality of the information that is exchanged, and the
use to which it may be put. All IOSCO members are invited to sign it.

¢In their April 2005 Annual Conference, IOSCO decided that by January 1, 2010 all mem-
ber regulators should have applied for and been accepted as signatories under Appendix A of
the IOSCO MoU or have expressed (via Appendix B) a commitment to seek legal authority to
enable them to become signatories/members.
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5.6.

5.7.

5.8.

59

5.10.

Moreover, for all signatories, an independent verification team assesses
whether potential signatories have the necessary legal powers.

The IOSCO MMoU was drafted on the basis of the existing objectives
and principles of IOSCO, together with resolutions that the IOSCO
President’s Committee has adopted over a number of years. Some con-
sider that the MMoU demands too much of signatories. The MMoU
was drafted, however, on the basis of existing IOSCO policies that have
already been endorsed by the entire membership. The MMoU is cited
by some survey respondents as a useful model for other standard-setting
bodies to follow.

The Egmont Group statement of best practice, principles, and model
agreement may fulfill the same purpose, given that the group has
devised a procedure for independently assessing the legal powers of new
entrants (Kammula).

It may be helpful, therefore, to undertake a review of the way in which
the IOSCO MMoU and Egmont statement are implemented in order to
establish the lessons learned, with a view to considering whether other
international standard-setting bodies should develop their detailed
requirements in respect of information exchange along similar lines,
including a process of independent assessment of adherence to these
standards.

Standard-setting bodies might then consider encouraging regulatory
authorities to rely upon independent assessments of compliance with
international standards rather than making case-by-case assessments
of requesting authorities and of the nature of an information request in
every case.

Although it is conceivable that a regulatory authority could rely upon
the assessment of an independent body to judge whether a counterparty
had arrangements that met international standards, it is not reason-
able to expect such an assessment to judge whether another regulatory
authority had equivalent standards to its own. Given resource con-
straints, the independent body can assess only whether or not minimum
standards are met. Where some jurisdictions exceed minimum stan-
dards (and most will do so in some respects), the use of the “equivalence”
requirement is likely to result in repeated, time-consuming assessments
of each jurisdiction’s arrangement by every other counterparty to infor-
mation exchange. These time-consuming assessments are especially
burdensome on smaller jurisdictions that may not have the resources to
conduct them.
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5.11. Many of the barriers to cooperation are well known and have been the
focus of developing international standards. The list of possible action
points described in Chapter 17 by Pratt and Schiffman are reinforced
by the discussions that took place at the conference and by means of the
survey. Increasing mutual trust, developing awareness of international
standards, encouraging transparency in compliance, and undertaking
independent assessments of compliance with those standards continue
to be sound and sensible ways of improving cooperation.
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Use of Information Exchange in
Criminal Matters to Combat Money
Laundering and Financing of Terrorism

JEAN-FRANCOIS THONY

1. Introduction

1.1.

1.2.

1.3.

Countries recognize that strong regional and international cooperation
on cross-border transactions, including the implementation of best prac-
tices concerning information sharing in criminal matters, are needed if
they are to be successful in combating money laundering (ML) and the
financing of terrorism (FT).

All international instruments on international cooperation in criminal
matters include legal provisions to facilitate or organize information
exchange among authorities in charge of investigations or prosecution.
Experience has shown that sharing intelligence and evidence swiftly and
smoothly is key to conducting successful investigations and also, and
even more importantly, to preventing and detecting criminal schemes
before they are carried out. The international norms and standards on
information exchange in criminal matters usually address the issue by
devising three different frameworks for information exchange: (1) infor-
mal communication channels, (2) the financial intelligence unit (FIU)
channels, and (3) mutual legal assistance (MLA) mechanisms. The
norms and standards are necessary to provide them with a legal basis,
and to set up processes to speed up the exchange of information (direct
transmissions, acceptable language, etc.).

Each approach has its own advantages, and it is up to each country

to decide how to proceed on a case-by-case basis, depending on its

own needs and objectives, and on the degree of rapidity and reliability
required. The challenge is to get information quickly and, where neces-
sary, to be able to use it in a court of law.
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2. Sources of International Norms and Standards on Information
Exchange in Criminal Matters

2.1. The main sources of international obligations and standards related
to the information exchange in criminal matters are the United
Nations (UN) Conventions, the UN Resolutions adopted by the
Security Council, and the Financial Action Task Force (FATF) 40
Recommendations (combined with the 9 Special Recommendations)
that contain provisions on information exchange in criminal matters
concerning anti-money laundering and combating the financing of ter-
rorism (AML/CFT). In 2001, the Egmont Group of financial intel-
ligence units also developed its “Principles for Information Exchange

Between Financial Intelligence Units for Money Laundering Cases.

2.2. The sources of international law on information exchange in AML/
CFT criminal matters are contained in a series of international conven-
tions and resolutions. In addition to harmonizing legal frameworks, the
substantive provisions of these conventions and resolutions aim at orga-
nizing exchange of information, mutual legal assistance procedures, and
law-enforcement cooperation among member states. The main interna-
tional instruments in this respect are

+ 1988 UN Convention Against Illicit Traffic in Narcotic Drugs and
Psychotropic Substances: Articles 7 and 9.1.

+ 1990 Council of Europe Convention on Laundering, Search, Seizure,
and Confiscation of the Proceeds of Crime: Articles 7-10, 23, and 24.

+ 1999 UN Convention for the Suppression of the Financing of
Terrorism: Articles 12, 18.3, and 18.4.

+ 2000 UN Convention Against Transnational Organized Crime:
Articles 7.1.b., 18, and 27.

+ 2001 UN Security Council Resolution (UNSCR) 1373.
+ 2003 UN Convention against Corruption: Articles 14, 46, 47, 48, and 58.

+ FATF 40 Recommendations + 8 Special Recommendations:
Recommendations 34, 36, 37, 38, and 40. Special Recommendations I
and V.

2.3. UN/IMF/World Bank model legislation does not set a standard per

se, but translates the existing norms and standards into legal provi-

!Adopted in The Hague, June 13, 2001. See www.egmontgroup.org.

6



Use of Information Exchange in Criminal Matters

sions. The Model Legislation on Money Laundering and the Financing
of Terrorism, civil law (“continental”) legal system? developed by the
United Nations, the International Monetary Fund, and the World
Bank is worth mentioning here, since it proposes a comprehensive set of
provisions to not only implement but also complement the international
instruments and provide a legal basis for organizing international coop-
eration and information exchange'

3. Information Exchange Channels

Informal Channels of Communication

3.1.

3.2.

3.3.

34.

Information exchange in criminal matters is usually sought, at the
initial stage of investigation, by means of police-to-police contact,

which is faster, cheaper, and more flexible than the formal route of
mutual legal assistance. Such information exchange can be carried out
through contacts developed and maintained within the framework of
the International Criminal Police Organization (ICPO)/Interpol, the
World Customs Organization (WCO), Europol, and other networks
that have been established for this purpose, such as bilateral or multilat-
eral task forces.

The term “informal” is used, since information is exchanged on an ad
hoc basis, using individual (sometimes personal) contacts or nonbind-
ing agreements, rather than through legal treaties or agreements. As a
result, the information has no legal value and could not, for example,

be used as evidence against someone. Nevertheless, any information
exchange, including informal exchanges, must be conducted within the
law. In particular, the information exchange must be consistent with pri-
vacy, confidentiality, or secrecy laws, or laws prohibiting the transmis-
sion of sensitive information to foreign authorities.

These informal means of information exchange are used to share intel-
ligence and information obtained voluntarily? (such as statements of
witnesses) or public records or other information or data from publicly
available sources.

In addition to spontaneous contacts, this informal exchange of infor-
mation can be organized through memoranda of understanding

2Such model laws will also be developed in the near future for common law and Islamic law

systems.

3Informal sharing of information excludes the use of coercive measures.
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3.5.

(MoUs) or bilateral or multilateral treaties. For example, the 1988
United Nations (UN) Convention Against Illicit Traffic in Narcotic
Drugs and Psychotropic Substances has established a UN directory
of competent national authorities that lists the designated authorities
to whom requests for exchange of information can be directed. These
channels are also used to establishjoint investigation teams comprised
of officers of two or more states where cross-border surveillance of
operations related to money-laundering or drug-trafficking cases is
needed. Whenever law-enforcement authorities want, for example, to
set up a controlled delivery in a foreign country, the UN directory of
competent authorities allows them to easily identify a direct contact
there with whom they can get in touch. This directory is a good exam-
ple of a simple and concrete measure taken by an international conven-
tion to speed up the informal information-sharing process between
countries.

These informal channels of communication are fast, easy, and cheap.
They have proved essential material to support law-enforcement agen-
cies in financing of terrorism cases. Such information has, in many
cases, led investigators to target surveillance on specific individuals or
networks, and allowed them to trigger investigations that could not have
started otherwise. But there are three caveats to this approach:

3.5.1. the information cannot be obtained using coercive measures nor-
mally requiring judicial authority and control;

3.5.2. confidential information cannot be shared with foreign counter-
parts, especially information that is covered by bank secrecy or

by bank confidentiality.

3.5.3. the information cannot serve as evidence in court, because it was
not gathered with the required due-process guarantees.

Financial Intelligence Unit Channels

3.6.

In money-laundering and financing of terrorism cases, most of the raw
material for investigators is financial information held by banks and
other financial institutions. This information is in essence confidential.
Until the development of AML/CFT laws, the only way to get access
to this information was to get a court order allowing the investigator to
receive this confidential information from banks. But the court orders
could be granted only when the investigator was already aware of the
crime and needed ex post evidence. Money—laundering crimes would
have continued to be as confidential as the financial transactions on
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which they were based if banks and other financial institutions had not
been required to report transactions deemed suspicious and therefore
susceptible of hiding a criminal laundering operation. The objective was
to make law-enforcement efforts more proactive. But a filter was needed,
because suspicion does not mean crime. Financial intelligence units

were established, in response to the need for this filtering mechanism, to
receive and analyze the large quantity of suspicious reports before iden-
tifying those that genuinely add to intelligence information and dissemi-
nating that information to law-enforcement agencies when suspicion is
substantiated during the analysis process.

3.7. A variety of types and models of FIUs* have been set up by various
countries, depending on the legal and administrative traditions of the
state. In general, however, they all carry out similar core functions:

3.7.1. receiving, analyzing, and disseminating disclosures from the
financial sector;

3.7.2. receiving and responding to requests for information from other

FIUs;

3.7.3. serving as a clearinghouse to coordinate the AML/CFT activi-
ties of other agencies;

3.7.4. serving as a repository, a central location of strategic and opera-
tional information useful in the fight against ML/FT, that
may be consulted by other law-enforcement agencies (database
function);

3.75. performing research and strategic analysis in support and/or at
the request of other domestic agencies or ministries;

3.7.6. advising the authorities on ML/FT issues and legislation;

3.77. in some cases, supervising compliance with the AML/CFT pro-
visions, often with the power to impose sanctions or other coer-
cive measures; and

3.7.8. inafew cases, carrying out regulatory responsibilities, such
as issuing rules, regulations, or guidelines covering suspi-
cious currency transactions reporting and other AML/CFT
requirements.

4See International Monetary Fund and World Bank Group, 2004, Financial Intelligence Units:
An Overview (Washington: International Monetary Fund).
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3.8. To carry out their functions, FIUs have access to two kinds of information:

3.9.

3.10.

3.11.

3.8.1. information and/or records that are “spontaneously” provided by
the reporting institutions, such as banks and financial institu-
tions, through suspicious transaction reports (STRs) and other
types of reports that AML laws require them to file; and

3.8.2. information that FIUs, at their request, can obtain from any
public authority or from reporting agencies, either to augment
information received through suspicious transaction reports or at
the request of a foreign financial intelligence unit responsible for
receiving and processing reports of suspicions.

Because money laundering and the financing of terrorism impiy the
cross-border transmission of confidential financial information, the
detection of money laundering and financing of terrorism operations
depends on information sharing among FIUs in different countries and
on their ability to cooperate, speedily and efficiently, with their foreign
counterparts.

To this effect, FIUs must be empowered by law to share information
with foreign counterparts. This is not always possible, because, in

many cases, laws establishing FIUs prevent the sharing of confidential
information except in certain specified cases and, even in those cases,
strictly limit the conditions under which information can be shared
with, and the uses to which it can be put by, foreign FIUs. These restric-
tions are designed to avoid any abuse and, in particular, to protect the
constitutional or civil rights of the individuals who are the subjects of
the information. Indeed, such individuals are, in most cases, innocent of
any crime (the number of STRs that end up in criminal investigations
is very limited across the board). It is therefore critical to ensure that
STRs and other financial information handled and processed by the

FIU remains confidential all along the way.

The problem is that, depending on the type of foreign FIU, the confi-
dentiality requirements and standards governing the use of the informa-
tion may not be the same as those of the providing FIU. To overcome
this difficulty, FIUs, within the Egmont Group, are negotiating and
signing MoUs to harmonize the conditions under which financial infor-
mation can be shared, with a view to maximizing the extent to which
information can be shared, while ensuring that confidentiality will not
be breached and limiting the use that the foreign FIU can make of such
information.

10
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3.12. Sometimes, the sharing of information between FIUs is not made spon-

3.13.

3.14.

taneously but at the request of a foreign FIU. In this case, the FIU must
be specifically empowered by law to act on the basis of foreign requests.
In other words, when the FIU receives a request by a foreign counter-
part to look for information, there must be a legal power given to the
FIU to search for that information in financial institutions, even if the
financial institution has not filed an STR.

To summarize, the exchange of information among FIUs is premised on
a threefold legal requirement:

3.13.1. the general power given by law to the FIU to use the informa-
tion received within the purview of the law for other purposes
than its transmission to law-enforcement or judicial authorities;

3.13.2. the power to exchange information with foreign counterparts;

and

3.13.3. the power to request banks to provide financial information at
the request of a foreign counterpart.

Within these limits, the FIU channel provides a means for quick and effi-
cient exchange of information. It is flexible, while allowing the use of coet-
cive measures. The legal value of the information obtained is stronger, but,
even so, the information has to remain confidential and, in particular, can-
not be used in open court and therefore cannot be used in a prosecution.

The Mutual Legal Assistance Process

3.15.

3.16.

In most countries, cooperation between justice systems for the investiga-
tion and prosecution of offenses requires very complex procedures called
mutual legal assistance. MLA arrangements are governed by treaties or
bilateral agreements that usually contain a number of restrictive condi-
tions. Such conditions, which may inhibit the comprehensive and rapid
exchange of information, are necessary to protect the sovereignty of
states and ensure that evidence gathering undertaken in the MLA pro-
cess abides by due-process principles.

The protection of sovereignty is fundamental because MLA requests
imply the use of coercive powers in a country for the benefit of a foreign
country, and states usually want to ensure that the mutual legal assis-
tance request would not infringe on or violate its sovereign powers. For
example, a warrant of arrest sent by foreign authorities may be used in a
way that effectively interferes in the political process in another country,
or may be used by a country to exercise constraint over another country.

11



WORKING TOGETHER: IMPROVING REGULATORY COOPERATION AND INFORMATION EXCHANGE

3.17.

3.18.

3.19.

This is the reason why, before a request for mutual legal assistance is for-
warded to the appropriate authority (namely the court), this request will
be reviewed by the executive branch (despite the principle of separation of
powers) to examine whether there is an impediment of a political or dip-
lomatic nature that would prevent the execution of the foreign request.

It is worth noting that such impediments arise only rarely and are espe-
cially unusual where two countries have a bilateral MLAT. Some argue
that the damage done by the delays in the investigation and prosecution
process caused by the administrative procedures designed to prevent such
rare occurrences are disproportionate to the benefits gained in the tiny
number of instances where political or diplomatic issues are detected.
There would be advantage in seeking ways to minimize the number of
instances where such case-by-case review was necessary.

Due-process requirements, which are enforced by the courts themselves,
aim at ensuring that prosecutions and coercive powers are used in a way
that protects the rights of accused persons and, more generally, of citi-
zens. For example, in most countries, before granting the MLA request,
courts will check whether the facts for which a person is being prose-
cuted and the request is being made are considered a criminal offense by
law in both the requesting and the requested states. Such requirement,
called the “dual criminality” requirement, is based on a basic principle of
criminal law (“nullen crimen, nullen poena, sine lege” or “there is no crime,
there is no punishment, without law”). When MLA is sought in money
laundering offense cases, things are much more complicated, since the
offense itself is very complex, and very often defined in different terms
from one country to another. In addition, the predicate offenses do not
necessarily have the same definition, and the scope of predicate offenses
varies from one country to another. The dual criminality test in AML
cases therefore becomes very tricky: both the money-laundering offense
and the predicate offense must be defined in the same terms in each
law, and, in addition, the predicate offense must be one in the laws of
both the requested and the requesting states. For this reason, FATF
Recommendation 37 encourages a flexible interpretation of the dual
criminality principle by requesting members to grant MLA when the
underlying conduct is the same, even if the terms used to define the
offense are different or the offense is not listed in the same category of
offenses.

The MLA approach, which is based on respecting due-process require-
ments, is the only way to ensure that the information gathered during
the investigation will be admissible in court as evidence. The informa-

12
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tion gathered from informal or FIU channels could not be used for
evidentiary purposes. Therefore, since the final objective of AML/CFT
enforcement is precisely to get people convicted—and their assets
confiscated—Dby a court, there will be a need at some point to use formal
means of circulation of information. But because of the political review
(sovereignty) and the legal review (due process) of MLA requests, the

process is very lOIlg ancl complex.

Mutual legal assistance requests can be granted on the legal basis of (1) a
multilateral treaty, such as the UN Convention on Drug Trafficking or
the UN Convention on Transnational Organized Crime, or (2) a bilat-
eral mutual legal assistance treaty (MLAT). It can also be settled on the
principle of reciprocity, however, when there is no preexisting agreement
between the countries: mutual legal assistance is then granted if the
requesting state commits to grant the same assistance if it is requested to
do so in similar circumstances.

4. Speed or Power

4.1.

When an authority wants to determine how best to proceed in request-
ing information, it will have to strike a balance between speed and power.
Basically, what is the information to be used for? If it is for intelligence
purposes, but will not be used as evidence in court, then informal com-
munication channels or the medium of financial intelligence units would
suffice. When this information is covered by a confidentiality requirement
or entails the need to compel a bank or other financial institution to pro-
vide the information, the FIU channel would be preferred if the FIU has
such powers. As the gathering of intelligence becomes a part of a criminal
investigation for money laundering or the financing of terrorism lead-

ing to a prosecution, or when information cannot be obtained otherwise
than through enforcement measures, then the collection of information
requires the channel of a mutual legal assistance request.

5. Conclusion

5.1.

In an environment where financial transactions and electronic transfers
allow money to be laundered or funds to be channeled to terrorists at
the click of a mouse, the need for rapid transmission and exchange of
information between law-enforcement agencies is critical. International
instruments have strived, over the years, to make this flow of intel-
ligence smoother and more efficient. The traditional channels of
communication between states, a complex mixture of diplomacy and

13
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justice, have failed to enable a rapid response to money-laundering
techniques. Criminal organizations have long since taken advantage

of the shortcomings of the MLA procedures. Originally designed to
protect the interests of states and their citizens, they have wound up
protecting criminal networks. In response, law-enforcement agencies
have developed parallel channels of communication, notably through
Interpol, and have used computer technology to speed up the exchange
of information.

5.2. When the first FIUs were created, one of their first endeavors within
the Egmont Group was to set up an information exchange system, in
parallel to the law-enforcement and judicial ones. Some experiments
such as FIUNET, a computer network of FIUs among some European
countries, are designed to further increase the speed and efficiency of
information exchange by allowing a 24/7 sharing of information among
multiple partners. The information shared through these more informal
channels is not legally reliable enough, however, to allow for its use as
evidentiary material. These channels must therefore be complemented
by the use of more formal communication channels when information
is to be used in court. This allows the ultimate conviction, and the con-
fiscation of the assets, of criminals who engage in money laundering and
the financing of terrorism. The need for parallel information channels
will fade when mutual legal assistance procedures are reviewed with a
fresh perspective, to limit the procedural requirements to those strictly
needed for the protection of individuals, and when justice systems set
up direct communication channels for mutual legal assistance like the
newly created Eurojust! within the European Union.

'Eurojust is a European Union body established in 2002 to enhance the effectiveness of inves-
tigations into serious cross-border and organized crime.
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2 International Cooperation

Standards and Practices in
Combating Money Laundering and
Countering Terrorist Financing

WILLIAM C. MURDEN!

1. Introduction

1.1.

1.2

1.3.

This chapter discusses the recommendations of the Financial Action
Task Force (FATF) that relate to international cooperation and infor-
mation exchange and their implementation.

Since its creation, the FATF has spearheaded the effort to adopt and
encourage implementation of measures designed to counter the use
of the financial system by money launderers, terrorist financiers, and
other criminals. It first adopted its 40 Recommendations on Money
Laundering in 1990, setting out a basic framework for anti-money-
laundering (AML) efforts intended to be of universal application.
Since then, the FATF has revised its Forty Recommendations twice—
first in 1996 and then more recently in 2003—to ensure that they
remain up to date and relevant to the evolving threats. The FATF 40
Recommendations are now the recognized international standard for
anti-money laundering,

Following the terrorist attacks in the United States on September 11,
2001, the FATF expanded its mission beyond anti-money laundering
to also focus its energy and expertise on a worldwide effort to combat

'These comments reflect the personal views of their author and do not necessarily reflect the
official positions of the U.S. Department of the Treasury, the Financial Action Task Force, or

the International Monetary Fund. The author appreciates the valuable contributions to this arti-
cle by Nan Donnells, Juhan Jaakson, Paul Ashin, and Richard Pratt, but any remaining errors
are entirely his own.
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the financing of terrorism (CFT). The FATF issued Eight Special
Recommendations on Terrorist Financing in October 2001 and added
a Ninth Special Recommendation (on cash couriers) in October
2004—and it calls on all countries to adopt and implement these spe-
cial measures along with the FATF 40 Recommendations. The objec-
tive is to deny terrorists and their supporters access to the international
financial system.

The Working Group on International Financial Institutions Issues
(WGIFI) was established by the FATF Plenary in Paris in February 2003.
The Working Group was successful in helping the international com-
munity reach consensus on several technical and policy issues. Its mandate
was to serve as a point of contact on matters arising with the international
financial institutions (IFIs) on the collaborative effort on AML/CFT
issues, and to oversee and coordinate the FATF’s participation in the pilot
program implementing use of the AML/CFT methodology. The WGIFI
expired in October 2004, and it was replaced by the Working Group on
Evaluations and Assessments, which has a broader mandate addressing all

AML/CFT assessments by the IFIs and the FATFE.

2. Information Exchange and the FATF Recommendations

2.1

2.2,

2.3.

The ability of various authorities in different countries to freely
exchange information about money laundering and terrorist financ-
ing targets and investigations is key to combating money laundering
and terrorist financing effectively on a global scale. The FATF has
recognized this need in a number of recommendations, including
Recommendation 40, which covers general administrative and regula-
tory international cooperation, and Special Recommendation 5, which
concerns cooperation in the context of terrorist financing, Special
Recommendation 3, on freezing and confiscating terrorist assets, is also
relevant to the question of information exchange. These recommenda-
tions are discussed, in turn, later in this paper.

Recommendations 36 through 39, which deal with the specific issues
surrounding judicial cooperation, including mutual legal assistance,
extradition, confiscation, and compulsory measures, are not discussed
further here.

To understand the implications of these recommendations for regu-
lators and other practitioners—including those in offshore centers

(OFCs)—it is appropriate to go beyond the recommendations them-
selves and look at the Interpretative Notes and Best Practices papers
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International Cooperation Standards and Practices

that the FATF has issued on these subjects. It is also important to
examine the assessment criteria associated with each recommendation
in the AML/CFT Methodology, adopted in February 2004 by the
FATF Plenary and by the IMF and World Bank Executive Boards in
late March 2004. The methodology is being used by FATF, the FATE-
style regional bodies (FSRBs), and the IFIs to assess jurisdictions’ com-
pliance with the FATF AML/CFT Recommendations.?

The FATF has been engaged in an active dialogue with the Basel
Committee, the International Organization of Securities Commissions
(IOSCO), the International Association of Insurance Supervisors
(IAIS), and the Egmont Group on how to enhance cooperation and
information exchange—especially in the complex circumstances where
bank regulators and financial intelligence units (FIUs) need to share
information. For example, the FATF president held a conference call
with the Basel Committee and the IAIS in May 2004 and another with
IOSCO in June 2004. All participants agreed to identify experts to col-

laborate on this issue.

3. Recommendation 40: “Other Forms of Cooperation”

3.1.

3.2.

Recommendation 40 sets forth a comprehensive framework for the
widest possible range of international information exchange. It does the
following:

3.1.1. calls for countries to establish and maintain gateways to
facilitate prompt and effective information exchange between
counterparts;

3.1.2. states thatjurisdictions should not invoke bank secrecy laws or
fiscal matters alone as reasons not to exchange information; and

3.1.3. calls for the protection of the information under privacy and
data-protection standards.

Based on this broad-ranging recommendation, the criteria for
Recommendation 40 in the AML/CFT Methodology specify the fol-

lowing points:

2The AML/CFT Methodology was amended in February 2005 to add criteria for assessing
compliance with Special Recommendation IX (SR-IX) and is available on the FATF website at
http://www.fatf-gafi.org.
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3.3.

3.2.1.

3.2.2.

3.2.3.

3.24.

3.2.5.

3.2.6.

3.2.7.

Countries should ensure that their competent authorities pro-
vide the widest possible range of international cooperation to
their foreign counterparts—and provide such assistance in a
rapid, constructive, and effective manner.

Such exchanges should not be subject to disproportionate or
unduly restrictive conditions.

There should be clear and effective gateways, mechanisms, or
channels that facilitate prompt and constructive information
exchange directly between counterparts.

Examples of such gateways (other than mutual legal assis-

tance or extradition treaties, which are addressed in
Recommendations 36-39 and do not adequately provide for cer-
tain types of exchanges) include laws allowing exchange of infor-
mation on a reciprocal basis, bilateral or multilateral agreements,
or arrangements such as memoranda of understanding (MoUs)
and exchanges through appropriate international or regional
organizations such as Interpol or the Egmont Group. Such
information exchanges should be possible both spontaneously
and upon request and in relation to both money laundering and
the underlying predicate offenses.

Countries should ensure that all their competent authorities are
authorized to conduct inquiries on behalf of foreign counter-
parts and, in particular, should ensure that their FIU is autho-
rized to make specified types of inquiries on behalf of foreign
counterparts.

Requests for cooperation should not be refused on the grounds
of laws that impose secrecy or confidentiality requirements on
financial institutions or designated nonfinancial businesses and
professions (DNFBPs) (except where legal profession privilege or

Iegal profession secrecy applies).

Countries should establish controls and safeguards to ensure
that the information received by their competent authorities is
used only in the manner authorized, consistent with their obli-
gations concerning privacy and data protection.

One key issue of particular interest in the implementation of Recom-

mendation 40 has been the matter of “diagonal” information exchange.

This refers to exchanges with noncounterparts, such as between an FIU
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and a non-FIU in another country. This issue generated a great deal of
discussion during the revision of the 40 Recommendations. As a result,
Recommendation 40 is quite forward leaning in the realm of international
information exchange. Countries should seek to enable diagonal informa-
tion exchange to the extent possible.

4. Special Recommendation V

4.1.

4.2.

4.3.

Special Recommendation V calls for countries to provide the greatest
possible assistance to another country in connection with criminal, civil
enforcement, and administrative investigations inquiries and proceedings
relating to the financing of terrorism. This could be implemented on the
basis of treaties, formal and informal arrangements, and other mechanisms
for mutual legal assistance (MLA) or information exchange, in connection
with criminal, civil enforcement, and administrative investigations.

The assessment criteria are essentially the same as those for
Recommendations 36 to 40 applied to the financing of terrorism.

In going forward, diagonal information exchange remains an issue, and
there will be further discussion between FATF, the Basel Committee,
IOSCO, the Egmont Group, and others to discuss sharing of informa-
tion with supervisory authorities within the context of implementing
Special Recommendation V.

5. Special Recommendation III

5.1.

5.2.

5.3.

Timely communication between authorities is especially crucial for
the freezing of terrorist assets. This is covered by FATF Special
Recommendation III. The FATF “Best Practices” paper on SR III

fleshes out this issue in some detail 3

Special Recommendation III states that each country should imple-
ment measures to freeze without delay funds or other assets of ter-
rorists, those who finance terrorism, and terrorist organizations in
accordance with the United Nations resolutions relating to the preven-
tion and suppression of the financing of terrorist acts.

Each country should also adopt and implement measures, including leg-
islative ones, which would enable the competent authorities to seize and
confiscate property that is the proceeds of, or used in, or intended or

3Freezing of Terrorist Assets: International Best Practices” published by the FATF in
October 2003.
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54.

5.5.

5.6.

5.7.

allocated for use in, the financing of terrorism, terrorist acts, or terrorist
organizations.

The global nature of terrorist financing networks and the urgency of
responding to terrorist threats require unprecedented levels of commu-
nication, information exchange, cooperation, and collaboration among
authorities in differentjurisdictions.

In the immediate aftermath of the tragic events of September 11, 2001,
the U.S. government took immediate and decisive action to improve its
arsenal of financial weapons in the war on terror. It issued an executive
order that, among other provisions, authorized the Secretary of the
Treasury to freeze the financial assets of terrorist groups and their sup-
porters in the United States. Since terrorism is a global phenomenon,
however, the United States needed to work closely with its allies to
ensure that freezing actions were simultaneous and multilateral to pre-
vent terrorists and their supporters from moving funds elsewhere. The
Group of Seven finance ministers and, later, the Group of Eight (G-8)
foreign and justice ministers reached agreement to institute a “preno—
tification” program whereby countries would provide enough advance
notice and information to their partners to take coordinated freezing
action against designated terrorists and supporters. The program has
expanded beyond the initial small group of countries and demonstrates
the importance of strong communications, information sharing, and
cooperation.

Among the key elements of this communication are

5.6.1. timely and secure prenotification of pending designations, to
enable the greatest possible simultaneity of action;

5.6.2. facilitating consultation between jurisdictions to gather, verify,
and correct identifier information for designated persons;

5.6.3. rapidly and globally communicating new designations and the
supporting information; and

5.6.4. maximizing the sharing and publicizing of information about
the amount of funds and other assets that each jurisdiction has
frozen.

There is one interesting issue to note in connection with information
sharing on freezing designations that is perhaps unique or at least more
prevalent in connection with terrorism. Much information on terrorist
targets is obtained from clandestine or intelligence sources. This infor-
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mation can be highly classified to protect its sources and methods and
can be difficult for foreign governments to share with one another. This
has presented some particular challenges not found in supervisory and
regulatory information sharing, especially in protecting the disclosure
of information when it is passed onward to other governments.

6. Implementation Implications

6.1.

6.2,

Sharing of information and full and effective international coopera-
tion has been a basic FATF principle from its inception. The revision
of the FATF Recommendations in 2003 and the new AML/CFT
Methodology continue and expand on that tradition.

FATF considers full compliance with the information sharing and
cooperation measures of the FATF Recommendations to be a vital
component of an effective AML/CFT regime. Assessments in the past
have indicated that countries have focused on this vital aspect but that
there has remained room for improvement. We are learning more as we
gain experience with the new methodology.
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Egmont Standards and Practices
for Defenses Against Money
Laundering and for Countering
the Financing of Terrorism

SHOBA KAMMULA

1. Background on Egmont Group of Financial Intelligence Units

1.1. The Egmont Group is an informal network currently comprised of
94 financial intelligence units (FIUs). FIUs play an important role in
cross-border information sharing,

1.2. Egmont defines an FIU as follows:

“A central, national agency responsible for receiving, (and as permitted,
requesting), analysing and disseminating to the competent authorities, disclo-
sures of financial information:

(i) concerning suspected proceeds of crime and potential financing of
terrorism, or

(i1) required by national legislation or regulation,
in order to combat money laundering and terrorism financing”

1.3. Recently, the Egmont Group added the combating of terrorism financ-
ing to the scope of the FIU's functions.

1.4. Membership in the Egmont Group is restricted to FIUs that satisfy
the requirements of membership. The Egmont Group has formed an
Outreach Working Group that approaches and works with poten-
tial candidates to prepare them for membership. Once the Outreach
Working Group is satisfied that the candidate is performing the
functions of an FIU, it recommends the FIU's candidacy to the Legal
Working Group. The role of the Legal Working Group is to ensure
that there is an adequate legal basis for the FIU and its core functions.
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Once the Legal Working Group is satisfied that the candidate FIU has
a proper legal basis, the candidate is referred to the heads of the Egmont
FIUs, which vote on membership.

Egmont members must agree to abide by Egmont’s Principles of
Information Exchange. In sum, these principles provide that informa-
tion requested from an Egmont member is to be used only for the
purpose for which it was requested. At all times, the FIU providing the
information maintains control over how the information will be used,
because it must consent to how the information will be used and with
whom it will be shared.

Information exchange through the Egmont FIU network fosters two
important concepts: trust and confidentiality. As explained later in this
chapter, these are critical in encouraging speedy cross-border informa-
tion exchange.

2. Benefits of Information Exchange Through the FIU Network

2.1

2.2.

As an informal network, Egmont FIUs are able to exchange informa-
tion expeditiously, because the exchange is not subject to the more bur-
densome requirements of other forms of information exchange, such as
mutual legal assistance treaties (MLATS). The FIU process, however,
cannot replace the MLAT process, because these two processes serve
very different and distinct purposes.

While the MLAT is a vehicle for exchanging evidentiary material
that can be used in formal court proceedings, the FIU network allows
for the exchange of financial intelligence. Intelligence is used to develop
an investigation but generally has no evidentiary Weight. Thus, the
FIU network is typically employed at the outset of an investigation,
during the information-gathering process. The intelligence exchanged
by FIUs consists primarily of suspicious transaction reports (STRs).
In most countries, STRs have no evidentiary weight, because they

are filed by financial institutions regarding possible or suspected
money laundering. STRs are often referred to as “lead” information,
because they may lead or direct law enforcement toward a potential
financial trail that can be used to develop an investigation. Once the
case is in the formal court-proceeding stage, law enforcement gener-
ally must use more formal channels, such as a court order or mutual
legal assistance treaty, to obtain information that can be used in
court. Because the STR generally cannot be used in court, law enforce-
ment must obtain the underlying financial institution records about
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24.

the particular customer or transactions that could be admitted in
court.

Although the FIU exchange is less burdensome and quicker than the
more formal MLAT mechanism, it is still subject to important restric-
tions and controls on the dissemination of the intelligence. STRs con-
stitute highly sensitive material not only because they involve financial
information but also because they are based only on suspicions. For this
reason, STRs are not made public, and the FIU providing the infor-
mation always retains control over how it is used, consistent with the
Principles of Information Exchange. At the same time, the Principles of
Information Exchange also encourage the free exchange of information
and, accordingly, limit the extent to which such control will, in prac-
tice, be exercised in, for example, cases where dissemination would fall
beyond the scope of application of the FIU's anti-money laundering/
combating the financing of terrorism (AML/CFT) provisions or could
lead to impairment of a criminal investigation.

Information exchange is also relatively quick within the Egmont Group,
because FIUs are dealing with counterparts that they trust. All Egmont
members have been vetted by the Egmont process and have agreed to abide
by the Egmont Principles of Information Exchange. This allows informa-
tion to be exchanged without fear that it will be disclosed inappropriately.

3. Obstacles to Information Exchange Between FIUs

3.1.

3.2.

FIUs are each subject to a different set of legal, political, and historical
factors. These differences can create obstacles to information exchange.
Broadly speaking, there are two types of obstacles to information
exchange between FIUs: legal and structural.

Legal barriers to information exchange include differences in the
laws governing each FIU. For example, the issue of what constitutes
a crime, and therefore a predicate offense for money laundering, may
differ depending on the law of each country. An FIU in one country
may be seeking information related to an activity which the other
FIU does not recognize as a criminal offense. Again, because the
goal of the Egmont Group is to encourage the exchange of informa-
tion, Egmont’s Statement of Best Practices notes that differences in
the definition of offenses should not be an obstacle to the exchange
of information among FIUs. This position is also consistent with
FATF Recommendation 37, which encourages countries to avoid dual
criminality requirements. Nevertheless, some FIUs are constrained
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by domestic law and cannot exchange information relating to offenses
committed elsewhere that are not recognized in their own jurisdictions.

Structural barriers to information exchange also occur because FIUs
may perform their core functions differently as a result of how they

are organized. For example, an FIU that is structured as a police unit
may play more of an investigatory role than one that is structured as an
administrative unit that serves to support law enforcement. As a result,
when a police unit is seeking information from an administrative FIU,
the police unit may be just as interested in receiving law-enforcement
information as financial intelligence from its counterpart.

4, How Have FIUs Overcome These Barriers?

4.1.

4.2.

Within Egmont, the experience has been that FIUs have demonstrated
great flexibility in how they have interpreted and viewed requests for
information so as to maximize information sharing. For example, in
the aftermath of the terrorist attacks on the United States on Septem-
ber 11, 2001, the Financial Crimes Enforcement Network (FinCEN)
received a strong response to its requests for information relating

to the 9/11 suspects. Arguably, FinCEN's requests could have been
viewed narrowly and rejected by Egmont partners as requests that

did not involve money laundering or the proceeds of criminal activ-

ity. Nonetheless, Egmont FIUs were willing to provide information to
FinCEN. The informal nature of Egmont and the spirit of trust and
confidentiality, combined with the knowledge that the information pro-
vided to FinCEN was intelligence that might ultimately develop into a
traditional money-laundering case, provided Egmont partners with suf-
ficient flexibility to respond to the requests for information.

FIUs have been able to bridge the gaps created by their unique struc-
tural differences by becoming well integrated into the AML framework
of their jurisdiction, establishing good relationships with law-
enforcement and supervisory authorities. Thus, even if an FIU does not
have direct access to specific types of information, it can nonetheless
intermediate the request on behalf of the foreign FIU.
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International Cooperation to
Combat Money Laundering and
the Financing of Terrorism: Legal
Position and Practice in the
Principality of Liechtenstein

DUN]JA SUESSLI

1. Description

1.1. This chapter gives an overview of the legal position and practice in the
Principality of Liechtenstein with respect to international cooperation
in the context of anti-money laundering/combating the financing of ter-

rorism (AML/CFT).

2. Liechtenstein: Facts and Figures

2.1. Bordering on Switzerland to the west and on Austria to the east,
Liechtenstein, with an area of 160 square kilomecters, is the sixth small-
est state in the world. It has a population of approximately 34,000.

2.2. Financial services are an important economic sector but not the largest.
About 40 percent of the country’s GDP is the result of value added in
industrial production and manufacturing. The financial services sector
contributes 30 percent of GDP.

3. Liechtenstein’s Commitment to Fight Money Laundering and
Financing of Terrorism

3.1. Liechtenstein has joined in, and fully supports, the intense cooperation
of the international community in the fight against money laundering
and financing of terrorism. The relevant standards in Liechtenstein
have been acknowledged by international bodies such as the IMF on
the occasion of the offshore financial center (OFC) assessment in 2002.
The mission team observed “a high level of compliance” with interna-

tional standards for AML and CFT.
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4, General Framework

4.1.

The crime of money laundering encompasses a comprehensive list of
predicate offenses including corruption and financing of terrorism and
also covers own-funds laundering. Participating in organized crime,
forming and participating in terrorist groups, committing terrorist
offenses, and financing of terrorism constitute criminal and extraditable
offenses as well.

5. Mutual Legal Assistance

5.1

5.2.

Liechtenstein grants mutual legal assistance with respect to the afore-
mentioned crimes. The main legal basis for granting mutual Iegal assis-
tance is the Law on International Mutual Legal Assistance in Criminal
Matters (MLA Law). The MLA Law allows the granting of mutual
legal assistance to every jurisdiction in the world. But if and insofar as
there are special agreements, namely bilateral or multilateral treaties,
the MLA Law is overridden by these treaties.

One of the most important bilateral agreements for Liechtenstein is
the mutual legal assistance treaty (MLAT) between the United States
and Liechtenstein. Liechtenstein is also a signatory of the multilat-
eral European Convention on Mutual Legal Assistance in Criminal
Matters.

6. Law on International Mutual Legal Assistance in Criminal
Matters (MLA Law)

6.1.

Pursuant to the provisions of the MLA Law,! Liechtenstein can grant
extradition, transit, and what is called genuine legal assistance. This
term means every kind of support for foreign proceedings in criminal
matters, including sending of objects and documents, serving sum-
monses on witnesses to appear, and transferring arrested persons for
the purpose of providing evidence. Liechtenstein can also, itself, assume
prosecution of offenses committed in other jurisdictions and can
enforce decisions taken by foreign criminal courts. For example, it can
enforce foreign forfeiture orders. In this respect, Liechtenstein can enter
into agreements for the sharing of proceeds.

The following is equally valid for mutual legal assistance granted by Liechtenstein pursuant
to the provisions of the European Convention on Mutual Legal Assistance in Criminal Matters.
There are only slight differences with regard to the procedure.
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6.2.

6.3.

6.4.

There are some prerequisites for mutual legal assistance. One such
prerequisite is dual criminality. Furthermore, mutual legal assistance
for fiscal offenses is precluded. This means that mutual legal assistance
is not granted with regard to a request referring exclusively to a fiscal
offense. But in criminal cases where fiscal matters are involved, mutual
legal assistance is granted subject to a proviso that the information
given may not be used to prosecute a fiscal matter.

Banking secrecy forms no obstacle in this context. It may be lifted
whenever knowledge of a person’s private data is essential to the conduct
of domestic or foreign criminal proceedings. Banking secrecy cannot
justify a refusal to testify or produce documents. If the financial inter-
mediary fails to produce relevant documents, the examining magistrate
has the power to order a search.

Also, the use of other compulsory powers is permitted in an investiga-
tion in the context of mutual legal assistance. A wide range of investi-
gative techniques is allowed, such as the confiscation and opening of
letters and the monitoring of telephone conversations., What is prohib—
ited is the use of agents provocateurs and sting operations.

7. MLAT for United States and Liechtenstein

7.1.

7.2.

The MLAT between the United States and Liechtenstein, which
entered into force on August 1, 2003, has some special features.
Perhaps the most important aspect of the treaty is that a lack of dual
criminality cannot justify a refusal unless the execution of the request
would require a court order for search and seizure or other coercive
measures.

Moreover, mutual legal assistance is granted with respect to tax fraud as
defined by the contracting parties.

8. Statistics

8.1.

8.2.

Figure 4.1 shows the number of foreign mutual legal assistance requests
to Liechtenstein during the years 2001-2003. It also shows the percent-
age of requests already completed. The figures were last updated in
April 2004,

In more than 75 percent of the cases, it takes less than four months to
complete a request. To achieve such a benchmark, Liechtenstein has
had to expend a lot of effort and make many improvements with respect
to personnel, legal framework, and processes.
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Figure 4.1. Mutual Legal Assistance Requests to Lichtenstein, 2001-2003
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The bulk of requests come from neighboring countries such as
Switzerland, Germany, and Austria. Only a few requests come from

farther afield.

In most cases, the underlying offense is fraud; embezzlement and
money laundering are the next most frequent offenses.

9. Information Exchange by FIU

9.1.

9.2.

9.3.

In addition to the exchange of information by way of mutual legal
assistance, the Liechtenstein financial intelligence unit (FIU) is widely
empowered to exchange information (including account- and
transaction-specific information) with foreign counterpart FIUs.

For this information exchange, the Liechtenstein FIU does not need
a memorandum of understanding but will enter into one if this is

required by the counterpart FIU.

With respect to national authorities, the FIU is provided, upon request,
with the information required for the discharge of its responsibilities.

10. Administrative Assistance

10.1.

10.2.

Furthermore, the financial market supervisory authorities and also the
future Financial Market Authority (FMA)? may grant international
administrative assistance under the condition that specific requirements
are complied with.

It is notable, in this context, that banking secrecy does not limit the
ability to forward client account information.

Liechtenstein created the Integrated Financial Market Authority on January 1, 2005.
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Cooperation Standards and
Practices in Defenses Against
Money Laundering and in
Countering Terrorist Financing

MUHAMMAD BAASIRI

1. Introduction

1.1. This chapter discusses the key elements that have to be in place to allow
effective cooperation and mutual assistance between law-enforcement
agencies in different countries in the fight against money laundering
and the financing of terrorism.

1.2. In order to be able to cooperate with foreign authorities and to provide
assistance, it is first essential that all authorities be empowered by hav-
ing the necessary domestic legislation in place. Legislative measures are
necessary at the national level to enable judicial authorities to criminal-
ize offenses related to money laundering (ML) and terrorist financing
(TE). Local laws should permit law-enforcement authorities to freeze,
seize, and confiscate assets derived from ML offenses (such as drug
sales, manufacturing, processing, and trade) or intended to finance ter-
rorist acts or provide support for terrorist operations, which are consid-
ered a threat to international peace and security.

1.3. Domestic legislative measures, while necessary, are not sufficient. The
current state of technology offers money launderers the appropriate
tools to transfer money, in the layering! process, into a series of accounts
at various banks across the globe. For example, money launderers are
using shell and front companies to hide their operations behind seem-
ingly legitimate businesses while also creating a tedious and confusing

Layering is the use of several financial transactions to distance laundered money from its
origins.
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path for investigators to follow. Sometimes the offense committed takes
place in one jurisdiction and the funds resulting from the commission
of the offense are rapidly transferred or couriered to another financial
center. Since investigators are restricted to their own jurisdictions, and
because funds move like water, which follows the path of least resis-
tance, it is necessary for law-enforcement and investigative authorities
to cooperate not only at the local level with concerned agencies but also
with foreign counterparts. As a result, laws should be in place to allow
law-enforcement agencies to communicate and assist their foreign coun-
terparts in fighting offenses related to ML/ TF. The chapter discusses
the details of the required assistance.

1.4. Countries should cooperate with one another and provide—on the
basis of treaty, agreement, arrangement, or other mechanisms (includ-
ing assistance provided on an ad hoc basis with no prior agreement in
place)—the greatest measure of assistance in connection with crimi-
nal and civil investigations, inquiries, and extradition proceedings, in
respect of the offenses set out in their laws. Cross-border coopera-
tion and information sharing permits law-enforcement authorities to
exchange and obtain information from foreign counterparts to deter,
detect, and prosecute money laundering and terrorist financing, It also
enables them to take practical actions, such as seizing and freezing
assets at the request of foreign authorities, taking statements from wit-
nesses, and acquiring documents and other evidence.

2. Essential Elements for Information Exchange

2.1. Effective cross-border cooperation and information exchange among
law-enforcement agencies depends heavily on five essential elements.
First, all parties involved, both domestically and internationally, should
be committed to fighting ML/ TF. Second, laws and regulations should
allow authorities to enter into agreements among themselves for the
purpose of sharing financial information related to ML/TF offenses.
Such agreements will often be in the form of memoranda of under-
standing (MoUs). Third, there should be a central unit that meets the
Egmont definition of a financial intelligence unit (FIU) and is charged
with facilitating the rapid exchange of information between the local
authorities and their foreign counterparts. Fourth, national authorities
should coordinate among themselves to gather, in a timely and conve-
nient manner, the necessary information specified in the request for
assistance. Fifth, and finally, the requested FIU should be able to gather

the information requested as rapidly as possible. This process must
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include the ability to acquire documents and other materials from per-
sons within the jurisdiction of the requested FIU and the ability to take
statements from witnesses. The FIU must be able to process such infor-
mation safely and securely, and supply it to the requesting FIU to allow
it to take the necessary steps, which might include freezing suspects’
accounts (after identifying all the main players) and forwarding the case
to the prosecuting authorities. If necessary, the requested FIU should
also be in a position rapidly to freeze or seize assets within its own
jurisdiction, at the request of the foreign FIU. In those countries where
it is considered necessary to follow a judicial process before the assets of
citizens who have not been convicted of offenses can be frozen or seized
by the state (whether or not at the request of a foreign jurisdiction), it is
essential that the judicial process can be made effective equally rapidly.

3. International Standards

3.1. International organizations such as the Financial Action Task Force
(FATF), the World Bank, the International Monetary Fund (IMF),
the United Nations, the Egmont Group, and the regulatory standard-
setting bodies? are taking a leading role in promoting the interna-
tional exchange of information among relevant authorities. FATF
Recommendation 40 calls upon countries to ensure that their com-
petent authorities provide the widest possible range of international
cooperation to their foreign counterparts. In the course of its initiative
concerning noncooperating countries and territories, the FATF has
defined criteria for identifying such countries. One of these criteria is
the existence of secrecy provisions applying to financial institutions
and professions that can be invoked against, but not lifted by, either
administrative authorities in the context of inquiries into ML or judi-
cial authorities in criminal investigations. The IMF and the World
Bank, when conducting reviews of standards and codes in particular
jurisdictions (usually conducted as part of Financial Sector Assessment
Programs (FSAPs)) review adherence to the FATF recommendations
according to a methodology drawn up in agreement with the FATFE.
This methodology requires an assessment of whether an FIU is autho-
rized to share financial information with its foreign counterparts,
either on its own initiative or upon receipt of a request for assistance.
Simultaneously, the methodology requires an assessment of whether

?The Basel Committee on Banking Supervision, the International Organization of Securities
Commissions, and the International Association of Insurance Supervisors.
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the FIU keeps and provides statistics on the number of requests for
assistance received from foreign authorities, as well as the number of
responses forwarded to the requesting authorities.

3.2. By the same token, the Egmont Group has developed a model MoU for
FIU-to-FIU information sharing, created a secure website to facilitate
information exchange, and set specific conditions for the exchange
of information. MoU s set out the terms and conditions under which
FIUs share financial intelligence and financial information with each
other. A typical MoU identifies the parties, type, limits on the use, and
restrictions on the dissemination of the shared information. In addi-
tion, the Egmont Group recognizes that it is necessary to identify and
take steps to resolve issues with uncooperative FIUs. A draft paper
on internal procedures concerning compliance with Egmont Group
standards, including redress procedures with respect to noncompliant
FIUs, has been circulated among Egmont members for a decision. The
paper covers, among other things, four criteria: (a) noncompliance with
the Egmont Admission; (b) breach of confidentiality; (c) detrimental
practices in operational exchanges; and (d) misuse of the Egmont docu-
ments or the Egmont Secure Web. Noncompliant FIUs will be subject
to redress procedures, which may, in extreme cases, result in their sus-
pension or removal from Egmont membership.

4, FIU Network

4.1. Even where legislation provides for cooperation in accordance with
the standards and recommendations of the international organiza-
tions, bureaucracy and complex legal systems can create serious addi-
tional impediments to the process of sharing information.

Ilicit proceeds from serious offenses—as was described ear-
lier—travel at a relatively high speed from one country to another in
the layering process. Therefore, to overcome these difficulties and
obstacles, it is very important to pursue effective and reliable routes
of communication, such as the FIU-to-FIU network, in order to be
able to track the flow of money and to identify all the players involved.
This network facilitates the rapid exchange of financial intelligence
across borders, a process that usually occurs faster through FIUs than
through other government information-sharing channels, for the fol-
lowing reasons:

4.1.1. Most FIUs share information on the basis of a bilateral agree-
ment in the form of an MoU.
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4.1.2. FIUs are usually separate units, not placed under the supervision
of a ministry or administrative unit within the government and,
hence, are autonomous in taking any decision (and not subject to
delays that may occur between government agencies as the nec-
essary approvals are sought) as long as the FIU does not contra-
vene local laws and regulations as well as secrecy provisions and
policies on data protection.

4.13. Exchange of ML/FT information among FIUs is one of the pri-
mary purposes of FIUs.

4.14. As Egmont members, FIUs have access to a secure web through
which information is forwarded very rapidly to the recipient.

4.1.5. Because FIUs are not authorized to utilize the information
which they receive from their foreign counterparts before any
judicial or administrative authority unless they receive the
written consent of the sending FIU, specifying the terms and
conditions under which they may use and disseminate the infor-
mation contained in the report, this obviates the need to carry
out the normal judicial proceedings designed, in most countries,
to protect citizens’ civil rights before allowing confidential infor-
mation to be obtained, transmitted to another country, and used
against that citizen.

4.2. Requesting financial intelligence from an FIU involves four steps.

4.3.

First, the foreign FIU makes a request for assistance to another FIU
for financial information to support a case involving ML/TF or other
related crimes. Second, the requested FIU searches its database and
seeks information from other government agencies and, if necessary,
from financial institutions and others to respond to the request. Third,
the FIU analyzes the gathered information and prepares a report to
share the information with the requesting FIU. Finally, the requested
FIU forwards an investigation report to the requesting FIU.

For FIUs to work effectively, it is important that their staffs have
unquestioned integrity and sufficient competence to carry out their
tasks. A shortage of such staff may hinder the investigation and jeopar-
dize the information exchange. It is important that FIUs take measures
and set criteria for employment, which might include:

43.1. skills and experience commensurate with the intended
operations;
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4.3.2. the presence of a well-defined continuing professional education
program (CPE) at the FIU, through which staff are continuously

updated on the issues;

4.3.3. background checks or police reports taking into account their
financial status and integrity, as well as precise evaluations of
their net worth.

4.4, Hence, the FIU-to-FIU network is another channel through which
information relating to ML/FT offenses is exchanged between two
counterparts, whose ultimate objective is to bring gathered intelligence
before the administrative and judicial authorities. Such intelligence
will, in some cases, enable the administrative and judicial authorities
to take action or to issue an order that allows them to take control of
specified funds or assets or issue an order specifying that ownership be
transferred to the state. This is usually the case when there is a crimi-
nal conviction and a court decision whereby the property is believed
to have been derived from proceeds relating to ML/FT offenses.
Therefore, the FIU-to-FIU network assists other government channels
in the fight against ML/FT, contributing to achievement of successful
results.

5. Other Communication Channels

5.1. The preceding should not be construed, however, as a belief that the
FIU-to-FIU network is the only channel available to bring offenders to
court and deprive them of their illicit gains. It is noteworthy to mention
here that there exist, alongside this channel, other reliable and active
channels, such as Interpol, that play an important role in cross-border
investigations. This network facilitates the exchange of information
among various investigatory bodies and law authorities, which, in con-
nection with criminal investigations across borders, can result in an
effective cross-border investigation. In addition, Interpol has broad
authority to access remote geographical areas to obtain records, thereby
obtaining evidence not easily accessed by other authorities or through
other channels of communication. Highly secured and fast methods of
communication at the disposal of Interpol enable it to obtain evidence
and execute search warrants or arrest warrants.

6. Lebanon SIC

6.1. A case in point concerning cross-border cooperation and information
exchange is the experience of Lebanon and my own experience at the
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6.2.

6.3.

6.4.

Special Investigation Commission (SIC)—Lebanon’s FIU—which is
considered the centerpiece of the country’s anti-money laundering/
combating the financing of terrorism (AML/CFT) regime. The SIC is

renowned for its active and proactive international cooperation.

Throughout our work, the SIC's staff use the “4Cs” motto—which
constitutes a good recipe for a successful cross-border cooperation and
information exchange—as follows:

6.2.1. Commitment to combat money laundering and terrorist financing.
Such commitment is covered by the governing AML Law 318,
which was promulgated in April 2001. Equally, our commitment
is demonstrated through several venues of international coop-
eration, both bilateral (that is, FIU-to-FIU) and multilateral
(through the Egmont Group of FIUs).

6.2.2. Coordination among components oftke AML/CFT regime. We
consider such coordination essential in achieving the desired
objectives.

6.2.3. Cooperation with foreign FIUs and other competent authori-
ties. This helps develop and resolve cases through information
sharing.

6.2.4. Combining FIUs know-how and expertise through workshops, semi-
nars, exchange programs, and in other ways. With this collabora-
tive effort of the concerned international community, the fight
against money laundering and the financing of terrorism will
advance.

The Lebanese law clearly provides for information exchange with the
concerned agencies, both locally and internationally. Since its inception
in April 2001, the SIC has been proactively engaged in working closely
with many FIUs on investigation cases. Cases coming from foreign
sources were dealt with by the SIC, and information was exchanged,
where applicable, in line with the prevailing law and the standards set

by the Egmont Group.

Realizing the importance of fostering interagency cooperation, the
SIC has been instrumental in furthering the AML/CFT regime in
Lebanon. The government, acting at the initiative of the SIC, has set
up a national committee in charge of coordinating policies among
concerned agencies involved in AML/CFT. The government has also
authorized the creation of two special AML units in the police and
customs authorities, respectively. Simultaneously, the SIC has built an
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effective system that connects the concerned agencies through a soft-
ware application system that facilitates the exchange of information
among them in a secure and swift fashion. In this respect, the Lebanese
authorities are required to immediately respond to any information
request by the SIC, because Law 318 empowers its chairman to com-
municate with any Lebanese or foreign judiciai, administrative, finan-
cial, or security authority in order to request information or obtain the
details of previous investigations that are linked or related to ongoing
investigations by the commission. As such, there are no legal restric-
tions on the ability of the Lebanese authorities to pass confidential per-
sonal information to the SIC,

The SIC is also keen to upgrade the professional level at concerned
agencies, and, as such, has been extremely active in conducting and
arranging conferences and seminars on AML/CFT.

Moreovet, in addition to its proactive stance in terms of international
cooperation and information exchange, the SIC enjoys broad powers:

it is the sole authority able to lift banking secrecy in cases relating to
money laundering and terrorist financing, Based on the evidence or cir-
cumstantial evidence surrounding the suspicious transaction report, the
SIC may decide to lift banking secrecy and, in many instances, to freeze
related bank accounts. Over the past years, the SIC has lifted banking
secrecy and/or frozen related bank accounts in connection with cases
coming from internal and external sources.

The low-level, complex legal structure adds value in this regard. The
SIC’s commitment to international cooperation is illustrated in the

key role it has played in creating the Middle East North Africa FATF
(MENAFATE), which is the seventh FATF-style regional body. This
body was launched on November 30, 2004 in Manama, Bahrain, which
is the seat of the secretariat. It was established by 14 Arab countries
from the Middle East and North Africa region, following four infor-
mal discussions that started in October 2003. The SIC secretary, Mr.
Muhammad Baasiri, was unanimously elected as president for the first
year.

7. Overcoming Barriers to Cooperation

7.1.

In this writer's opinion, there are several barriers and impediments to
effective cross-border cooperation and exchange of information among
countries and their respective agencies, including FIUs. Some of those
reasons are the following:
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7.2.

73.

7.1.1. alack of clear political commitment to cooperate internationally;

7.1.2. the absence of adequate AML/CFT legislation and regulations
covering domestic powers and their use on behalf of foreign
authorities;

7.1.3. inadequate staffing and lack of professional standing of FIUs;
7.1.4. complex legal systems; and
7.1.5. bureaucracy.

What can the international community do to alleviate and address
the issues and concerns that hinder meaningful cooperation and help
achieve a better system of information dissemination among countries
and concerned authorities, particularly their FIUs? I would like to
offer the following suggestions as examples of what international orga-
nizations (such as the IMF, the World Bank, the FATF, the United
Nations, the Egmont Group, and the regulatory standard—setting bod-
ies) could provide that may help improve the exchange of information:

7.2.1. create an awareness of the need for cross-border cooperation and
information exchange;

7.2.2. encourage countries to promote and enact flexible regulations,
especially with respect to information sharing, both locally and
internationally;

7.2.3. promote the Egmont-MoU model for information exchange;
7.2.4. support the setup of FATF—style regionai bodies;

7.2.5. support the creation of staff exchange programs among FIUs
and other concerned agencies;

7.2.6. sponsor and actively participate in regional and international
training and seminars;

7.2.7. take alead role in promoting international cooperation and pro-
Viding technical assistance; and

7.2.8. consider setting up an international central database to be acces-
sible to contributing FIUs, where possibie.

In conclusion, I would like to underscore the importance of forging a
partnership among the world’s countries and, in particular, between
the international organizations, on the one hand, and the concerned
professional agencies of the respective countries, on the other hand.
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This effort should aim at building a proper mechanism whereby all
concerned find mutual benefit by recognizing and acting to meet the
need for information sharing, thereby enhancing the financial and
social stability of individual countries and the international community
as a whole. In the process of forming such a partnership, however, they
should always bear in mind the need to avoid red tape and unnecessary
political complexities.
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Cooperation and Exchange of
Information on Supervision

of Institutions in Relation to
Prevention of Money Laundering
and Terrorist Financing

ALVARO PINILLA RODRIGUEZ

1. Description

1.1.

This chapter focuses on the relationship between financial intelligence
units (FIUs) and the bodies responsible for the supervision of those
institutions that have special responsibilities in the fight against money
laundering at the national and international levels.

2. Definition of Financial Intelligence Unit

2.1.

2.2,

A financial intelligence unit is defined by the Egmont Group® as:

“a central national agency responsible for receiving (and, as permitted,
requesting), analysing and disseminating to the competent authorities,
disclosures of financial information:

(i) concerning suspected proceeds of crime and potential terrorist
financing, or

(ii) required by national legislation or regulation,
in order to combat money laundering and terrorism financing.”

In order to meet the FIU's objectives, it is essential that either there be
a fluid relationship and exchange of information at the national level
between the FIU and the authorities responsible for supervising the
obligated institutions, or that the FIU has the power of supervision in

“Interpretative Note concerning the definition of a Financial Intelligence Unit,” published by
the Egmont Group on November 15, 2004.
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relation to the prevention of money laundering and terrorist financing,
In either case, it is important that there be a good relationship between

the FIU and the supervisory body.

2.3. There needs to be a mechanism for international cooperation and infor-
mation exchange that includes not only information about suspicious
transactions, which may be of interest to an FIU in another country,
but also information concerning the obligated institutions being super-
vised. Where the information concerns a supervised institution, and the
body responsible for supervision of anti-money laundering/combating
the financing of terrorism (AML/CFT) controls is the FIU, it is impor-
tant that the FIU be able to share this information with the foreign
supervisory body, as its counterpart, without informing the domestic
supervisory authority.

3. Institutions with AML/CFT Obligations

3.1. The most significant institutions obliged to comply with the regulations
on the prevention of money laundering and terrorist financing are in the
banking sector, the securities sector, and the insurance sector. These
sectors, especially banking, are normally responsible in most countries
for a large share of the disclosures of suspicious transactions that are
passed on to FIUs for further analysis. These sectors bring together
institutions that, given their size and volume of business, are more
liable to be used for money laundering and terrorist financing. For this
reason, the Financial Action Task Force (FATF) Recommendations
(and the Basel Committee on Banking Supervision’s guidelines) include
special requirements necessary for the effective prevention of these
phenomena. The FATF Recommendations also require jurisdictions to
ensure that compliance with these obligations by obligated institutions
is monitored by an external authority—usually the supervisory author-
ity but sometimes the FIU.

4. Measures to Be Adopted by Obligated Institutions
4.1. The FATF Recommendations and specific guidelines issued by the regu-

latory standard setters? require that obligated institutions adopt proce-
dures and controls, which, in view of their importance, are listed here:

2See, for example, the Basel Committee’s papers, “Customer Due Diligence for Banks” and
“General Guide to Account Opening and Customer Identification” on the Web at http://www.
bis.org.

41



WORKING TOGETHER: IMPROVING REGULATORY COOPERATION AND INFORMATION EXCHANGE

4.2.

4.1.1.

4.1.2.

4.13.

4.14.

4.15.

4.1.6.

4.1.7.
4.1.8.

4.1.9.

internal controls and compliance departments appropriate for
their size and structure;

clearly defined internal regulations and corporate policies for
the prevention and control of money laundering and terrorist
financing;

procedures to identify customers, to know their business, and to
build a profile of the expected account activity (with the level of
detail to be determined on a risk-weighted basis);

procedures for monitoring the activity on the account so as to
compare it with the expected profile and thereby detect unusual
transactions (using automatic means wherever possible);

established internal rules for the disclosure of suspicious
transactions;

appointment of a person or a department in the institution able
to provide advice and to receive reports;

training for all staff of the institution;

controls applicable to subsidiaries and branches in foreign coun-
tries; and

specific procedures for high-risk areas and businesses.

These are mentioned only as a brief guide to those aspects that should

be considered in order to ensure effective supervision of obligated insti-

tutions by national authorities.

5. How Should Supervision Be Carried Out and by Whom?

5.1. The task of supervising institutions to prevent money laundering and
the financing of terrorism should be carried out only by the FIU where
this supervisory role has been assigned to the FIU. Otherwise, it should
be carried out by the relevant sector supervisor.

5.2.

If the task of supervision lies with the sector supervisor, this assignment
of responsibility will have the following advantages:

5.2.1.

it will take advantage of the human resources and experience
of the supervisory teams in inspection tasks—in that the super-
visors will be familiar with the business, organization, person-
nel, and culture in the financial institution, all of which are
relevant to the effective analysis of compliance with the special
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requirements relating to money laundering and terrorist financ-
ing; and

5.2.2. preventing money laundering and terrorist financing would be one
of the areas to cover within broader inspection, and the supervisor
can examine and apply controls that are valid for both financial
aspects and for checking compliance with the obligations on pre-
vention of money laundering and terrorist financing.

When the FIU plays the role of supervisor, the advantages are as
follows:

5.3.1. it will be able to take advantage of the specific experience it has
accumulated regarding money laundering and terrorist financing

of the FIU; and

5.3.2. it will be easier for the FIU, which will receive all suspicious
transaction reports, to monitor the performance of institu-
tions in submitting reports and to take remedial action where
appropriate,

Whatever course is chosen, it is essential to ensure proper coordination
between the supervisory authorities and the FIU. Moreover, it will be
essential to have adequate human resources to ensure proper coverage of
obligated institutions.

6. The Case of Spain

The Supervisory Function

6.1.

6.2,

Responsibility for supervision tasks on money laundering issues lies
with the Spanish financial intelligence unit, the Servicio Ejecutivo de
la Comisién de Prevencién de Blanqueo de Capitales e Infracciones
Monetarias (SEPBLAC). This role gives SEPBLAC direct permanent
knowledge of the systems for prevention of money laundering and ter-
rorist financing of the obligated institutions in Spain.

This knowledge is complemented by a specific procedure for the evalu-
ation of disclosures of suspicious transactions from obligated institu-
tions, which this chapter does not aim to describe.

Types of Supervision and Selection of Institutions for Inspection

6.3.

Supervision visits to obligated institutions may be initiated on either
the initiative of the institution itself or the requirement of the authori-
ties. In turn, visits may be general or specific.
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6.4.

An annual supervision plan is drawn up for a set of institutions that are
to be inspected. These are selected according to a number of param-
eters, including:

6.4.1. the level of risk of the sector to which they belong;

6.4.2. the number and quality of the disclosures of suspicious transac-
tions received; and

6.4.3. compliance with the requirements of the organization and pro-
cedures for the prevention of money laundering and terrorist
financing,

Scope of Supervision Visits

6.5.

6.6.

Supervision visits to obligated institutions focus primarily on the fol-

lowing two areas:

6.5.1. review of the regulatory compliance department (on the preven-
tion of money laundering and terrorist financing): its organiza-
tion, structure, and functions; and

6.5.2. compliance with the internal procedures and controls established
for the prevention of money laundering and terrorist financing,

On a more detailed level, they should include a review of the following
points:

6.6.1. organization of the institution;

6.6.2. corporate policies;

6.6.3. policies and procedures on knowing their customers;
6.6.4. high-risk transactions;

6.6.5. disclosures of suspicious transactions;

6.6.6. controls applied to subsidiaries and branches; and

6.6.7. specific procedures for high-risk areas and businesses.

Conclusion of Supervision Visit

6.7. At the end of the visit, a report is prepared stating the inspected institu-

tion’s level of compliance with the requirements for prevention of money
laundering and terrorist financing,

6.8. The risk of exposure to transactions relating to money Iaundering to

which the institution is exposed is also evaluated, for the internal use by

the office.
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6.9. The most important point is the preparation of a series of written recom-

6.10.

6.11.

mendations on those measures that the institution should adopt and imple-
ment. This report is sent to the regulatory compliance officer and the
senior management of the institution.

The institution must reply to this report within the period established,
explaining how the process of adoption and implementation of these
measures will be undertaken.

SEPBLAC's supervisory department will verify this process through

the following phase, which is referred to as recommendation follow-up.

Recommendation Follow-Up

6.12.

6.13.

In this phase, SEPBLAC's supervisory department has to verify that
the measures have been adopted and implemented. To do so, it requires
that the institution provide the relevant documentary evidence. Where
necessary, it will carry out a fresh inspection visit to make the necessary
checks in situ.

Lack of compliance with the recommendations drawn up by SEPBLAC
constitutes an infringement of Spanish regulations on the prevention of
money laundering and may result in penalties being imposed in accor-
dance with these regulations, such as civil fines, public or private state-
ments of censure, and the temporary removal of certain officers.

Supervision Undertaken in Framework of Agreements with
Sector Supervisors

6.14.

6.15.

As noted previously, it is important to ensure close coordination
between the FIU and the corresponding sector supervisors in respect of
supervision of the procedures and bodies that the obligated institutions
have to establish to enable them to prevent money laundering and ter-
rorist financing. To do so, it is necessary to define the terms of the col-
laboration between the FIU and the supervisory body in a document,
which should also specify the procedure to carry out these tasks in a
coordinated way.

To implement an effective collaboration mechanism, the agreements
between the FIU and the supervisor should describe and specify at least
the following relevant aspects:

6.15.1. Money laundering prevention may be the object of an inspec-
tion visit or one of the areas covered by the inspection team
within the context of a general inspection. Where the FIU,
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6.16.

6.17.

rather than the supervisor, has responsibility for monitoring
compliance with money laundering and terrorist financing
obligations, there is a danger of inconsistent approaches; and it
is essential that any recommendations for changes made by the
supervisor are agreed to by the FIU, so that they will be in con-
formity with its criteria and needs, and be subject to periodic
review and update.

6.15.2. Again, where the FIU is responsible for supervision of com-
pliance with defenses against money laundering and terrorist
financing, there may be a further problem if the priorities of
the FIU and the supervisor are different. The FIU should
therefore indicate the institutions, in accordance with their
appropriateness, that it wishes to have included in the supervi-
sion plan for the prevention of money laundering,

6.15.3. The supervisor makes the inspection visit and prepares the
final report, sending either his report or the chapter on the pre-
vention of money laundering, as applicable, to the FIU.

6.15.4. On the basis of the report by the supervisor's inspectors, the
FIU formulates its written recommendations.

6.15.5. The supervisor follows up these recommendations and reports
back to the FIU on the adoption and implementation of the
measures adopted by the supervised institution.

The agreement may also encompass cooperation between the two insti-
tutions on the detection and identification of practices or transactions
by institutions, which may constitute infringements of the regulations
on the prevention of money laundering ot, in general, other regulations
of the sector in which they operate.

The agreement may envisage, and contribute effectively to, the mainte-
nance of a permanently updated census of all institutions in the sector.
This is a particularly useful tool for the FIU when it is controlling and
maintaining an up-to-date census of obligated institutions.

Requirements to Be Met by Newly Created Institutions

6.18.

The new regulations implementing Spanish legislation, which have
recently come into force, establish that financial institutions (including
bureaux de change and money transfer companies), firms operating in
the stock market, and insurance companies must have a prior favorable
report on their systems of compliance with rules on money laundering
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and terrorist financing issued by SEPBLAC before receiving authoriza-
tion to start business.

Cooperation and Information Exchange at National Level

6.19.

6.20.

6.21.

At the national level, we can distinguish two types of cooperation:

6.19.1. between supervisors and the FIU, as was alluded to previously;
and

6.19.2. between obligated institutions and the FIU, other than that
relating to the process of supervision and emanating from
the former’s obligations to notify the latter of suspicious
transactions.

This second case refers to other forms of cooperation, such as

6.20.1. profiles of suspicious transactions and irregularities specifically
affecting the sector in question; and

6.20.2. sessions, training activities, and forums for exchange of experi-
ence between obligated institutions and the FIU.

It is worth noting that in no circumstances will the information
obtained be subject to restrictions upon the FIU's ability to pass it on to
the law-enforcement authorities when there are signs that it is related to
money laundering or terrorist financing,

Cooperation and Information Exchange at International Level

6.22.

6.23.

In the Spanish experience, apart from the exchange of information aris-
ing from suspicious transaction reports, the most common case where
international cooperation arises or becomes necessary is where the head
office of a financial institution, as a result of its own internal proce-
dures, has doubts about whether a foreign subsidiary is complying with
the regulations on prevention of money laundering and terrorist financ-
ing applicable in its host country.

Cooperation in this sphere should take place between the FIUs of

the two countries, or between the FIU and the supervisory authority.
In any event, international cooperation will seek to prevent obligated
institutions from taking advantage of the territorial scope of the regu-
lations and will encourage the involvement of the head office, which in
any case should know and oversee adequately the subsidiary’s compli-
ance with the rules on the prevention of money laundering and terror-
ist financing.
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International cooperation on Revised Forty Recommendations of the

Financial Action Task Force/Grupo de Acciéon Financiera sobre el

Blanqueo de Capitales (FATF/GAFI)

6.24. Itis, again, worth highlighting that this discussion is referring to forms

6.25.

6.26.

of cooperation and information exchange other than those relating to

the disclosures in suspicious transaction reports.

The new Forty Recommendations of the FATF also cover this type of

cooperation in Recommendation 40 (supplemented by its Interpretative

Note).

It is worth highlighting the following points regarding

Recommendation 40’s content:

6.26.1.

6.26.2.

6.26.3.

6.26.4.

6.26.5.

it states that the competent authorities must provide the wid-
est possible range of international cooperation to their foreign
counterparts;

it defines these terms, for the purposes of the FATF

Recommendation, as follows:

— competent authorities are those administrative and law-
enforcement authorities, including FIUs and supervisory
bodies, concerned with combating money laundering and
terrorist financing; and

— counterparts are those authorities that exercise similar
responsibilities and functions;

it specifies that exchanges of information must also be encour-
aged with institutions that are not considered counterparts for
these purposes, when the capacity to obtain this information is
not within the competence of the counterpart;

exchanges of information may take place on the basis of signed
agreements or be based on the principle of reciprocity, but such
preconditions are not required and, indeed, it is best to have as

few preconditions as possible; and

the scope of cooperation, as it is observed, is covered by the new
text of the Forty Recommendations such that there is no scope
for alleging conflicts of competencies between the parties when
either is seeking to provide the other country with relevant
information on issues concerning money laundering and terror-
ist ﬁnancing.
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6.27. Additionally, the new concept of exchange of information, present
throughout the international regulatory sphere, contemplates the pos-
sibilities that information is passed on either at the request of one of
the parties or spontaneously. This latter case will include within its
scope the spontaneous sending of information on a subsidiary under the
supervision of the authority of the country in which it operates, to the
corresponding authority in the country in which its head office is based,
when irregularities have been detected in the host country as regards
the compliance with the regulations on the prevention of money laun-
dering and terrorist financing, Equally, it is important that the super-
visor or FIU in the country where the head office of a multinational
institution is situated inform the FIU or supervisor of the country
where a subsidiary is located when they have information about money
laundering or terrorist financing that takes place in the country of the
head office but has implications for accounts in the subsidiary. This is
consistent with the requirements that already exist in respect of super-
vision of financial institutions.
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7 Cooperation in the Insurance Sector

PETER NEVILLE

1. Background

1.1.

The International Association of Insurance Supervisors (IAIS) is
pleased to be invited to contribute to this book on cross-border coopera-
tion and information exchange. I am writing this chapter as a member of

the Executive Committee of the TAIS on behalf of the IAIS as a whole.

2. Insurance Core Principles

2.1.

2.2.

The standards established by the IAIS apply to all insurers and insur-
ance intermediaries, whether they are onshore or offshore. What is
important from the perspective of the IAIS is whether or not a jurisdic-
tion is well regulated and cooperative—not whether it is onshore or
offshore. Any jurisdiction that is unable to meet the required standards
of supervision and cooperation is expected to change its regime. A juris-
diction’s small size and arguments that it lacks sufficient staff resources
do not justify a failure to meet international standards. One of the
IAIS’s important roles is to provide technical assistance and training to
jurisdictions that have the willingness to meet our standards but lack
the technical knowledge to do so.

The standards set by the IAIS are embodied in 28 Insurance Core
Principles (ICPs). The ICPs cover the supervision of insurers, reinsut-
ers, and insurance intermediaries. They establish detailed provisions
for the overall structure of a supervisory system and the standards that
should be in place for supervised entities, ongoing supervision, pruden-
tial requirements, and protection of consumers and the market.
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2.3.

24.

ICP 5 deals specifically with supervisory cooperation and informa-
tion sharing. It states that efficient and timely exchange of information
among supervisory bodies, both within the insurance sector and across
all the financial services sectors, is critical to effective supervision, pat-
ticulatly in the case of internationally active insurers, including finan-
cial conglomerates. It also states that the information to be exchanged

should include

2.3.1. relevant supervisory information, including specific information
requested by another supervisor and gathered from a supervised
entity;

2.3.2. relevant financial information; and

2.3.3. information on individuals holding positions of responsibility.

Not just ICP 5, however, but all of the IAIS Core Principles are rel-
evant to international cooperation. All the ICPs work together. For
example, they identify who should be supervised, and they require that
supervised entities have appropriate information to manage their risks.
The ICPs also clearly state that supervisors should have the power to
undertake on-site inspections.

3. Memoranda of Understanding (MoUs)

3.1.

3.2.

ICP 5 states that a formal agreement with another supervisor is not a
prerequisite for information sharing and that supervisors should pro-
vide information to their counterparts even where they consider that
the other supervisor cannot reciprocate. The problem is that, currently,
some supervisors require MoUs to have been signed before they will
disclose information. Obviously, this inhibits information flows—
especially if an MoU is not sought until a request for information is
made between the two supervisory bodies in question—which is far
from being ideal.

From the TAIS's perspective, it is paramount that a supervisor have the
legal ability to disclose information to other supervisors and be able

to obtain and disclose information at the request of other supervisors.
Such requests can cover a wide range of mactters, including basic due
diligence where supervisors need to ascertain the standing of applicants
for licenses (and their controllers, associated companies, and directors)
where they have a track record in other jurisdictions; the spontaneous
disclosure of information to other supervisors where one part ofa global
group develops a problem; or the proactive investigation of problems by
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supervisors with their counterparts in other jurisdictions. As long as
the legal framework is sufficiently robust, it should not matter whether

an MoU is in place.

4. Regional Cooperation

4.1.

The distinction that is sometimes drawn between regional and interna-
tional cooperation is artificial. As humans, we are probably, naturally,
more helpful and open to people we know well or who share the same
culture. These people are often likely to be in neighboring jurisdictions.
Although groups such as the IAIS enable supervisors from around

the world to meet each other and develop contacts (and I very much
welcome the establishment and deepening of relationships in this way),
this is no substitute for a positive attitude toward assisting fellow pro-
fessionals—wherever they are based—in carrying out their supervisory
functions. Insurers and their clients are becoming more global, and we
supervisors must follow suit.

5. Confidentiality

5.1

5.2

ICP 5 emphasizes that cooperation and sharing of information should
be subject to confidentiality requirements. The IAIS requires supervi-
sors to take reasonable steps to ensure that any information they release
will be treated as confidential by the recipient and that it will be used
only for supervisory purposes. This can be achieved either through
formal agreements, such as MoUs, or by attaching a condition to the
information when it is disclosed.

This issue of confidentiality can be a difficult one, but, as with most
other problems in relation to cooperation, if there is a difficulty in
respect of ensuring that information provided to another regulator
remains confidential, one solution is for supervisors to talk to each
other. A telephone call really can help. There is usually a form of words
that can be found either to put into a formal agreement or specify as a
condition, attached to the information itself, which solves the problem.
For example, a condition might allow the receiving supervisor to use the
information only for regulatory purposes or for onward transmission
only to specific law-enforcement or prosecuting authorities.

6. Links Between Supervisory and Law-Enforcement Authorities

6.1.

ICP 5 recognizes that supervisory authorities increasingly need to
share information relating to anti-money laundering (AML) and the
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6.2.

6.3.

combating of the financing of terrorism (CFT) and fraud. It is easy to
imagine situations where a supervisor finds information during an on-
site inspection that provokes suspicion that a crime has been committed
and where the intelligence should be discussed with law-enforcement
agencies.

ICPs 27 and 28 impose on supervisory authorities the responsibility to
require insurers and intermediaries to combat fraud and to comply with
the Financial Action Task Force (FATF) Recommendations. They also
require supervisory authorities to communicate with law-enforcement
authorities and financial intelligence units (FIUs) as well as other
supervisors. The need for cooperation is emphasized in the revised
AML/CFT Guidance Notes issued by the IAIS after the IAIS Annual
Conference held in Amman in October 2004. I want to stress that

the Guidance Notes apply to all insurance supervisors and all kinds of
insurance business—not just the life and other investment-related busi-
ness included in the FATF’s recommendations.

We are now living in a world where supervisors should have routine
contact with domestic law-enforcement authorities and FIUs. Much

of this contact will need to be achieved without formal agreements—if
for no other reason than because it is not yet routine for MoUs to be
signed between supervisory and law-enforcement agencies. Historically,
the disclosure of information by most supervisory agencies to law-
enforcement authorities has been difficult, both philosophically

and practically. With the increasing involvement of supervisors in
AML/CFT and countering fraud, however, there is every reason for
regulatory legislation to provide gateways for supervisors to exchange
information with those authorities concerned with the prevention,
detection, investigation, or prosecution of financial crime. This does
not mean bypassing the normal checks and balances that apply to the
collection and use of information by law-enforcement authorities. I am
not suggesting that supervisory bodies should be used in place of law-
enforcement bodies to obtain intelligence or evidence; but in the course
of carrying out their regulatory functions, supervisors can and do come
across information that can usefully be provided to law-enforcement
agencies. Supervisors and law enforcers are working toward common
goals in countering economic crime—there is no reason why a part-
nership approach cannot be adopted, even in the absence of an MoU.
My experience, in various jurisdictions—and in relation to all areas of
financial services regulation, not just insurance—is that the cooperative
approach works.
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7. The IAIS’s AML/CFT Guidance Notes also stress that, in respect
of sharing information between supervisors,

7.1.

7.2.

supervisors should not refuse a request for assistance on the ground that
the request is considered to involve fiscal matters; and

supervisors should be able to conduct inquiries on behalf of foreign
supervisors.

8. Cooperation Between Financial Service Businesses

8.1.

The IAIS AML/CFT Guidance Notes address the need for the trans-
mission of information between regulated institutions, not just between
supervisors—for example, where business is introduced. It is important
that the information be adequate, timely, and from a reliable source.

9. Role of International Financial Institutions

9.1.

I consider that international financial institutions such as the IMF can
assist the process of cooperation in two ways.

9.1.1. First, they can help achieve better coordination between—and
greater involvement of—all the standard-setting bodies to ensure
there is a level playing field for all financial centers and between
financial sectors.

9.1.2. Second, in light of their increasing experience in such areas, they
could engage with the standard-setting bodies to gather informa-
tion—case studies perhaps—on the problems that inhibit coop-
eration, whether these are legislative, administrative, procedural,
or simply the result of human reluctance. Information and case
studies of this kind would be very useful and could be shared,
so that we can learn from them. Safeguarding the international
financial system depends not only on good regulation but also
on good cooperation.

10. Conclusion

10.1.

The IAIS has clear standards on cooperation, both in the general
context and specifically in relation to AML/CFT. The IAIS guidance
paper on AML/CFT has now been published. The TAIS has also pub-
lished a model MoU that supervisors can draw upon, but our experi-
ence in insurance is that cooperation and information exchange work
well between supervisors even in the absence of MoUs.
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10.2. The IAIS welcomes the use of MoUs where they open gateways and
ease cooperation, but what is much more important—indeed it is a
prerequisite for having an MoU—is that each jurisdiction have the leg-
islation that gives the supervisor the power to collect the information it
needs and then creates the gateways required to share that information
with other supervisors that need it.
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Y. K. CHOI

1. Description

1.1.

This chapter discusses the practices in Hong Kong Special
Administrative Region (SAR), in terms of cross-border cooperation
and information sharing with other banking supervisors. It also covers
the arrangements for sharing information with the other financial regu-

lators in Hong Kong SAR.

2. Importance of Supervisory Cooperation and Information
Exchange

Globalization of Banks

2.1.

2.2.

23.

The banking industry in Hong Kong SAR is now highly international-
ized. For instance, 111 out of 135 banks are foreign banks. In addition,
several major retail banks are owned by international banking groups.
Many local banks have also established overseas branches or subsidiaries.
To help ensure the safety and soundness of international banking groups
and banks with overseas establishments, banking supervisors need to
cooperate effectively with other supervisors on a cross-border basis.

The increasing trend of cross-border fraud cases, such as money laun-
dering, terrorist financing, and e-banking fraud, also calls for cross-
border supervisory cooperation and information sharing among finan-
cial authorities.

The Basel Committee on Banking Supervision has established a set of
international minimum standards for the supervision of international
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banking groups and their cross-border establishments. The standards
essentially require that the home supervisor of an international bank
exercise consolidated supervision of the bank as a whole, whereas the
host supervisor is responsible for the supervision of the bank’s branch in
that jurisdiction.

Financial Conglomerates

24.

2.5.

2.6.

There has been an emergence of financial groups that provide a range
of financial services, such as banking, securities, and insurance. For
example, earlier research suggested that around one-third of European
bank deposits belonged to financial conglomerates. Banks in Hong
Kong SAR have also been diversifying their income sources into securi-
ties brokerage, wealth management, and insurance through their branch
networks or subsidiaries. In order to exercise effective consolidated
supervision, there is a need for banking supervisors to strengthen their
cooperation with regulators of the securities and insurance sectors to
help ensure the safety and soundness of the banks concerned.

The Basel Committee on Banking Supervision, the International
Organization of Securities Commissions, and the International
Association of Insurance Supervisors have jointly issued a number of
papers on the principles regarding the supervision of financial conglom-
erates. These principles highlight, among other things, the importance
of information sharing among financial supervisors of different indus-
tries and the need for identifying a primary supervisor of a financial
conglomerate, having regard to its structure and principal activities.

Although each supervisor needs to perform its statutory responsibil-
ity, coordination is necessary to ensure that supervisory information is
shared promptly among the authorities and that supervision is coordi-
nated to avoid overlaps or gaps.

3. Experiences with Cross-Border Cooperation and Information

Exchange

Mechanism in Place in Hong Kong SAR

3.1.

In order for the authorities to have the power to share information,
there must be explicit provisions in the banking laws. The Banking
Ordinance in Hong Kong SAR allows the Hong Kong Monetary
Authority (HKMA) to disclose supervisory information to an overseas
financial authority to facilitate the performance of the latter’s supervi-
sory duties, provided that the authority concerned is subject to adequate
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secrecy provisions and the disclosure is not contrary to the interests of
depositors or the public interest. The HKMA can also provide individ-
ual customers’ information to an overseas supervisory authority if it is
satisfied that this will help the overseas authority to perform its duties.
Such disclosure, however, will be made only on a “need-to-know” basis.
In disclosing information to another supervisory authority, the HKMA
will normally require the recipient authority not to disclose the infor-
mation to any third party without the prior consent of the HKMA.
Where the recipient authority is compelled by laws to disclose the
information received from the HKMA to a third party, the HKMA's
usual practice is to not unreasonably withhold consent for the recipient
authority to reveal the information.

3.2. The HKMA has signed memoranda of understanding (MoUs), or
exchanged letters of cooperation, with the financial authorities of 10
jurisdictions.! In determining whether to enter into an MoU with an
overseas financial authority, the HKMA would generally consider the
extent of the relationship between the Hong Kong SAR banking sector
and the banking sector of the jurisdiction concerned, and the adequacy
of the counterpart’s secrecy provisions. Even without entering into an
MoU, the HKMA may also share supervisory information with over-
seas financial authorities, provided that there is a need to do so and the
recipient authorities are subject to adequate secrecy provisions in their
own jurisdictions. The existence of an MoU helps to clearly specify the
type of information to be shared and the need to maintain secrecy.

3.3. The HKMA may exchange supervisory information with overseas
financial authorities in writing or through regular bilateral meetings.
In many cases, we found other channels, such as telephone discussions,
e-mails, or ad hoc meetings with overseas authorities, useful, since such
channels allow the parties involved to promptly clarify and exchange
information on issues of common interest.

An Example of Bilateral Cross-Border Cooperation

34. The HKMA was notified by an overseas financial authority of a
potential fraud case involving staff of the Hong Kong SAR branch of
a foreign bank. As a result of the information, the HKMA carried out
an assessment on the adequacy of the relevant controls of the Hong

Kong branch, and the fitness and propriety of the staff concerned. The

!Canada, China, Denmark, France, Germany, Indonesia, Macao Special Administrative
Region (SAR), the Netherlands, the United Kingdom, and the United States.
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HKMA also discussed the case with the home regulator of the foreign
bank concerned to facilitate the home regulator’s supervision of the
bank as a whole. The information sharing helped the HKMA to under-
stand the nature of the case and the weaknesses in the internal controls

of the Hong Kong branch concerned.

4. Experiences with Cross-Sectoral Cooperation and Information
Exchange

Overview of Cooperation with Local Financial Authorities

4.1.

4.2.

The Banking Ordinance in Hong Kong SAR allows the HKMA

to share supervisory information with the other three local finan-

cial authorities—the Securities and Futures Commission (SFC),

the Insurance Authority (IA), and the Mandatory Provident Fund
Schemes Authority (MPFA)—and other local agencies, such as

the police, under certain conditions. As mentioned before, banks

are allowed to offer financial services on securities, insurance, and
provident funds through their branch networks or subsidiaries. The
HKMA, the SFC, the IA, and the MPFA need to exchange and share
information to help ensure the safety and soundness, and proper
conduct of the banks concerned. To this end, the HKMA has signed
MoUs with the SFC, the IA, and the MPFA to strengthen coopera-
tion on supervision of entities or financial groups in which both parties
have a mutual interest. Regular meetings are held with these authori-
ties to exchange information.

These arrangements are important, since the problem of a financial
conglomerate that has emerged in one financial sector might have a
spillover effect on other sectors of the same group. Any significant
problems of a major financial conglomerate would affect not only the
conglomerate but also the stability of the financial sector or even that of
the entire financial system. Regarding the supervision of complex finan-
cial conglomerates, a lead supervisor needs to be appointed to coordi-
nate supervisory efforts so as to ensure information is shared promptly
among regulators. Generally speaking, the supervisor responsible for
supervising the core business of the financial conglomerate would be
selected as the lead supervisor of the group.

Cooperation with SFC

4.3.

In Hong Kong SAR, the HKMA is the front-line regulator of the secu-
rities business of banks. In this connection, the HKMA has been coop-
erating with the SFC to ensure that the same supervisory standards
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applicable to securities firms will be applied by the HKMA to banks’
securities business. In particular, the HKMA has sought the SFC’s
clarification of the relevant regulatory guidelines and standards for
securities business, and exchanged information with the SFC whenever
there has been a need to do so.

5. Conclusions

5.1

With the globalization of banks and emergence of financial conglomer-
ates that operate in different financial sectors, information sharing and
cooperation with other domestic and overseas supervisors have become
increasingly important to banking supervisors. On the one hand, each
supervisory authority should review whether there are any hindrances,
in its legislation, to information sharing with overseas supervisors as
well as with other local supervisors, and should take appropriate actions
to remove such hindrances. On the other hand, supervisory authorities
should also review whether adequate secrecy provisions are in place in
their legislation to give assurances to authorities providing information
that such information would not be passed to another party without
the latter authorities’ prior consent.
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Supervising International Banks:
Swiss Regulatory Practice

EVA HUPKES!

1. Introduction

1.1. A robust framework for cross-border supervision is of key impor-
tance to the Swiss Federal Banking Commission (SFBC), which is
Switzerland’s supervisory authority for banks as well as collective
investment funds, securities firms, and securities exchanges.

1.2. The reasons are quite obvious. First, Switzerland has, and has always
had, a large presence of foreign banks. There are about 350 banks
incorporated in Switzerland, 124 of which are foreign owned, and 28
branches of foreign banks. Second, Switzerland is the home of two
large, internationally active financial groups that have branches and
subsidiaries in more than 30 countries and have the majority of their
assets booked abroad. The SFBC thus plays a significant role as both
home regulator and host regulator and, as such, needs to cooperate
closely with foreign home and host regulators.

1.3. The Basel Committee on Banking Supervision’s (hereinafter referred
to as the Basel Committee) Concordat (1983), Minimum Standards
(1992), Report on Cross-Border Banking Supervision (1996), and Core
Principles (1997) state the principles that no banking establishment
should escape supervision and that all foreign establishments are sub-
ject to effective consolidated supervision. More recently, consolidated

'The text benefited from helpful comments by Marco Franchetti. It is intended as a descrip-
tion of the current legal framework and regulatory practice in Switzerland.
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supervision has been extended beyond prudential requirements and
the management of banking risk to the management of legal and repu-
tational risk on a consolidated basis and the group-wide application of
due diligence standards to avert money laundering/ financing of terror-
ism (ML/FT) risk. As such, and as set forth in the Basel Committee’s
Papers on Customer Due Diligence (2001) and Consolidated KYC
Risk Management (2004), banking groups are expected to apply
accepted know-your-customer (KYC) policies and procedures to both
their local and overseas operations. To exercise consolidated supervi-
sion and to verify compliance with all relevant rules and procedures

in a cross-border context, the regulator relies on intragroup informa-
tion flows and supervisory cooperation and information sharing. The
following sections review the underlying regulatory framework for
those two components of cross-border supervision in Switzerland.

2. Intragroup Information Flows

2.1. A prerequisite for effective consolidated supervision is that the informa-
tion necessary can flow from the branch or subsidiary to the head office
or parent. If the group does not have the necessary data or cannot verify
compliance with its internal policies, rules, and procedures within the
entire group, it cannot adequately manage and control its group-wide
risks, nor can the supervisory authority accomplish its mission of con-
solidated supervision. Intragroup information flows are by far the most
important channel for cross-border supervisory information. It is there-
fore important that there be no impediments to the flow of information
from a foreign establishment to its parent institution. The SFBC there-
fore regards the free flow of information necessary for consolidated
supervision from the foreign establishments to the Swiss parent as a
prerequisite for allowing Swiss banks to set up establishments in other
jurisdictions,

2.2. For branches and subsidiaries of foreign banks in Switzerland, Swiss
law allows the flow of information from a Swiss banking subsidiary or
branch to its foreign parent for the purpose of group internal control
and consolidated supervision. Banking secrecy is waived vis-a-vis the

group for the purpose of consolidated supervision.?

2See Daniel Zuberbiihler, Director, Swiss Federal Banking Commission, “Regulatory
Challenges for Swiss Banking Secrecy,” 30 Years Association of Foreign Banks in Switzerland,
Conference on “Foreign Banks in Switzerland: On Course in Choppy Waters” held in Zurich,
June 21, 2002, available on the Web at http://www.ebk.ch/e/archiv/2002/pdf/neu05e-02.pdf.
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2.3. Inapplication of Article 4 quinquies? of the Swiss Banking Act, infor-
mation necessary for consolidated supervision purposes can be directly
transmitted from a Swiss banking subsidiary or branch of a foreign
bank or financial group to its foreign head office or parent company,
subject to the following conditions:

2.3.1. Speciality. The information transmitted must serve exclusively
internal control and supervisory purposes, which include the
verification of compliance with all prudential and other regula-
tory requirements, including anti-money laundering/combating

the financing of terrorism (AML/CFT) obligations of the bank.

2.3.2. Confidentiality. The foreign parent company and its supervisory
authority must be subject to professional or official secrecy and
be prohibited from disclosing information to third parties with-
out a specific legal basis. It is acknowledged that the principle of
confidentiality is limited by legal constraints, such as the obliga-
tion to report suspicious transactions under AML/CFT provi-
sions or legaﬂy enforceable demands for information.

2.3.3. “Long-arm principle.” The information must not be retransmit-
ted to third parties without the Swiss banking institution’s prior
consent. Best efforts suffice, in that it is acknowledged that in
all jurisdictions there may be legal constraints that require a
retransmission of information by law, by court order, or as a
result of parliamentary investigation.

3. Information Sharing in AML/CFT Context

3.1. The scope for intragroup information sharing is no longer limited to
credit risks on the asset side, but encompasses the entire universe of
risks, including legal and reputational risk associated with ML/FT.
To a limited extent, the shared information may relate to individual
customers; otherwise, banks would not be able to monitor concentra-
tion and funding risk, verify the proper application of KYC standards,
and evaluate the risk associated with certain higher-risk customers
on a group-wide basis. The customers’ consent is not required. The
foreign supervisor may gain access to this information in the course of
its supervisory activities. Yet, if the supervisor seeks specific informa-
tion from foreign establishments, it must circumvent formal admin-

3Article 4 quinquies came into effect in 1995.
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istrative assistance procedures by taking advantage of intragroup
information flows.

3.2. The SFBC Anti-Money Laundering Ordinance* extends the scope of
group-wide information sharing more explicitly to customer-related
information. This is in line with the international recommendations
contained in the Basel Committee’s customer due diligence paper,’
which more recently was further supplemented by a paper on consoli-
dated KYC risk management.® The SFBC's ordinance requires that
the group compliance unit at the head office can gain access, if neces-
sary, to the business relationships of all affiliated companies located
in Switzerland and abroad, in order to verify compliance with KYC
standards. A centrally held client base is not required. The Basel
Committee has stressed this principle in connection with the fight
against terrorist financing:” . . . information would be kept at branches
and subsidiaries and made available to the parent bank on request, or at
the initiative of the branches and subsidiaries when the reputation or liabil-
ity of the group could be threatened by the relationship [italics added)].”
Should banks face impediments to direct access to customer data in
foreign branches or subsidiaries, or where foreign laws disallow the
communication of relevant customer information to the Swiss pat-
ent, they are required to inform the SFBC. If the SFBC is informed
of such barriers, the SFBC will contact the foreign regulator in order
to confirm whether there are genuine legal impediments and explore
alternative arrangements satisfactory to the SFBC. If the impediments
prove insurmountable, the SFBC may require banks to close down their

*Ordinance of the Swiss Federal Banking Commission concerning the Prevention of Money
Laundering (SFBC Money Laundering Ordinance, MLO SFBC), December 18, 2002, available
on the Web at http://www.ebk.ch/d/regulier/pdf/qwv-181202-e.pdf. See Article 9.

°The “Customer Due Diligence for Banks” paper of the Basel Committee of 2001 (available
on the Web at http://www.bis.org/publ/bcbs85.pdf) requires supervision on a global basis of all
important customer relationships; see, in particular, Section 16: “Customers frequently have
multiple accounts with the same bank, but in offices located in different countries. To effectively
manage the reputational, compliance and legal risk arising from such accounts, banks should
be able to aggregate and monitor significant balances and activity in these accounts on a fully
consolidated worldwide basis, regardless of whether the accounts are held on balance sheet, off
balance sheet, as assets under management, or on a fiduciary basis.”

®Basel Committee on Banking Supervision, “Consolidated KYC Risk Management,” October
2004, available on the Web at http://www.bis.org/publ/bcbs110.pdf.

“Basel Committee on Banking Supervision, “Sharing of Financial Records Between
Jurisdictions in Connection with the Fight Against Terrorist Financing,” April 2002, which is
the summary of a meeting of representatives of supervisors and legal experts of the Group of Ten
central banks and supervisory authorities on December 14, 2001 in Basel.
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operations, or prohibit them from setting up establishments, in the
jurisdiction.

3.3. Branches and subsidiaries of foreign financial intermediaries in
Switzerland must likewise grant group auditors or compliance staff
of the foreign head office or parent access to data on individual clients
and beneficial owners that are kept in their Swiss offices.? They may
also proactively provide information concerning higher-risk customers
and activities to the head office or parent bank. For instance, if they
are requested by their head office to search their files against a list
of individuals or organizations suspected of aiding and abetting ter-
rorist financing or money laundering, they may report back matches
that they find. Such information does not constitute a violation of the
“tipping-off” prohibition stipulated by the Anti-Money Laundering
Law if, at the same time, they have the obligation to file a suspicious
transaction report to the Swiss financial intelligence unit, the Money

Laundering Reporting Office of Switzerland (MROS).?

4. Cooperation on Domestic Level

4.1. The SFBC has access to all information from the banks and their
external auditors necessary to fulfill its supervisory mandate and may
also order special audits to obtain necessary information. Swiss banks
are subject to extensive record-keeping requirements. The SFBC Anti-
Money Laundering Ordinance requires banks to be organized in such
a way as to be able to respond to information requests from authorities
within a reasonable time and to establish, by means of documented
proof, whether or not a particular individual is a customer of the bank
or has the power to represent a customer, or is a beneficial owner of an
account held with the bank, or has carried out a cash transaction, which
required identification. The account opening documentation, as well as
the transaction records, must be retained for at least 10 years.

8Article 9 of the Anti-Money Laundering Ordinance states that “financial intermediaries
forming part of a financial group, either from Switzerland or abroad, shall allow the group'’s
internal control bodies and external auditors to access any information which may be required
concerning specific business relationships, provided that such information is essential for the
management of legal and reputational risk on a global basis.”

9Article 10 of the Swiss Anti-Money Laundering Law provides that a financial intermediary
must freeze the assets that are linked to the reported suspicious transaction until a formal order
is received from the prosecuting office, but only for a maximum of five days, during which the
concerned client or a third party must not be informed.
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4.2. The SFBC may share information with other Swiss regulatory authori-
ties. As such, the SFBC, on a regular basis, shares information with
the Swiss National Bank. It also cooperates with the Federal Office
of Private Insurance, in particular, with respect to the supervision of
financial conglomerates. On AML/CFT, the SFBC works closely with
the MROS and the Money Laundering Control Authority,!° which
oversees the application of the Money Laundering Act by all financial
intermediaries and other professions that are not subject to a special
supervisory regime.!!

4.3, The SFBC is required to provide information, upon request, to federal
and cantonal law-enforcement authorities. The information sharing
operates in both directions, in that the SFBC may also request informa-
tion from law-enforcement authorities, for instance where impending
cases are relevant to judge compliance with licensing and operating
requirements. The SFBC has, however, shared information, to a more
limited extent, on several occasions with Swiss tax authorities on super-
vised institutions and their shareholders.

5. Supervisory Cooperation on International Level

5.1. Besides intragroup information flows, the SFBC relies, for effective
cross-border supervision, on supervisory cooperation information
exchange, which takes various forms:

5.1.1. Regular contacts. Regular personal contacts with foreign home
or host country supervisors to discuss supetvisory matters and
other issues of mutual interest are key to keeping abreast of regu-
latory developments. They enhance efficient cooperation and
serve to build trust. The SFBC holds trilateral meetings two or
three times a year with the Federal Reserve Bank of New York
and the Financial Services Authority in the United Kingdom.
Similar arrangements are in the process of being set up with other
supervisory authorities. There is no formal legal underpinning or
agreement to hold such meetings. This does not, however, hinder
candid discussions on specific supervisory issues.

0Articles 17-22 of the Money Laundering Act; see also the website of the Money Laundering
Control Authority at http://www.gwg.admin.ch.

MAIl those financial intermediaries not subject to special supervision by the SFBC, the
Federal Office of Private Insurance (FOPI), or the Gaming Commission are directly subject to
the Money Laundering Control Authority’s oversight unless they join a self-regulatory organiza-
tion (SRO) that is licensed and supervised by the Money Laundering Control Authority.
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5.1.2. Provision of unsolicited information. The SFBC may provide

5.13.

information or arrange for information to be provided on a vol-
untary basis, even though no request has been made. The SFBC
proactively provides information to its foreign counterparts if it
believes that information will enable or assist the foreign author-
ity to perform its regulatory functions, including supervisory
and enforcement functions.

Information sharing for supervisory matters. The SFBC may be
requested by a foreign regulator to share information in its
possession or to confirm or verify information provided by

the requesting authority. Nonconfidential information may be
exchanged informally, via the phone or e-mail. Requests for the
provision of confidential information are generally made in writ-
ing or, if made orally, confirmed in writing, The SFBC always
requires that the requesting authority specify the purpose for
which the information is sought.

5.1.4. Joint supervisory actions. Another practice developed over time by

5.1.5.

the SEBC and its foreign counterparts is joint supervisory visits
and joint meetings held with the bank’s management, both in
Switzerland as well as in the host country.

On-site inspections. Under its system of indirect supervision, the
SEBC relies on external audit firms to conduct on-site inspec-
tions in foreign establishments of Swiss banks.!? To this end,
the audit firm of the Swiss parent needs to have full access to
the foreign establishments files and records, including customer-
related data. Whereas the SFBC may carry out supervisory visits
at foreign institutions, it does not itself seek direct access to indi-
vidual customer files in foreign branches or subsidiaries of Swiss
banks. This approach is also reflected in the provisions govern-
ing on-site inspection by foreign supervisors in Switzerland.
Foreign supervisors cannot have direct access to customer
information at Swiss offices of foreign banks if that informa-
tion is related to private banking transactions (“private banking
carve-out”). Although direct access by a foreign supervisor is
excluded, the information may be requested from the SFBC or
be inspected by an audit firm—a special audit mandated by a

12\Vith the exception of the large banks, where the SFBC itself also carries out on-site

examinations.
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foreign regulator and carried out by an audit firm is considered
admissible under Swiss law. With the sole exception of private
banking-related customer data, foreign regulators can gain full
access to all records at offices of foreign banks in Switzerland,
including client information in other than private-banking trans-
actions, e.g.,, commercial loans. To date, supervisors from seven
jurisdictions have conducted on-site inspections in Switzerland.

5.1.6. Information sharing for enforcement matters. If a request for
assistance relates to actual or possible enforcement action, the
requesting authority has to provide a description of the conduct
or suspected conduct that gives rise to the request, and the appli-
cable law or regulation and relevance of the requested assistance.
Assistance provided by the SFBC on enforcement matters may
also consist of questioning or taking testimony from persons
designated by the requesting authority, or the conduct of inspec-
tions or examinations of financial institutions.

5.1.7. Joint/coordinated enforcement. When circumstances arise that
lead to an investigation, in which both the SFBC and its foreign
counterpart have a joint interest, the SFBC will consult with the
foreign authority as to the allocation of responsibilities and the
appropriateness of conducting a joint investigation and coordi-
nated enforcement action. In a recent enforcement case against
UBS regarding banknote dealings, the SEBC coordinated its
actions with the Federal Reserve Bank of New York.!*> UBS
had operated an extended custodian inventory (ECI) facility
for the New York Fed in Zurich and committed breaches of its
contractual agreement with the New York Fed. The SFBC and
the Federal Reserve Bank of New York cooperated closely in this

matter and shared the results of their respective investigations.

6. Cooperation Arrangements

6.1. What are the underpinnings for supervisory cooperation and informa-
tion exchange? There are different ways in which the relationship with
a foreign supervisory authority can gain expression. The conclusion of
a memorandum of understanding (MoU) is neither a prerequisite nor a

13See the press releases of the SFBC at http://www.ebk.ch/e/archiv/2004/20040510/M_10_
05_2004_e.pdf and the Federal Reserve Board at http://www.federalreserve.gov/boarddocs/press/
enforcement/2004/200405102/default.htm.
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6.2.

6.3.

legal requirement under Swiss law. According to its regulatory practice,
the SFBC enters into exchanges of letters, or MoUs, with those super-
visory authorities with whom it maintains close regular contacts. In the
absence of an MoU, the SFBC can also exchange information on an ad
hoc basis provided the foreign authority gives the necessary assurances
as required under Swiss banking law.

These assurances relate to the following: (1) the confidential treatment
of the information provided, (2) the exclusive use of the information
for supervisory purposes, and (3) the affirmation that the informa-
tion will not be transferred to third parties without the SFBC's prior
consent. Confirmation of the requesting authority that it will endeavor
to seek consent from the SFBC before disclosing nonpublic informa-
tion received from the SFBC will suffice. If the requesting authority

is subject to a mandatory disclosure requirement, or receives a legally
enforceable demand for information under applicable laws and regula-
tions, the requesting authority should notify the SFBC of its obligation
to disclose and endeavor to seek consent from the SFBC before making
a disclosure. It should make its best efforts to protect the confiden-
tiality of information obtained from the SFBC and, if necessary, use

all reasonable legal means to resist disclosure, including by asserting
such appropriate legal exemptions or privileges as may be available, for
example, by advising the concerned or other requesting party (e.g,, a
parliamentary commission) of the possible negative consequences of a
disclosure on future cooperation between the authorities.

The SFBC may seek cooperation with its foreign counterparts to pet-
form its functions as financial regulator more effectively. At the same
time, it is authorized to provide assistance to foreign authorities to the
extent that it serves the supervision of financial markets and institu-
tions, and the enforcement of financial laws and regulations. This ”spe—
cialty principle” excludes information exchange with other authorities,
such as foreign law-enforcement authorities or tax authorities. These
authorities will have to seek cooperation via their counterparts and
mutual legal assistance procedures.

7. Conclusion

Although it is true that cooperation arrangements can be further improved,

Swiss law provides for an adequate legal framework for supervisory coopera-
tion and information sharing, This framework consists of two components:

(1) the intragroup flow of information necessary for risk management on
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a global basis, compiling consolidated reports to the home supervisor, and
robust cooperation arrangements; and (2) the cooperation between the SFBC
and its foreign counterparts, which includes the sharing of information and
the conduct of on-site inspections. Yet, a legal framework is not enough; what
makes cooperation and information sharing really work are good working
relations based on mutual trust and the willingness to cooperate and share
information when the circumstancesjustify it.
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Cooperation Between Banking
Supervisors: The Perspective
of The Bahamas

ROCHELLE A. DELEVEAUX

1. Country Background

1.1. The Commonwealth of The Bahamas is a sovereign nation, with a
population of just over 300,000, lying southeast of the United States.
There are some 30 inhabited islands out of a total of around 700. The
two most populated are New Providence (with the capital, Nassau) and

Grand Bahama.

1.2. The Bahamas achieved self-governance from the United Kingdom in
1964 and independence in 1973. It is a parliamentary democracy, and
the economy is based largely on the tourism (60 percent of GDP) and
financial services sectors. Per capita income is around $15,000.

1.3. The Bahamasisa significant financial services center offering a wide
range of products and services, being particularly strong in private
banking and trust business. The authorities are very aware of the ever-
present threat to our financial system from money launderers and tet-
rorists. Apart from the important need for information sharing for the
cross-border supervision of financial institutions, we also understand
the need for countries to share information to assist one another in
fighting financial crime.

1.4. The Bahamas has long sought to adopt appropriate regulatory and
anti-money-laundering statutes and guidance. For example, in 1996,
The Bahamas was the first jurisdiction in the Caribbean to enact
anti—money—laundering legisiation. Also in 1996, The Bahamas, as a

member of the Offshore Group of Banking Supervisors, endorsed the
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“Report on the Supervision of Cross-Border Banking” and took steps to
implement the report’s recommendations.

Financial services in The Bahamas are an integral part of a global activ-
ity. Most of the institutions licensed here are branches or subsidiaries
of foreign-owned groups and have extensive overseas business. Their
home—country supervisors have to be provided with sufficient informa-
tion about the activities and status of these institutions to enable them
to adequately conduct consolidated supervision of the financial groups

of which they are part.

Similarly, the Central Bank of The Bahamas, as host regulator, must be
assured of the financial viability of the parent institution of its licensee,
the control and oversight provided by the parent office, and the quality
of supervision by the parent bank’s supervisory authority. This is espe-
cially important to control the risks from intragroup exposures. Both
the home and the host supervisors have a strong mutual interest in the
timely flow of information in both directions.

The Bahamas has adopted several formal avenues for cross-border
information sharing with foreign government agencies. These include
mutual legal assistance treaties (MLATS), memoranda of understanding
(MoUs), and several specific statutes. The Bahamas has signed MLATS
with the United States, Canada, and the United Kingdom, and is nego-

tiating one with Brazil.

In December 2000, the government of The Bahamas enacted a com-
pendium of legislation codifying existing supervisory practices. The
legislation also enhanced the ability of domestic financial services regu-
lators, including the central bank, to share information with foreign
regulatory authorities. The Bahamas also enacted legislation permitting
(i) Bahamian courts to provide evidence to foreign courts in relation to
civil and criminal investigations and proceedings, and (ii) the domestic
regulators to share information more effectively.

Previously, the central bank’s ability to respond to requests from over-
seas regulatory authorities was limited to cases where a customer gave
express or implied consent to the disclosure or where disclosure was

ordered by a Supreme Court judge.

2. Central Bank of The Bahamas: Status and Legislative Framework

2.1.

The Central Bank of The Bahamas was established in 1970 by the
Central Bank of The Bahamas Act (CBA), which was amended and
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2.2,

2.3.

24.

reenacted in December 2000. The central bank has a statutory duty to
license, supervise, and regulate banks and trust companies doing busi-
ness in or from within The Bahamas.

The CBA also provides that the Bank shall, subject to any constraints
in the Act, “have power to do anything, whether in The Bahamas or
elsewhere, which is calculated to facilitate, or is incidental or conducive
to the discharge of its duty.” With respect to cross-border information
sharing, the CBA sets out the conditions under which the central bank
can cooperate with overseas regulatory authorities.

The central bank’s supervisory powers are provided under the Banks
and Trust Companies Regulation Act (BTCRA), 2000. This autho-
rizes the bank to facilitate the consolidated supervision of its licens-
ees by permitting their home-country supervisors to conduct on-site
inspections in The Bahamas and to exchange relevant regulatory infor-
mation with them. The act protects the confidentiality of individual
customer information but permits the central bank to share regulatory
information for specified purposes.

Taken together, the two acts provide the framework for the central
bank to share information with domestic and overseas regulators.

3. Cross-Sector Issues Among Bahamas Financial Services
Regulators

3.1.

3.2.

3.3.

The central bank is one of five separate domestic supervisory agencies
in The Bahamas, which are collectively referred to hereinafter as “the
Group.” These agencies have recognized the need for increased coopera-
tion to minimize instances of supervisory overlap and to foster greater
efficiency. In October 2002, they signed an MoU to raise efficiency and

harmonize regulatory practices.

The MoU also provides for information sharing among the Group—
for example, on disclosure of the names and addresses of applicants

for licensing or registration and changes of shareholders, directors, or
senior officers of financial institutions. Information is to be shared on
a timely basis and confidentiality maintained. Regulatory colleges are
to be established where institutions or financial groups are regulated by
more than one member of the Group.

One hurdle that the Group has encountered is the inability of the
central bank—through an anomaly of the law—to share information
(for example, on who are the beneficial owners of a licensee) with two
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domestic regulatory authorities, namely, the Inspector of Financial and
Corporate Service Providers and the Compliance Commission. The
two agencies, however, are empowered to disclose nonpublic informa-
tion to the central bank about the parties they supervise. It is expected
that the anomaly will be corrected by a change in the law.

4. Cross-Border Information Sharing

4.1.

4.2.

4.3.

The Bahamas today recognizes the need for all of its domestic regula-
tors to have similar information-sharing powers. Each member of the
Group is empowered by statute to disclose to an overseas regulatory
authority . . . information necessary to enable that authority to exercise
regulatory functions including the conduct of civil or administrative
investigations and proceedings to enforce laws, regulations and rules
administered by that authority.” The central bank, uniquely, is empow-
ered to share regulatory information more widely and can include cer-
tain noncounterpart overseas regulatory authorities. The stronger and
wider powers of the central bank in this regard partly reflect the wider
responsibility the central bank has as the regulator for the banking
sector, which enables it to “reach” all financial services entities within
the jurisdiction. The bank is also the largest, in terms of resources, and
most established regulator.

Although it is not essential for the central bank to sign an MoU with
a foreign bank regulator before sharing information with that regula-
tor, the central bank has responded to requests to execute MoUs with
foreign bank regulators. Five have been signed, with Barbados, Brazil,
Costa Rica, Guatemala, and Panama. Others are being negotiated.

Home-country supervisors that wish to conduct on-site examinations
in The Bahamas for the purpose of performing consolidated supervi-
sion of the branches or subsidiaries they are responsible for must first
submit a written request to the central bank. The latter’s approval is
predicated on the following criteria:

4.3.1. the supervisory authority is prohibited by its domestic laws from
divulging information obtained in the course of the inspection
to any other person; or it has given such written undertaking,
as the central bank may require, as to the confidentiality of the
information obtained;

4.3.2. the supervisory authority has given to the central bank a written
undertaking to comply with the provisions of the BTCRA, 2000
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44.

4.5.

4.6.

4.7.

4.8.

and any condition imposed under the relevant section of that
act;

4.3.3. the supervisory authority has given to the central bank a written
undertaking to use the information obtained exclusively for the
purpose of consolidated supervision;

4.3.4. the supervisory authority has given to the central bank a written
undertaking that it shall not transmit information (including
information relating to criminal or penal matters) obtained dur-
ing the course of its inspection to any other authorities or bodies
without written consent; and

4.3.5. the supervisory authority agrees to subsequently report to the
central bank on the general results of the inspection.

The Bahamas has provided clear gateways for information sharing,
whether in relation to civil or criminal matters.

The central bank’s information-sharing powers were intended to enable
the bank to share information with other regulators for supervisory
purposes.

Where a crime is suspected, or there is evidence that one has occurred,
there are a number of other legal avenues home supervisors can use to
obtain and transmit information relating to criminal offenses to their
domestic law-enforcement agencies. These include the mutual legal
assistance treaties that The Bahamas has with a number of countries.
These treaties set out the procedure for information sharing in the case
of criminal offenses and focus on judicial assistance.

The Criminal Justice (International Cooperation) Act, 2000 also pro-
vides a gateway for sharing information relating to criminal investiga-
tions and proceedings. This act requires a foreign authority that has
responsibility for criminal investigations or proceedings to apply to the
Attorney General of The Bahamas for the evidence or information
required to assist the foreign entity in its investigation or proceedings.
The Bank would, where a criminal offense is discovered or suspected,
seek to facilitate disclosure of information through the appropriate legal
channels.

Normally, approval will not be granted for home-country supervisors to
review assets under management or information relating to the deposit

operations of any individual customers, as such information is not usu-

ally required for the conduct of consolidated supervision. The Banks
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and Trust Companies Regulation Act, 2000 does provide, however,
that information relating to assets under management or to the deposit
operations of any individual customer may be disclosed where disclo-
sure is necessary to enable a home supervisor to assess specific risks or
to address specific supervisory concerns. In such cases, the central bank
would (and has in the past) disclosed customer information and infor-
mation relating to assets under management. The central bank will first
gather the information that has been requested and review it to deter-
mine whether it is actually required. If satisfied, the central bank may
pass the information on to the home supervisor.

In practice, home supervisors have had no difficulty with this approach.

The arrangements outlined above would be reflected in any MoUs that
the central bank has signed with other foreign bank regulators.

In addition, the central bank has the discretion to allow licensees to dis-
close such class or classes of information to their head offices, branches,
and subsidiaries located outside The Bahamas as it may from time to
time approve. Under existing legislation, the central bank may only
exercise the discretion to approve transfer of information provided that
this information is required for the purposes of carrying out

“,.. collation, synthesis or processing . .." of information on behalf of
the licensee. Licensees must seek the central bank’s prior approval.

The central bank is aware of the need for the head offices of its licensees
to have access to customer information for risk-management purposes,
and the central bank has, in practice, granted approval to Bahamian
licensees to disclose such information to their head offices where this is
required for risk management, to the extent that the existing statutory
provisions may be thought not to accommodate such access. The leg-
islative provisions outlined previously do not prevent head offices from
carrying out comprehensive risk—management reviews of their groups
that include Bahamian branches and subsidiaries. As a matter of prac-
tice, Bahamian licensees do transfer information (excluding customer
identity) to their head offices for risk-management purposes.

The Governor of the Central Bank of The Bahamas is also empowered
to provide information—on the condition that it is needed for the pur-
poses of consolidated supervision—on the beneficial owners, directors,
officers, and operations of any licensee of the bank (including inspec-
tion reports on the licensee) to the supervisory authority responsible for
regulating the head office of the licensee.
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4.14.

4.15.

From January 1, 2001 through May 31, 2004, 6 foreign supervisory
authorities have carried out a total of 37 on-site inspections in The
Bahamas of banks and trust companies that they regulate in their home
jurisdictions. The Swiss top the table with 26 inspections.

There are also numerous requests from foreign regulatory authorities
for cooperation. In 2002, 18 countries made a total of 41 requests for
cooperation (with the most frequent coming from the United States,
Barbados, and Costa Rica). In 2003, 19 countries made a total of 30
requests, of which 25 were dealt with during the year. In the first 5
months of 2004, there have been a total of 8 requests from 7 different
countries, Further details can be found in the central bank’s annual
reports.

5. Information-Sharing Regime Under Central Bank of The
Bahamas Act, 2000

5.1

5.2.

5.3.

54.

5.5.

As noted in Section 3, the Central Bank of The Bahamas can share
information with overseas regulatory authorities under the CBA, if
specified conditions are met.

The CBA defines “overseas regulatory authority” as

... an authority which in a country or territory outside The Bahamas
exercises functions corresponding to—any functions of the Bank; or
any additional regulatory functions in relation to companies or finan-
cial services as the Bank may specify by order including the conduct of
civil and administrative investigations and proceedings to enforce laws,
regulations and rules administered by that authority.

The CBA defines "regulatory functions” as “functions of the Bank, or
other similar functions relating to companies or financial services as

may be specified by the Bank.”

In practice, the central bank may share information with foreign bank
regulators and designated foreign nonbank regulators. With respect
to the former, the central bank is governed by the provisions of the

BTCRA, 2000 (discussed previously).

For nonbank regulators, parliament has provided that the central bank
must specify, by order, the type of functions that an overseas regulatory
authority should be carrying out before the central bank may disclose
information to them. The CBA provides that the functions must be
similar to those of the central bank (i.e., regulatory in nature).
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As a result, the central bank, through the Central Bank of The
Bahamas (Overseas Regulatory Authorities) Order 2001 (hereinafter
referred to as “the Order”), has specified that “an overseas regulatory
authority includes an authority, which in a country or territory outside
The Bahamas regulates securities markets, securities exchanges and
trading in securities.” Currently, therefore, the central bank may dis-
close information only to foreign bank or securities regulators.

There has not, in practice, been a need to increase the number of
foreign (noncounterpart) supervisors with which the central bank

may share information. The Securities Commission of The Bahamas
presently has no ability to obtain bank records where, for example, an
overseas securities regulator alleges insider trading. This is the reason
why the central bank has the ability to share information with overseas
securities regulators.

At the time that the Order was made, the other financial services regu-
lators of The Bahamas did not have similar provisions for information
sharing in their governing legislation. Amendments to their legislation
have now been made to allow them to do this; but, unlike the central
bank, they are not empowered to request information from persons or
entities that they do not supervise.

Although the central bank is empowered to share information with
overseas regulatory authorities, the bank must exercise discretion as
to whether or not it will, having regard to the objects of the CBA and
its specific provisions on this point. Specifically, the central bank must
include the following in its consideration:

59.1. whether the foreign authority’s request cleatly relates to informa-
tion necessary for the overseas regulatory authority to exercise
regulatory functions;

5.9.2. whether the inquiries relate to the possible breach of a law or
other requirement that has no close parallel in The Bahamas;

and

5.9.3. the seriousness of the matter to which the information relates
and how important the information sought is to the inquiries.

If satisfied on these points, the central bank must also satisfy itself as
to the confidentiality of the information to be provided. In this regard,
the requesting authority must either be subject to adequare legal restric-
tions on further disclosures (including the provision of an undertaking
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of confidentiality). Alternatively, if there are no legal safeguards in the
overseas regulatory authority’s law against disclosure of information,
the central bank may still pass information to the overseas regulatory
authority if

5.10.1. the bank has been given an undertaking by the recipient
authority not to disclose the information provided without the
consent of the bank;

5.10.2. and the bank is satisfied that the assistance requested by the
overseas regulatory authority is required for the purposes of
that authority’s regulatory functions, including the conduct of
civil or administrative investigations or proceedings to enforce
laws it administers; and

5.10.3. the bank is satisfied that the information provided will not be
used in criminal proceedings against the person providing the
information.

6. Challenges

6.1.

6.2.

As shown in the preceding, the central bank has responded to numer-
ous regulatory requests in recent years from banking and securities
regulators. The bank’s primary challenge has been to protect customer
information from inappropriate and/or illegal disclosure—such as by
the securities regulator, which, as a matter of practice, passes on infor-
mation provided to it by foreign regulators to its prosecutorial agencies.
The central bank has, however, taken the view that the objects of the
CBA, 2000 do not include having the bank share information with for-
eign agencies that have responsibility for criminal prosecutions.

Where a foreign securities regulator desires, on the exercise of its own
discretion, to pass regulatory information to a prosecutor for the insti-
tution of criminal investigations or proceedings, the securities regulator
would, under Bahamas law, need to obtain the prior approval of the
central bank. The central bank’s consent would not be unreasonably
withheld, and, in the case of criminal proceedings, the bank would
request the regulator to use the procedure set out in the mutual legal
assistance treaty between the regulator’s jurisdiction and The Bahamas
or, if there is no treaty in place, to use the procedure set out in the
Criminal Justice (International Cooperation) Act, 2000. This approach
is designed to both assist the foreign regulator and to safeguard the civil
rights of the subject of a criminal investigation or proceeding.

82



10 Cooperation Between Banking Supervisors: The Perspective of The Bahamas

6.3. Itis the view of the central bank that parliament has made provision
for The Bahamas to share information relating to criminal investiga-
tions and prosecutions either under its mutual legal assistance trea-
ties or under the provisions of the Criminal Justice (International
Cooperation) Act, 2000. The information-sharing provisions of the
BTCRA, 2000 and the CBA, 2000 relate to disclosure of regulatory

information for regulatory purposes.

6.4. Where a foreign securities regulator has conducted an investigation and
wishes to institute a prosecution, a request for consent to pass on infor-
mation provided by the central bank pursuant to a regulatory request
should be made at the time a decision is made to commence criminal
prosecutions. This approach avoids requested jurisdictions being
exposed to “fishing expeditions.”

6.5. The Bahamas is engaged in continuous review of the information-
sharing provisions of its financial sector legislation to ensure that
the jurisdiction is able to cooperate appropriately with the legitimate
demands of the ever—changing international environment.

7. Conclusion

7.1. The Bahamas remains committed to its adherence to international
standards on information sharing. We recognize that these standards
are beneficial to the global financial community. The challenge for all
states remains balancing the rights of individuals against the need for
states and financial conglomerates to access information on individual
customers for supervisory or business purposes. The Bahamas will
strive to ensure that its financial system is not used to facilitate financial
crime. We have demonstrated our willingness to cooperate with other
jurisdictions to assist in their investigations of contraventions of their
regulatory rules and procedures.
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Negotiating Cooperation Agreements:
The Experience of the

Australian Prudential Regulation
Authority (APRA)

CHRIS GASKELL

1. Description

1.1. This chapter discusses the role of formal cooperation agreements in
facilitating international regulatory cooperation. It does so drawing

on the experience of the Australian Prudential Regulation Authority
(APRA).

2. APRA's Confidentiality Requirements

2.1. APRA was established in 1998 from 11 predecessor agencies. The cur-
rent functions of APRA were previously undertaken by a range of bod-
ies, including the Reserve Bank of Australia (RBA), the Insurance and
Superannuation Commission (ISC), and various state regulatory agen-
cies. APRA is an integrated prudential authority to the extent that it
covers authorized deposit-taking institutions (banks, credit unions, and
building societies), life and general insurance, and certain superannua-
tion (pension) funds. Unlike many other integrated regulators, however,
APRA does not cover securities business.

2.2. APRA and its staff are subject to secrecy requirements. Taking advan-
tage of the relatively recent provenance of the legislation establishing the
regulatory authority, the requirements have been updated to bring them
up to current international standards.

2.3. APRA “staff, members and other officers” are prohibited from disclos-

ing “protected information” and “protected documents” by Section 56 of

the APRA Act 1998. Information or a document will be protected if
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2.3.1. it was acquired by APRA for the purpose of a “prudential regu-

lation framework law”; and
2.3.2. it relates to:

the affairs of a body regulated by APRA (i.e., a bank or other
authorized deposit-taking institution, a life or general insurer,
or a superannuation entity); or

the affairs of a registered entity (e.g., a finance company or
money market corporation); or

a body corporate related at any time to a regulated body or
registered entity; or

a person who is, has been, or proposes to be a customer of a
regulated body or registered entity.

2.4. In simple terms, information or a document provided by an overseas
regulatory agency to APRA about a particular financial institution to
assist APRA in regulating it will usually be protected from disclosure.
Breach of this secrecy provision is a criminal offense, carrying a penalty
of imprisonment for up to two years. There are particular situations,
however, where information or documents can be released without
infringing Section 56. This includes situations where:

2.4.1. the disclosure is “for the purposes of” a prudential regulation
framework law. This will depend on the particular instance of
disclosure. The precise ambit of this exception has not been
tested but includes instances where a prudential regulation
framework law:

specifically provides for the disclosure—for example, Section
131A of the Superannuation Industry (Supervision) Act 1993
(SIS Act) provides that APRA may give information to a rel-
evant professional body about an actuary’s or auditor’s failure
to comply with certain duties in relation to a regulated super-
annuation fund; or

necessarily contemplates a disclosure—for example, the
Insurance Act 1973 and the Banking Act 1959 provide that
certain decisions are reviewable by the Administrative Appeals
Tribunal, and it would be necessary for APRA to provide all

relevant documents to the tribunal for this purpose;

2.4.2. the disclosure occurs with the written consent of the person or
financial institution concerned;
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2.5.

24.3.

244.

245.

24.6.

24.7.

24.8.

2409.

the disclosure is to, and will assist, a “financial sector supervisory
agency,” either Australian or overseas;

the disclosure is to, and will assist, bodies prescribed by regula-
tion under Section 56, for example:

the Reserve Bank of Australia;
the Australian Bureau of Statistics;

the Australian Federal Police or a State or Territory Police
Force;

the Department of Treasury;

a Commission of Inquiry, established under the Royal
Commissions Act 1902;

the Australian Transaction Report and Analysis Center

(AUSTRAC), Australia’s financial intelligence unit;
the Council of Financial Regulators; and
the Australian Crime Commission.

the disclosure is authorized by an instrument in writing made by

APRA or its delegate under the APRA Act;

the disclosure is to an APRA member or staff member for the
purposes of the performance of APRA’s functions or the exercise
of its powers;

the information is a summary or aggregate such that informa-
tion relating to any particular person cannot be found out;

the information consists of contact details for persons who per-
form public functions for the financial institutions concerned;

and

the information relates to whether or not a regulated entity com-
plies with a particular section of a prudential regulation frame-
work law.

From the preceding, it can be seen that APRA may provide protected

information and documents to certain other domestic agencies to

assist them in their powers and functions. Employees of an agency who

receive such information or documents will, themselves, be bound by
the act, and will not be able to release the information other than under

an exception to Section 56 or where the release is for the purpose for

which APRA gave the agency the information.
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3. APRA’s Powers to Assist Foreign Regulators

3.1.

3.2.

3.3.

3.4.

APRA can exercise its powers under the various acts it administers to
obtain information from regulated entities. Apart from limited powers
under the Mutual Assistance in Business Regulation Act (MABRA),
APRA does not have the power to obtain information from a regulated
entity on behalf of an overseas regulator, unless the information was
required for its own supervisory purposes under one of these acts. If
APRA has already obtained information for its own supervisory pur-
poses, however, then it will be able to share this information with an
overseas regulator to assist the latter to perform its functions. Protected
information includes customer information, but, again (except under
MABRA), APRA would need this for its own purposes before it could

seek this from an institution.

APRA has power to take enforcement action, issue directions, etc. but
can do so only in accordance with the various acts that it administers.
APRA cannot prevent an entity from engaging in particular conduct
solely because of concerns raised by an overseas regulator—the conduct
must empower APRA, under domestic legislation, to take such action.

The legal provisions (gateways) are written in a way that does not
require APRA to enter into 2 Memorandum of Understanding (MoU)
in order to share regulatory information. APRA has, in the past,
experienced relatively good cooperation on information sharing with
most regulators. There have been a small number of exceptions. One
concerned sensitivity by a requested authority about exchanging infor-
mation, especially documents, from one host supervisor of a specific
institution to another, owing perhaps to concerns about responsibilities
to the home supervisor. Other examples were with respect to insurance
firms. In some of these instances, the desire of the requested author-
ity to protect confidentiality of the information requested was one
reason for not meeting a request. This is an issue for many countries,
since most jurisdictions have limits to the protections they can offer, as
mentioned above for APRA. So although an agency can undertake to
do all it can to protect information, there is usually some risk of release
and even a chance, in some circumstances, that the information might
become public.

In other cases, there is a requirement that an MoU be in place and
that equivalency of protections be established for information to be
exchanged. It can be a slow process where equivalency is to be estab-
lished, given that there may be limited resources available in either

87



WORKING TOGETHER: IMPROVING REGULATORY COOPERATION AND INFORMATION EXCHANGE

3.5.

3.6.

3.7.

jurisdiction for a proper analysis of equivalence. A number of juris-
dictions have indicated a willingness to put MoUs in place but also
explained that other jurisdictions have priority, either because assessed
cross-border risks are higher or simply because discussions with them
commenced earlier. In yet other cases, legal constraints have been
mentioned.

On the question of how concerns about confidentiality can best be
addressed, in APRA's case there has been no practical example of
forced disclosure of exchanged information against APRA’s wishes.
Assurances to this effect are a source of some comfort to peer regulators
commencing discussions. Beyond this, counterparts can only undertake
to protect the information within the powers they have—for example,
seeking to obtain confidentiality orders in court hearings, parliamen-
tary hearings, etc. if documents have to be disclosed and obtaining prior
consent before disclosing them voluntarily to third parties (a standard
provision of most MoUs).

As mentioned previously, APRA also is subject to the Mutual
Assistance in Business Regulation Act 1998. This sets out a process

for overseas regulators, for business law purposes, to seek assistance
from APRA (and other Australian agencies subject to the act) to obtain
documents or take testimony on behalf of (or in the presence of) the
overseas financial sector supervisory agency. This is a fairly complicated
process, requiring consent by the Attorney General of Australia. A
person called to give oral testimony cannot reasonably refuse to do so.
Importantly, the information cannot be used as evidence for criminal
purposes (on grounds that evidence obtained for one purpose cannot

be used for another), and undertakings to this effect from the overseas
regulator would be required. Again, APRA has had no experience in
handling a request under this legislation. There is similar legislation in
Australia covering gathering of information for overseas jurisdictions

for criminal purposes, but this is beyond the scope of APRA.

APRA has no responsibility for securities matters—these are the
responsibility of the Australian Securities and Investment Commission.
Also, APRA has no legislative responsibilities for anti-money launder-
ing/combating the financing of terrorism (AML/CFT). These respon-
sibilities fall to AUSTRAC, which receives reports of both all cash
transactions of $10,000 and over and all other suspicious transactions.
APRA has an interest in an authorized entity’s policies and procedures
for AML purposes, such as know-your-customer (KYC) arrangements
and codes of conduct, but this is a high-level interest considered along
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with other governance matters from the general operational risk point
of view and is relevant only in the same way any other legal or compli-
ance risk is relevant in our assessment of a regulated entity’s failure
probability. APRA meets with AUSTRAC on an ad hoc basis. One
quirk in Australia’s legislative arrangements is the fact that APRA can
refer matters to AUSTRAC, but not the other way around.

4. Memoranda of Understanding

4.1.

4.2.

4.3.

Without a requirement to have MoUs, it might be assumed that APRA
had little reason to pursue them. However, one prime driver pressing
APRA to do so was the HIH Royal Commission Report (on the failure
of the HIH Insurance Group). The report noted that APRA had mini-
mal formal information-sharing agreements in place and recommended
that APRA seek to conclude MoUs with key counterparties in order to
improve the exchange of confidential information.

APRA concluded that it could not properly enter into MoUs with
other regulators without conducting adue diligence process designed to
establish the limits facing a counterparty in meeting undertakings in an
MoU—particularly the protection of information. The due-diligence
process, by its very nature, involves useful learning about relevant
arrangements in the counterpart jurisdictions. So APRA has estab-

lished an MoU program to

4.2.1. understand the reach of applicable legislation and other legal
instruments, and administrative practices applying to profes-
sional secrecy and related matters in counterpart jurisdictions,
including the limits to confidentiality;

4.2.2. meet conditionality requirements in other jurisdictions to enable
them to share confidential information;

4.2.3. inform others of the limits to APRA’s ability to resist disclo-
sure (for example, a request from a royal commission or from
parliament);

4.2.4. set up contacts and establish the procedures for formal informa-
tion sharing, if required; and

4.2.5. flag that there are other gateways, in particular circumstances—
in particular, for taking testimony.

Most regulators have a general obligation in their legislation prohibit-
ing them from disclosing confidential information to third parties.
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44.

4.5.

4.6.

However, most, if not all, have exceptions to this rule. The extent of the
exceptions varies from jurisdiction to jurisdiction. Therefore, a simple
assurance that a secrecy obligation exists in a jurisdiction is insufficient
to fully understand the circumstances in which a counterpart may be
compelled or obliged to share information. Further, MoUs are not
legally binding and generally do not contain a strict obligation prohibit-
ing disclosure—rather it is on a “best endeavors” basis, meaning that
each party will use their best endeavors to preserve confidentiality. As
such, it is important to understand the circumstances in which other
jurisdictions are compelled to disclose. The equivalency process enables
APRA to be fully aware of these circumstances and may influence what
types of conditions we impose on information being released.

It is important to note that APRA has not yet processed any inward
international requests under these formal arrangements, and we have no
reason to expect this to change. APRA routinely receives and responds
to informal requests, however. In fact, APRA would prefer to keep
information exchanges informal, since this is easier, quicker, more flex-
ible (tends to be confined to existing information), and less process
driven, but regards it as useful to have MoUs in place in case of need.

APRA also has MoUs with seven domestic agencies, including the
Reserve Bank of Australia, the Australian Securities and Investments
Commission (ASIC), the Australian Competition and Consumer
Commission, and a number of state bodies. It is common, especially
with ASIC, to share information under the MoU as well as informally.

APRA is at a relatively early stage in its process of putting MoUs in
place, having adopted its current policy toward MoUs in 2003. Prior to
this, there was only one MoU—with the Bank of England (which trans-
ferred to the U.K. Financial Services Authority (FSA)). This MoU cov-
ered only banking. Now APRA has two MoUs in place: one with the
U.K. FSA (covering all corresponding remits) and one with the Reserve
Bank of New Zealand (covering banking). Several more are at various
stages of development.

5. Concluding an MoU

5.1
5.2.

The process of concluding an MoU involves several steps.

APRA first determined which jurisdictions and regulators were the
highest priorities for an MoU. For the business case to set such priori-
ties, APRA looked at the extent and risk profiles of business under-
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taken by entities from Australia in the overseas jurisdiction and of
the business undertaken in Australia by the entities from the overseas
jurisdiction.

Following an approach to the counterparty authority, there has been a
range of responses in addition to those we are working with to conclude
MoUs. Some were not interested. Others have said they would do so if
it were essential to information sharing (e.g., required by law) but pre-
ferred not to. Others agreed in principle but invited APRA to wait for
them to conclude MoUs with others already in their queues. Given that
APRA has limited resources for this work, the consequential delays
have not been a problem. In addition to the jurisdictions at the top of
its own list, APRA itself has been approached by a number of other
jurisdictions. For some of these, it is not clear to APRA that there is

a solid business case for us to go through the process of concluding an
MoU. For others, we have had to signal that we would be happy to work
toward establishing one in due course, but that there are other jurisdic-
tions ahead of them in the queue for the present.

The second step, once ajurisdiction indicates it is ready to commence
discussions, is to conduct a due diligence process on professional secrecy
and related arrangements, including the purposes for which informa-
tion may be used.

Our Office of General Counsel took the view that it would be inef-
ficient for his staff to attempt to assess the law and practice in target
overseas jurisdictions. Consequently, we decided we would seek the
relevant information from our counterparts via questionnaire. APRA
also completed a similar questionnaire for Australia to use in assisting
counterparts with their due-diligence processes. We also produced a
general description of arrangements in Australia. Thereafter, there is an
interactive process to clarify the situation.

The third step was to determine in which negotiations APRA would
seek to build on preexisting MoUs, amended as appropriate, to try to
get some early runs on the board. Such preexisting models included the
following:

5.6.1. MoUs based on Basel Core Principles to cover banking only;

5.6.2. the IAIS (International Association of Insurance Supervisors)
model for insurance regulators; and

5.6.3. a case-by-case approach otherwise for integrated regulators

based, where possible, on drafts they might have.
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5.7.

5.8.

5.9.

5.10.

The fourth step was to ensure that the MoUs contained the necessary
provisions. APRA seeks the usual provisions on such aspects as

5.7.1. constraints on onward transfer;
5.7.2. clearance where there may be a third-party request;

5.7.3. circumstances where information disclosed could be passed to
another authority without APRA’s permission (for example,
where the information revealed a suspicion that had to be
reported under AML/CFT obligations, the information revealed
unlawful activity in the recipient’s jurisdiction, the disclosure
was required by law, or disclosure was necessary to fulfill the
purpose for which the information was requested in the first

place);

5.74. consultation about on-site inspections in the counterpart
jurisdiction;

5.75. whether assistance is limited to information exchange or other
possible forms of assistance; and

5.7.6. allowance for cost sharing.

Australia has also been keen to ensure the widest possible coverage of
types of information, including types of institutions. Consequently, we
have expanded coverage expressly to cover conglomerate operations,
corporates/noncorporates, reinsurance entities, and sister affiliates (i.e.,
host-to-host exchanges to allow discussions on related entities operating
elsewhere than in the home jurisdiction).

Protected information includes information on customers of institu-
tions if relevant, for example, to a prudential concern, so this, too,
would be covered by an MoU. Institutions, however, tend to be very
cautious about supplying customer information owing to privacy
concerns.

APRA is careful not to promise what it cannot deliver. The MoU can-
not override domestic legislation. APRA must be able to refuse to assist
on public policy grounds if they apply—so every MoU obligation is on a

best endeavors basis.

6. Streamlining the Approach

6.1.

More recently, APRA has started to think that there might be value in
generalizing this type of approach—particularly for integrated regula-
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tors, such as APRA, that have limited resources to put into the process
of negotiating MoUss or that have just recently been formed. This would
need to be a modular approach to cover the breadth of different remits
in the growing population of integrated regulators.

It would also be of particular interest for a compendium of respective
law and practice on professional secrecy and other questions related to
information exchange to be prepared by survey to assist regulators in
their due diligence work on other jurisdictions.

One of the key issues involved in information sharing in the context of
the safety and soundness of financial institutions (an important concern
of banking and insurance supervisors) is that it is unlikely regulators
will feel confident sharing information about stability problems with all
others who have a legitimate interest. We have to be realistic about that.
There is, however, much that can be done short of exchanging doubts
about stability. For example, regulators can look at internal procedures
to ensure appropriate flags are raised where there are policies under
development or where other events occur that affect otherjurisdictions,
and pass along information about those developments.

Beyond this, there is much serious work to be done on cross-border
cooperation and coordination, especially developing information
exchange protocols where there is a business case for them. This should
include frontline supervision in respect of institution-specific material
and crisis-management arrangements. Policy development should also
be undertaken where harmonization is needed for competitive equity
and to minimize compliance costs. MoUs and their related due dili-
gence can be seen as a first step in developing regulatory relationships
that will underpin higher-level cooperation over time.
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GIUSEPPE GODANO

1. Introduction

1.1. Market integration increases the need for information exchange among
supervisory authorities. Even if many supervisory issues are discussed
in multilateral forums, information is generally exchanged between two
authorities and it is therefore important to establish bilateral contacts.

1.2. A common form of bilateral agreement is a Memorandum of
Understanding (MoU). Generally speaking, an MoU (or any other
formal written agreement) should not be a prerequisite for information
exchange. Information exchange should be possible between any two
authorities anyway: MoUs should be seen just as an instrument to facil-
itate the flow of information. Where there are legal, regulatory, or other
practices representing obstacles to such an exchange, MoU negotiations
should aim at removing the obstacles or creating appropriate gateways
so that the obstacles can be overcome in appropriate circumstances.
MoUs can therefore be seen as instrumental to the development of
increasingly common regulatory and supervisory frameworks across
countries.

2. Bank of Italy’s Experience: A Flexible Approach

2.1. Within the member states of the European Union (EU), negotiations
concerning bilateral MoUs between any two of them have been based
on a common regulatory framework (banking and financial services
directives). However, each MoU has been drafted taking into account
the specific national supervisory approach. The bilateral format, chosen
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by the banking supervisory authorities in Europe, facilitates the devel-
opment of a face-to-face relationship between supervisors, a relationship
that is most important for the effective application of any cooperation
agreement.

Between 1993 and 1999, the Bank ofItaly signed 10 MoUs with 10
other EU counterparts! following a common format that was updated
according to upcoming European financial legislation. In this respect,
the flexibility of MoUs' schemes has been tested practically. Over the
years, the scope of the MoUs has been progressively extended in order
to take into account both European Union and national regulatory
developments.

These schemes formed the basis for the drafting of other MoUs

with some EU accession countries (such as Hungary, Slovenia, and

the Slovak Republic) and other Eastern European countries (such

as Bulgaria and Romania) that were selected as MoU counterparts
because of the size and significance of Ttalian banks’ presence, with both
branches and subsidiaries, in their territories. MoUs with these coun-
tries were signed between 2001 and 2003.

The content of these agreements is uniform, based on the general
framework arranged by the Groupe de Contact? in the early 1990s,
and they generally provide for a detailed exchange of information on
the organization, operations, and balance-sheet situation of the super-
vised entities intending to operate abroad, either establishing a branch
or a subsidiary or without physical presence (the EU term for that is
“free provision of services”). They provide for periodic bilateral meet-
ings aimed, among other things, at keeping the parties informed about
important statutory and regulatory innovations regarding supervision
in the respective countries; they ensure a regular exchange of informa-
tion on the business concerned and the prompt information of the
authorities involved when problems arise. The agreements also specify
the ways in which home-country authorities can carry out inspections
at the establishment in the other party’s territory.

Austria, Belgium, France, Germany, Greece, Ireland, Luxembourg, the Netherlands, Spain,
and the United Kingdom.
*The Groupe de Contact was initially established in 1972 as a working group of banking

supervisors in the European Community to discuss exchange of information matters. It is now a

working group of the Committee of European Banking Supervisors set up under the Lamfalussy

procedure for developing financial services legislation in the EU.
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2.5.

2.6.

With other non-EU countries,? supervisory cooperation agreements
entered into by the Bank of Italy took several forms besides formal
MoUs, such as letters of intent, limited-scope agreements, and infor-
mal arrangements. In each case, their common principal objective has
always been timely information exchange between authorities.

In general terms, both inside and outside the European area, the
exchange of information between the Bank of Italy and its foreign
counterparts is limited to supervisory matters. Other areas of crimi-
nal relevance, like financial fraud or money laundering, fall within the
responsibility of law-enforcement agencies and are often the subject of
existing separate bilateral mutual assistance treaties or agreements.

3. Outstanding Issues

3.1.

3.2.

In our experience, one factor inﬂuencing negotiations for cooperation
agreements concerning banking and financial supervision is the scope
of information exchange. In this respect, mutual trust and understand-
ing may not be sufficient to overcome the differences between the legal
frameworks governing professional and banking secrecy in force within
the negotiating parties. These differences may, sometimes, jeopardize
the effectiveness of cooperation, especially as concerns the protection
of individual data that are at the core of the strategy of many jurisdic-
tions. It comes to my mind, as a way out of this problem, that the mat-
ter of access of information on individual customers is covered in the
Basel Committee on Banking Supervision’s 2003 paper on customer
due diligence for banks. This indicates that there are occasions when
information regarding individual customers needs to be exchanged, but
it also makes clear that safeguards are needed to ensure that informa-
tion regarding individual accounts is used exclusively for supervisory
purposes and can be protected by the recipient in a satisfactory manner.

Another factor that, in our experience, makes negotiations for formal
agreements difficult is related to on-site inspections, which are the
most commonly used instrument for verifying and collecting informa-
tion on banks operations. Problems may emerge when two supervisory
authorities are in an asymmetric position—for example, when Country
A has no foreign subsidiaries, whereas the majority or totality of its
banks, which are very often systemically important in terms of market
shares, are owned by foreign capital. The authorities of such jurisdic-

3Brazil, Hong Kong SAR, Japan, Singapore, and the United States.
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tions, while recognizing the right of the parent bank’s supervisor to per-
form on-site visits at the bank’s subsidiaries in their country, sometimes
argue that this should be conditional upon recognition of their right as
host supervisors to perform on-site visits at the parent bank.

In fact, it is not within the present cross-border banking framework*
for host—country supervisors to perform on-site examination of parent
banks. The reason for this is that the host supervisor has no jurisdiction
over the parent bank. Responsibility for the parent bank rests with the
home supervisor, which is also responsible for the consolidated supervi-
sion of the whole banking group. Host supervisors also cannot be given
on-site access to parent banks for evident practical reasons: how would
a large international banking group with subsidiaries in several coun-
tries operate, if the supervisors of each of these countries felt entitled

to perform on-site inspections at the parent bank of the group? I think
that, as a possible solution to this problem, a distinction could be drawn
between the process of on-site inspections and information exchange. It
would be possible—and I believe should be possible—for home super-
visors to be more open with host supervisors in terms of information
exchange without accepting that a host supervisor should be allowed to
engage in on-site inspections of parent banks.

4. Next Steps

4.1.

4.2.

Cooperation and exchange of information are bound to evolve in view
of the blurring distinctions among financial sectors, the increasing
cross-border dimension of financial intermediaries, and the enhanced
technical capabilities of financial intermediaries in financial risks man-
agement and measurement. In this last regard, one has to take into
account the increased necessity of cooperation between home and host
authorities in relation to the validation of credit and operational risk
models stemming from the Basel II framework.

New procedures are to be envisaged to smooth information flows
among supervisors of different financial sectors and different countries.
They should progressively work together in order to ensure that super-
vision correctly considers all the aspects of supervised entities’ finan-
cial activities. Efficient processes for facilitating collegial work should

“Reference is made to the following Basel Committee documents: “The Supervision of
Cross-border Banking,” 1996; “Core Principles for Effective Banking Supervision,” 1997; “Core
Principles Methodology,” 1999; and “Essential Elements of Statement of Cooperation Between
Banking Supervisors,” 2001.
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4.3.

4.4.

4.5.

be designed and coordination of supervisory activities over different
groups’ components should avoid duplication of effort for both supervi-
sors and supervised entities.

Most probably, cross-border cooperation and information exchange
will keep on being managed through flexible arrangements that will
be shaped in order to accommodate evolving financial markets and
intermediaries.

The increased degree of integration among markets requires an
enlarged information exchange not only on countries’ economic con-
ditions but also on single operators. In financial sectors, this flow of
information is even more important, since financial intermediaries are
supervised and supervisory responsibilities are clearly defined.

In the end, cooperation among authorities, in whatever form arranged,
is essential in order to avoid circumstances in which single operators’
failures jeopardize the growth of economies in which they act.
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ETHIOPIS TAFARA!

1. Protecting Securities Markets in the Face of Globalization

1.1. The ability to protect domestic securities markets turns on the ability

to obtain and provide international cooperation. Capital markets today

are increasingly global because transactions transcend national bound-
aries with greater frequency and speed; public companies raise capital
beyond their geographic boundaries; and investors trade outside their

countries. Fraudsters are equally unconstrained by borders; they engage

in illegal conduct in a multitude of jurisdictions, often simultaneously,

and they transfer illegal proceeds to numerous jurisdictions in an effort

to evade detection and prosecution. This globalization of fraud is a
critical issue for every securities regulator, because illegal conduct that

goes without detection or prosecution affects each and every one of our

markets. It affects the confidence of our investors and their Willingness
to invest, and it affects capital formation. And, if aspects of the illegal
activity can occur within any of our borders, without fear of detection,
we can be assured that those who are inclined to engage in fraud will
migrate to these vulnerable markets.

1.2. Combating illegal cross-border securities activities requires that securi-
ties regulators have strong enforcement tools for their own investiga-

!Director of International Affairs, United States Securities and Exchange Commission
(SEC), representing the International Organization of Securities Commissions (IOSCO).
The views expressed are those of the author alone and are not necessarily those of the
International Monetary Fund or its member countries; IOSCO; or the U.S. SEC, its staff, or

Commissioners.
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tions, recognize that a threat to the integrity of a foreign market is a
threat to their own, and are in a position to assist foreign authorities in
investigating conduct that crosses borders.

2. Effective Domestic Powers to Combat Illegal Securities Activity:
The U.S. Model

SEC’s Authority to Conduct Investigations and Prosecute Violations

2.1. The Securities and Exchange Commission (SEC) has broad powers to
investigate possible violations of U.S. federal securities laws. Facts are
developed in many instances through informal inquiry, interviewing
witnesses, examining brokerage records, reviewing trading data, and
other methods. Once the commission issues a formal order of investiga-
tion, SEC staff also may compel regulated and nonregulated entities
and individuals, by subpoena, to testify and produce books, records,
and other relevant documents. SEC staff seek a range of documents in
investigations, including bank and brokerage records, telephone records,
corporate records, Internet service provider records, audit work papers,
and client identification records.

2.2. Inbringing an action against an entity or individual for violations of
the U.S. federal securities laws, the commission can choose to initiate
a proceeding either in federal district court or before an administrative
law judge. The remedies that the SEC may ask the court or the admin-
istrative law judge to impose include disgorgement, cease and desist
orders, officer and director bars, and civil monetary penalties. The SEC
also may request interim relief from federal district courts to enjoin fur-
ther fraud or destruction of records, and to impose asset freezes.

2.3. In the United States, the U.S. Department of Justice (DQJ) investigates
and prosecutes criminal violations of the federal securities laws. SEC
staff may refer a matter to the DOJ for investigation, and the DOJ may
conduct its criminal investigations parallel to the SEC's civil investi-
gations. Information shared between the DOJ and the SEC makes
investigations and prosecution of these parallel matters more efficient
and effective. This relationship does not, however, allow either the SEC
or the DQJ to circumvent the protections afforded defendants. Each
side must collect information in conformity with existing protections,
such as a defendant’s privilege against self-incrimination in connection
with testimonial evidence. Cooperative relationships between securities
regulators and criminal authorities are a feature common to virtually all
jurisdictions.
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SEC’s Powers to Assist Foreign Counterparts

24.

2.5.

2.6.

The U.S. Congress adopted two specific pieces of legislation to give
the SEC the essential legal tools to cooperate internationally. First, the
SEC is expressly authorized to assist a foreign counterpart (including
use of the SEC’s compulsory investigative powers) under

Section 21(a)(2) of the Securities Exchange Act of 1934 (Exchange
Act). This provision permits the SEC, at its discretion, to provide assis-
tance “without regard to whether the facts stated in the request would
also constitute a violation of the laws of the United States.” It reflects
the fact that domestic securities enforcement should not be impeded
because securities authorities, in varying stages of development, are
subject to different legal frameworks. In deciding when to exercise its
discretion, the SEC must consider whether (1) the foreign authority
has agreed to provide reciprocal assistance, and (2) compliance with the
request would prejudice the public interest of the United States.

In this regard, it is worth noting that foreign assistance requests to the
SEC generally have been made by regulators with which the commis-
sion has a history of reciprocity. The SEC has recently encountered,
and expects to continue encountering, however, information requests
from regulators with which the SEC has little history of information
sharing and which have varying degrees of ability to reciprocate. Sound
policy reasons exist for providing assistance in these instances, provided,
at a minimum, that the foreign regulator has the ability to protect the
confidentiality of the information. Providing assistance in these cir-
cumstances furthers the long-term interests of the SEC by encouraging
international information sharing. Affording assistance in these cir-
cumstances also gives the SEC the opportunity to take action to pre-
vent U.S. markets from being used to further fraud, thereby protecting
U.S. investors. Less fraud around the world means less fraud that could
affect U.S. investors and markets. Additionally, to the extent that pro-
ceeds or evidence of fraud is located in the United States, the SEC has a
strong interest in ensuring that the United States is not viewed as a safe
haven for illegal conduct.

The SEC recognized that foreign counterparts would be reluctant to
share nonpublic information with the SEC without assurances that the
information would remain confidential. They were concerned, in par-
ticular, about possible disclosures to third parties pursuant to a third-
party subpoena or under the U.S. Freedom of Information Act (FOIA).

As a result, a second legislative provision, Section 24(d) of the Exchange
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Act, allows the SEC to keep confidential information it obtains from

a foreign counterpart, even in the face of a third-party subpoena or an
FOIA request. This confidentiality protection does not, however, pre-
vent the SEC or criminal authorities from using the information neces-
sary to take enforcement action.

3. Information-Sharing Arrangements

3.1.

3.2.

3.3.

Following the adoption of information-sharing legislation in the United
States, manyjurisdictions adopted laws with similar aims. With these
regulatory tools in place in other jurisdictions, the SEC began to for-
malize cooperative relationships with various foreign counterparts
through international agreements generally known as memoranda

of understanding (MoUs). The SEC has entered into approximately
twenty bilateral enforcement MoUs with foreign counterparts.
Although the existence of an MoU is not a predicate to the SEC's abil-
ity to engage in information sharing, the MoUs enhance the SEC’s abil-
ity to gather the foreign-based information necessary to investigate and
prosecute enforcement matters by setting forth a formal mechanism for
the sharing of information. Each MoU is designed to fit the particular
circumstances of the foreign market and the powers of the SEC's for-
eign counterpart.

Bilateral MoUs are largely used to share bank, brokerage, and beneficial
ownership records. The MoUs generally do not circumscribe the type
of information available, however, and do provide for the broadest pos-
sible assistance—as a result, the MoUs may also be used to share other
information, such as testimony, audit work papers, and Internet service
provider information. The MoUs set forth the permissible uses of
information, including use for SEC investigations and proceedings and
for assisting the DOJ. Apart from permissible uses, the SEC and for-
eign authorities commit to maintaining the confidentiality of nonpublic
information shared pursuant to the MoU.

The SEC is also a signatory to the International Organization of
Securities Commissions’ (IOSCO) Multilateral MoU. This MoU
specifies the particular types of information a signatory may be asked
to provide (i.e., bank, brokerage, and beneficial ownership records);
the permitted uses of the information (e.g,, for civil and administra-
tive investigations and proceedings, and onward sharing with criminal
authorities); and the confidentiality of nonpublic information. The
Multilateral MoU is open to IOSCO members who demonstrate their
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legal authority to comply with the Multilateral MoU's key provisions.
Currently (as of 2004), there are 26 signatories to the Multilateral
MoU, including the SEC.

4. Necessary Legal Tools for International Cooperation

4.1.

4.2.

Over the past two decades, securities regulators have learned that there
are certain legal tools essential to combating wrongdoing internation-
ally. These are codified in the IOSCO Multilateral MoU, but these
tools are critical, whether or not a securities regulator is an IOSCO
member or a signatory to the IOSCO Multilateral MoU. Specifically,

each securities regulator must be able to:

4.1.1. collect, under compulsion if necessary, key types of information
essential to conducting an investigation, including bank and bro-
kerage records and beneficial ownership information;

4.1.2. share nonpubiic information in its files with a foreign coun-
terpart relevant to the investigation the foreign counterpart is
conducting;

4.1.3. conduct an investigation in its territory on behalf of a foreign
counterpart, irrespective of whether the conduct in question vio-
lates, or would violate, the securities regulator’s law;

4.1.4. allow information shared with a foreign counterpart to be used
to facilitate the foreign counterpart’s investigation and resulting
proceedings, including assisting in a criminal prosecution; and

4,15, outside of the permissibie uses, maintain the confidentiality of
nonpubiic information received from a foreign counterpart.

What this means in real terms is that a securities regulator should have
the ability to use its enforcement powers on behalf of a foreign author-
ity to the same extent it uses them to enforce compliance with domestic
securities laws.

5. Ultimate Objective

5.1.

Securities regulators agree that capital markets are essential to the well-
being of the global economy and that investor confidence is critical to
the success of capital markets. In order to promote investor confidence,
we need to show that we are ready, wiiling, and able to take action
against wrongdoers who commit illegal securities activity. This includes
taking seriously the fraud and other illegal conduct that occur on mar-
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5.2.

kets outside our own, and giving priority to developing our ability to
provide international assistance.

The international regulatory community is only as strong as its weakest
link. The strength of the chain depends on each of us having the neces-
sary legal tools to cooperate with foreign counterparts. Cooperation
may be further enhanced by information-sharing arrangements, such as
MoUs. Only with these pieces in place will we be able assure our inves-
tors that the securities markets are safer because securities regulators
can act promptly and effectively to protect their interests and the integ-
rity of the markets.
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CHERYL-ANN LISTER

1. Bermuda’s Approach

1.1.

1.2

13.

14.

This chapter makes some general comments on Bermuda’s framework
for regulatory cooperation, with specific regard to international coop-
eration in the context of Bermuda’s investment regulation.

Bermuda is the home for a very substantial financial services industry
operating internationally, notably in banking, insurance, and investment
business. It is, in particular, a major jurisdiction for insurance and rein-
surance business and a principal center for the captive industry, and also
has a very large regulated mutual fund sector. The Bermuda Monetary
Authority (BMA) acts as the independent licensing and regulatory body

for virtually the whole of Bermuda's financial business sector.

In Bermuda, we have aggressively worked to ensure that our regulatory
legislation meets both the letter and the underlying objectives of the
policy framework that the international standard setters for financial
regulation have put forward, including with regard to the requirements
to be met for international regulatory cooperation.

In this chapter, I describe our experiences in regulator-to-regulator
assistance and also address a number of particular difficulties or con-
flicts we have identified.

2. Obstacles to Cooperation

2.1

Although most authorities (and all reputable authorities) are committed
to proper cooperation and information exchange and now have the nec-
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2.2,

2.3.

24.

2.5.

essary powers and gateways, we are very conscious of the fact that there
may be practical obstacles and delays involved, reflecting a wide range of
legal and administrative issues.

The experience of the BMA in both making and receiving requests for
information is that it is now rare for a request for supervisory assis-
tance to be directly refused. The problems that remain in international
cooperation are mainly manifested in the form of delays in making an
adequate response to a request for assistance.

While delays can, of course, be used as a “soft” alternative to outright
refusal, the BMA's observations tend to indicate that delays are much
more typically the result of genuine legal issues or practical matters, such
as a lack of relevant or adequate resources in the supervisory authority
concerned, than of any lack of willingness, in principle, to cooperate.

In considering the type of problems that arise, we find it helpful to
distinguish between (1) requests for information that is already in the
hands of the requested authority, and (2) those for which the requested
authority itself needs to take steps to acquire information from other
bodies or persons in its jurisdiction.

The former are by far the more straightforward, since, where the
information is already held by the supervisors, it is likely to have been
obtained because of a genuine regulatory or supervisory need for

the information in question. As a result, it is easier for the requested
authority to make a judgment as to whether the material in question
is genuinely relevant for the regulatory or supervisory purposes of the
requesting authority.

3. Developing Relationships

3.1.

3.2

In all cooperation requests, the existence of a previous cooperative rela-
tionship with the requesting authority is extremely helpful in ensuring
an appropriate and timely response. For this reason, most authorities
spend considerable time and resources cultivating links, both bilaterally
and through attendance at relevant international meetings, with their
opposite numbers in other jurisdictions.

For many years, Bermuda has devoted significant resources to ongoing
discussions and cooperation with other regulators internationally. The
BMA is 2 member of a number ofkey standard—setting bodies, notably
the Offshore Group of Banking Supervisors (operating in close col-

laboration with the Basel Committee), the International Association
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3.3.

of Insurance Supervisors (IAIS), the International Organization of
Securities Commissions, the Council of Securities Regulators of the
Americas, and the Offshore Group of Collective Investment Scheme
Supervisors.

At the same time, the BMA continues to be closely involved with

a number ofimportant international Working groups operating

under the aegis of the various standard-setting bodies, such as the
IAIS Reinsurance Technical Committee, the IAIS Task Force on
Transparency and Disclosure in the Reinsurance Sector, and the Basel
Committee’s Cross Border Banking Group.

4. Value of Memoranda of Understanding

4.1.

4.2.

4.3.

Generally, the BMA sees no need for our relationships with individual
regulators to be reflected formally in the development of memoran-
dums of understanding (MoUs) or other exchanges of letters. Putting
in place appropriate MoUs almost always involves extensive time and
efforts on the part of both parties, something we find is generally not a
particularly good use of scarce resources. Moreover, with a wide variety
of MoUs in place, it can then become an added burden for an author-
ity to constantly seek to ensure that it is compliant with the varying
commitments entered into in the different texts. In our case, therefore,
we would rarely see an overriding need for an MoU to be put in place
to document mutual commitments. We are, however, perfectly willing
to enter into MoUs where others prefer this approach and we can see
a practical need. (And, indeed, we do have a small number of MoUs in
place where needs have been identified.)

Time and practice have proven that the existence of previous links
between the institutions, and ideally personal acquaintance between
supervisors, is the best guarantee of timely and appropriate cooperation,
regardless of whether or not an MoU is in place.

Where there is no previous history, matters are likely to take longer,
often for perfectly valid reasons. Time is required

4.3.1. to identify the appropriate person to contact;

4.3.2. for the BMA, as the requested authority, to conduct neces-
sary checks to ensure that we can properly cooperate with the
requesting authority; and

4.3.3. to ensure that the specific request is a valid one.
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5. Equivalence

5.1

5.2.

5.3.

54.

I am sure that many authorities (as we must do under Bermudian leg-
islation) have to satisfy themselves that the requesting authority is an
equivalent regulatory body and that confidential information that is
put into the hands of that body will be at least as well protected from
onward disclosure as it would be in their own hands. Where there is no
previous history, these matters can take time and require further cor-
respondence to establish.

The question of the need for such "equivalence" requirements in legis—
lation is a difficult one. National parliaments have put in place strict
requirements domestically to constrain the disclosure of confidential
regulatory information. It is therefore natural for them to wish to
ensure that very different standards could not apply to the information
in the hands of another regulator to which it is legitimately passed. It is
equally important, however, that legal restrictions not be so inflexible
that necessary disclosures are inhibited and that legal challenges to the
exercise of an authority’s powers do not proliferate.

Requested authorities, very properly, always retain discretion over
whether or not to cooperate in a particular case. A key consideration in
that regard is normally the need for the requested authority to be satis-
fied that the requesting authority has a genuine supervisory purpose

in seeking the information in question. Such decisions are much easier
to make when the requested authority has previous knowledge of the
requesting authority and its regulatory approach, and is able to readily
comprehend the supervisory rationale for the request.

In particular, examining in detail the legisiation in the other jurisdic—
tion to ensure that the relevant confidentiality provisions are satis-
factory and that suitably narrow gateways are specified for onward
disclosure of any information passed on to the other authority is
normally an important prior condition for information exchange.
Inevitably, this involves a need to obtain and review the legal provisions
in the legislation governing the functions of the requesting authority,

a process which frequently necessitates discussions between the two
authorities to deal with any queries.

6. Obtaining Information for Foreign Authorities

6.1.

By contrast, the greatest difficulties in conducting practical interna-
tional cooperation arise in relation to requests for information not
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6.2.

6.3.

6.4.

6.5.

already held by the requested authority. This is also the cause of the
typically quite different experience of international cooperation from
the point of view of securities regulators as compared with those of
banking or insurance supervisors.

In sharp contrast to its experience in banking and insurance supervi-
sion, the BMA’s experience of cooperation requests in the securities
sector is that the relevant information is virtually never already in

the hands of the regulators. This reflects the fact that the bulk of
securities-related requests arise not out of institutional supervision of
intermediaries but out of market surveillance—in other words, investi-
gation of market price movements appearing to reflect insider dealing
or improper price manipulation. So, almost inevitably, the requested
authority has to serve notice on an institution in order to obtain the rel-
evant information. Moreovet, the information requested will generally
relate not to the prudential supervision of a licensed institution but to
the affairs of individual customers of that institution.

As a result, for securities regulatory purposes, international cooperation
necessarily tends to involve a much more complex and time-consuming
process whereby regulators need to exercise statutory powers to obtain
information; and such cases require extensive review and considerable
care, since, in all our jurisdictions, the legal powers to collect informa-
tion, under compulsion, relating to legal or natural persons that are not
themselves regulated are constrained and conditioned in certain ways.

In Bermuda’s case, for example, the BMA needs to be satisfied as to
certain matters before we can give assistance. Requests must come from
a regulatory body carrying out corresponding functions; we must also
be satisfied they are for a genuinely regulatory purpose, and that the
information in the hands of the requesting authority will remain tightly
restricted in terms of the use that can be made of it and the persons to
whom it may be communicated.

Consequently, such cases are often time-consuming for the requested
authority, which needs to obtain sufficient information to satisfy itself
that the relevant conditions for use of its powers to compel information
are met and can be demonstrated to be met in the event of a subsequent
challenge. Resources are then needed to draft the requisite legal notices,
to serve them on institutions, to deal with any court challenges, and

to review material received in response to notices in order to detet-
mine what information should be passed to the requesting authority.
Understandably, against that background, delays are almost inevitable.
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6.6.

6.7.

6.8.

But, again, our observation suggests that most authorities seek to deal
expeditiously with requests, and we have seen extremely little evidence
of delays masking a general unwillingness to cooperate.

For many of us, the powers to compel disclosure of information are
relatively new tools, and we are still feeling our way through some of
these practical aspects. It is important to recognize the sensitivity of
the issues raised in this area and, in particular, to ensure that we handle
properly the conflict that can emerge between the need for relevant
information to flow through regulator-to-regulator gateways and the
rights of a client to have proper privacy respected with regard to his or
her personal affairs. Bermuda has never had any specific secrecy leg-
islation, but, as with other countries with a legal framework based on
English law, there is a strong presumption of privacy under common
law for clients” affairs. As supervisors, we have to ensure that this pre-
sumption of privacy is overridden by our regulatory powers to compel
disclosure of information only in appropriate circumstances and within
an acceptable framework of checks and balances governing the exercise
of our powers.

As a result, we take extremely seriously the obligations on us with
regard to exercising our powers to compel disclosure of information.
In each case, we need to ensure that we are able to assess the appropri-
ateness of a particular request and, in particular, that it is targeted on
potential breaches of regulatory provisions. Each request is considered
directly at the highest levels to ensure that, as an authority, our process
of internal review of requests is subject to proper scrutiny. Once the
information is received, we review the material in question and pass on
whatever appears relevant to the specific request.

It is easy to become irritated at the deiays and procedural complexities
that can be involved in processing such requests, but I believe we all
need to recognize the real sensitivities in this area and seek to strike a
fair balance. We need to ensure proper enforcement of market stan-
dards, and effective information exchange is an important element in
ensuring proper investigation of suspected offenses. But, ultimately,

we will undermine effective regulation if we are not seen to act reason-
ably and fairly. Standards of cooperation have developed very rapidly in
recent years. In many countries, the new regulatory gateways are not yet
well known or fully understood, and we still need to overcome suspicion
and to earn trust. As part of this, it will be important for regulators to
be as transparent as possible in explaining the nature of the gateways
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and the rationale for them. Once the objectives and the requirements
are understood and recognized, greater confidence can be built. It may
then become easier for regulatory authorities to seek greater flexibility
and discretion in the application of the gateways for cooperation.

7. Transparency

7.1.

7.2.

7.3.

One issue, of course, is that regulators seek to act through such regula-
tory gateways without transparency at the level of the specific case. If I
need to pass on information about a client of a financial institution for
a regulatory purpose, it is Iikely that the individual concerned will have
no knowledge of that. Where the purpose of passing that information
can be seen as necessary for the prudential supervision of the institu-
tion, there is arguably an overriding regulatory imperative. Where
information is sought in relation to inquiries into possible market abuse
by the customer of the institution, however, the absence of transparency
becomes more troubling. Of course, the information on the innocent
client is sought essentially to enable him or her to be eliminated from
inquiries. And for the guilty, it may arguably handicap an investigation
if the individual has to be put on notice.

Information requests of this kind are normally made on a confidential
basis and are passed on to institutions on that basis. In most jurisdic-
tions, there are no anti-tipping-off provisions, so, legally, an institution
may alert its customer to a request, for example, if it concludes that it
may have some obligation to put its customer on notice. I am aware that
customers have been alerted in a few cases. So, the reality is that we do
not have a level playing field. Neither am I sure that the right answer
would simply be to enforce an anti-tipping-off provision. It may be that
we, as supervisors, need to think harder about how far and in what
circumstances it is legitimate to remove the rights of customers to be
aware of the fact that their private affairs are to be subject to scrutiny
in this way as a result of the exercise ofpowers to compel disclosure of
information by financial intermediaries.

In addition, there are difficult questions on the distinction between the
regulatory and the criminal gateways. In many jurisdictions, Bermuda
included, the legal provisions continue to enforce a sharp distinction.
Hence, a requested authority needs to satisfy itself that the request is
for a proper regulatory purpose—something that can be even more
difficult to do where the requesting authority may have powers and
responsibilities that also span the criminal law. Moreover, not infre-
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quently, inquiries that begin as regulatory subsequently become crimi-
nal as a result of a decision of the foreign authorities as to the proper
sanctions in a particular case. Understandably, requesting authorities
can find it frustrating, in such circumstances, to be told that the regu-
latory gateways no longer apply and that further cooperation must

be sought through recourse to the preexisting mutual legal assistance
provisions. It is, nonetheless, most important that they make use of
the proper route. I believe it is important to avoid any perception that
regulatory gateways are a quicker and easier option than mutual legal
assistance provisions, where relevant, since such a development is
likely to increase skepticism about regulator-to-regulator gateways and
complicate the process of gaining full trust. If there are problems and
concerns over the reliability or timeliness of mutual legal assistance and
other established cooperation gateways, the proper course is to tackle
these issues directly. The alternative, in which regulatory gateways are
increasingly used to circumvent these proper avenues, would, I believe,
likely be a counterproductive approach.
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'| 5 International Cooperation: The

Legal Position and Practice in
the British Virgin Islands

JACQUELINE WILSON

1. Introduction

1.1.

1.2.

1.3.

The British Virgin Islands (BVI) Financial Services Commission
(ESC) is the authority that is responsible for regulating financial
services business that is carried on in or from within the BVL This
includes banking and trust company business, company management
business, mutual fund business, and insurance business.

The financial services system comprises 10 banks, 389 insurance com-
panies, 3,409 mutual funds, 544,000 registered international business
companies (of which fewer than 200,000 are active), and 79 registered
agents. Three of the 10 banks are permitted to do business only outside
the BVI, and all of them (apart from the government-owned bank) are
foreign owned. The insurance sector includes local and captive insur-
ance services being offered by 389 companies. The 346 captive insurers
constitute the bulk of insurance business carried on from within the
territory. Captive insurers are managed by 14 insurance managers with

an established physical presence in the BVI.

The BVT’s international business companies (IBCs) market represents
a substantial portion of its financial sector. The BVI has thus far regis-
tered 544,000 IBCs, all of which must have registered agents, who are
licensed under the Company Management Act or the Banks and Trust
Companies Act (BTCA) and who are also required to maintain a physi-
cal presence in the BVI. Some agents may also have licenses to manage
trusts. Other agents are allowed only to manage a limited number of
trusts.
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1.4. The FSC’s powers to obtain and disclose confidential information
are exercisable against a wide range of persons and in comprehensive
circumstances, otherwise known as the gateway provisions. These
powers are set out in two pieces of legislation, namely, the Financial
Services Commission Act, 2001 (FSC Act) and the Financial Services
(International Cooperation) Act, 2000 (FS(IC) Act). The latter deals
exclusively with the legal framework for the FSC to provide assistance
to, and receive assistance from, a foreign regulatory authority. A foreign
regulatory authority is defined as including an authority in a country
outside the British Virgin Islands that exercises regulatory func-
tions that, in the opinion of the FSC, relate to companies or financial
services.

2. Financial Services Commission Act

2.1. Under the FSC Act, the FSC'’s compulsory powers are exercisable
against a regulated person, a person connected with a regulated person,
a person carrying on financial services business, and a person reason-
ably believed to have the required information. The powers are exercis-
able by the FSC for the purpose of discharging its functions or ensuring
compliance with any financial services legislation. The procedure that
is followed is for the FSC to issue a notice requiring the recipient of the
notice to produce such information as may be specified in the notice.

2.2. In addition, under the FSC Act, the FSC'’s Board of Commissioners
has power to request (as opposed to require) any person engaged in or
related to any financial services business to furnish the FSC with such
information as the board may specify. The board cannot compel a pet-
son to produce documents that have been requested, whereas the FSC
can compel a person to produce documents that have been required by
applying to a magistrate for a search warrant.

2.3. The FSC does not have the power to require, nor does the board have
the power to request, the disclosure of information that a person would
be entitled to refuse to disclose or produce on the grounds of legal pro-
fessional privilege. This provision of the FSC Act is a codification of the
common law doctrine. Documents are subject to legal professional priv-
ilege where they are given to a legal practitioner by a client or his rep-
resentative for the purposes of seeking legal advice or by any person in
contemplation of or in connection with legal proceedings. Information
is not subject to legal professional privilege if it is communicated or
given with a view to furthering a criminal purpose. The FSC Act spe-
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cifically provides that it does not prevent a legal practitioner from giving
the name and address of his client.

2.4. The gateway provisions under the FSC Act allow for disclosures as
follows:

2.4.1. for the purpose of legal assistance in the investigation of a crimi-
nal activity on a request by an international organization recog-
nized by the board or a law-enforcement authority in a country

approved by the board;

2.4.2, for the purpose of assisting a foreign regulatory authority,
including a trading or a security or exchange authority in a coun-
try or jurisdiction approved by the board, in discharging duties
or exercising powers corresponding to those of the FSC;

2.4.3. to the governor, the Executive Council, the board, the FSC’s

Licensing and Supervisory Committee, or an officer of the FSC;

2.4.4. to any person for the purpose of discharging any duty under any

financial services legislation in the BVT;

2.4.5. on the order of a court of competent jurisdiction for the pur-
poses of any criminal or civil proceedings in the BVI;

2.4.6. to any person for the purpose of
— criminal proceedings in the BVI;

- disciplinary proceedings, whether within or outside the
BVI, relating to the discharge by a legal practitioner, auditor,
accountant, valuer, or actuary of his professional duties; and

— disciplinary proceedings relating to the discharge by a public
officer, 2 member or employee of a BVI statutory board, or
a commissioner or employee of the FSC of his or her duties;
and

2.4.7. legal proceedings in connection with the winding up of a regu-
lated person in the BVI or the appointment of a receiver.

2.5. Where disclosure is made to an international organization, foreign
law-enforcement authority, or foreign regulatory authority, those
authorities are prohibited from making further disclosures without the
prior written consent of the board. To facilitate compliance with this
provision in the law, the FSC requires a written undertaking to this
effect before granting assistance. The rationale for this provision is to
preserve/protect the confidentiality of information that is disclosed by
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the FSC to foreign authorities. Although some foreign regulators have
objected that such an undertaking may effectively require them to act in
breach of obligations under their respective laws, it is suggested that the
reasonable exercise of the board’s discretion would allow those authori-
ties to make disclosures in keeping with their legal and constitutional
obligations.!

3. Financial Services (International Cooperation) Act, 2000

3.1.

3.2

3.3.

3.4.

The FS(IC) Act contains detailed provisions on how the FSC should
execute requests for assistance by foreign regulatory authorities and
stringent provisions to enforce compliance with the FSC's compulsory
powers.

The four main factors for consideration upon receiving a request are the
following:

3.2.1. reciprocity by the requesting authority—whether corresponding
assistance would be given to the FSC;

3.2.2. whether the inquiries relate to the possible breach of a law or
other requirement that has no parallel in the British Virgin
Islands (there is no express requirement to establish dual
criminality);

3.2.3. the nature and seriousness of the matter to which the inquiries
relate and whether the assistance could be obtained by other
means; and

3.2.4. whether it is appropriate in the public interest to grant the assis-
tance sought.

It should be noted that the FSC has not refused assistance on any of the
above grounds.

Where the FSC is satisfied that assistance should be granted to a for-
eign regulatory authority, it may exercise its compulsory powers against
any person by issuing a direction requiring that person to furnish infor-
mation, produce documents, or otherwise provide assistance. It is sug-
gested that “assistance” may be interpreted to mean informal interviews.
Where a person fails to comply with a direction within three days from
the date of the direction or such longer period as the FSC may permit,
the FSC may apply to a magistrate for an order requiring the person to

1An example of this issue is given later in this chapter.
P g P
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comply with the direction. An application to a magistrate must be pro-
cessed by the magistrate within seven days of the application, and the
failure to comply with an order of a magistrate is an offense punishable,
on summary conviction, by a fine not exceeding ten thousand dollars.

As with the FSC Act, under the FS(IC) Act, a person shall not be
required to disclose information or produce documents which he or
she would be entitled to refuse to disclose or produce on the grounds
of legal professional privilege, except that a barrister or solicitor may be
required to furnish the name and address of his or her client.

4. Difficulties Encountered in Obtaining/Sharing Information

Objection to Undertaking

4.1.

4.2.

4.3.

The requirement to undertake not to make further disclosure without
the prior written consent of the board has met some resistance from
two overseas regulators. In both cases, the objection to giving such an
undertaking was based on the premise that the overseas regulator was
required, or may have been required by law, to pass confidential infor-
mation to other authorities—investigative, prosecutorial, or legislative.

The reluctance to give the undertaking was therefore sparked by a con-
flict between the laws of the requesting authority and of the requested
authority, that is, the FSC. A lack of understanding of the relevant pro-
visions of BVI law and skepticism that approval for further disclosure
would not have been granted may also have played a part. Once a rela-
tionship of mutual trust and cooperation was developed, however, the
misgivings abated and the process worked smoothly. In one instance,
the terms of what would otherwise have been a standard undertaking
were reworked to meet the needs of the overseas regulator while satisfy-
ing the requirements of the FSC Act.

Save in those exceptional cases, foreign regulatory authorities seek-
ing assistance from the FSC have readily undertaken to be bound by
the requirement to seek the prior written consent of the board prior to
making further disclosure of confidential information.

Lack of Forthrightness by Requesting Authority

44.

The lack of candor by a requesting authority has a serious impact on
the effective execution of a request. Full and frank disclosure of all
relevant matters (including any negotiations with the parties who have
been requested to produce documents) is essential.
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4.5.

4.6.

In one instance, the FSC received a request for assistance from a for-
eign regulatory authority, and the FSC issued a notice to a regulated
entity to produce documents pursuant to the request. In the interim,
attorneys for the requesting authority entered into negotiations for the
production of the same documents with attorneys who were represent-
ing the BVI-regulated entity. The negotiations were not disclosed to the
ESC. In fact, the FSC first became aware of the negotiations when it
wrote to the regulated entity imposing a final deadline for the produc-
tion of the documents. The regulated entity informed the FSC that its
attorneys were negotiating the production of documents with attorneys
for the foreign regulator and that it would be advisable to await the out-
come of the negotiations. This was obviously the cause of considerable
embarrassment to the FSC.

Fortunately the matter was resolved favorably and the requested docu-
ments were produced.

Overstepping Boundaries

4.7.

4.8.

In one instance, in what could perhaps be best described as an overexu-
berant effort to achieve the desired result, a foreign regulatory authority
made direct contact with a local bank, informing bank officials that an
order had been obtained in the jurisdiction where the foreign regulator
was located restraining accounts that were held in the BVI and warn-
ing the bank that it would incur Iiabﬂity if any sums were withdrawn
from those BVI accounts. The foreign regulator ignored the advice of
the FSC to restrain the accounts using available procedures under other
BVTI legislation and threatened the bank that, as a constructive trustee
of the accounts, it would incur liability if any sums were withdrawn
from those accounts. The bank had eatlier provided documents to the
FSC pursuant to a request for assistance in the same matter, and the
FSC was concerned that the approach of the foreign regulator may have
undermined the bank’s previously cooperative approach.

Needless to say, the foreign regulator’s approach was a source of con-
cern to the FSC and contrary to sound international cooperation
procedures.

5. Conclusion

5.1.

Notwithstanding the difficulties that are sometimes experienced in the
international cooperation process, the statutory scheme set out in the

FSC Act and the FS(IC) Act has been effective in allowing the FSC to
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5.2.

5.3.
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obtain and disclose confidential information subject to such safeguards
as are necessary to both facilitate sound regulatory practices and protect
legitimate interests.

The FSC's ability to provide assistance is demonstrated by the follow-
ing statistics on informal and formal requests:

2001 2002 2003

Informal 12 32 37
Formal 1 13 10

When an informal request for information is received, the FSC pro-
vides information that is publicly available and advises the person mak-
ing the request on the procedure for obtaining requested information
that is not publicly available. When a formal request for assistance is
received, the FSC may grant assistance under either the FSC Act or the
ES(IC) Act, provided that the requirements of the relevant legislation
have been satisfied.
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Regulatory Cooperation Standards
and Practices in the Samoa
Offshore Financial Center

ERNA VA'AI

1. Introduction

1.1. This chapter describes the experience of the Samoa offshore finan-
cial center (OFC) with cross-border cooperation and exchange of
information.

1.2. The financial center was established in October 1988 following the
enactment of various laws—namely,

the International Companies Act, 1987;
the Offshore Banking Act, 1987;

the International Trusts Act, 1987;

the Trustee Companies Act, 1987; and
the International Insurance Act, 1988.

1.3. Since then, the types of products offered by the Samoa jurisdiction have
been expanded with a series of changes to these laws. For example, in
response to the increased popularity of Samoan international compa-
nies, the International Companies Act was amended, over the years,
to introduce limited liability companies (LLCs), companies limited by
guarantee, and hybrids of these company types. With offshore banks
and insurance companies, the enabling licensing legislation was amended
in the light of international standards of best practice on supervision.

1.4. A particularly important development in 1998 was the introduction
of gateway provisions to facilitate information exchange between the
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Samoan authorities and their foreign counterparts for supervisory put-
g Y
poses only.

The current experience of the Samoan jurisdiction with cross-border
cooperation and exchange of information cannot be seen in isolation.
This is because it is part of an emerging global process stemming from
concerns about significant gaps in the global system in relation to finan-
cial supervision and money laundering, We are experiencing, therefore,
the unfolding of various global initiatives from international bodies

like the Financial Stability Forum (FSF) and the IMF, and from the
Financial Action Task Force (FATF) on anti-money laundering (AML)
and combating the financing of terrorism (CFT). These initiatives pro-
mote standards of best practice in financial supervision and AML/CFT
measures.

2. Striking the Balance Between Confidentiality and Measures to
Deter Abuse

2.1.

2.2.

2.3.

24.

A common thread running through these international initiatives is the
demand for cross-border cooperation and information exchange. As an
offshore financial center, Samoa has taken the demand for cross-border
cooperation and information exchange very seriously.

Like many other OFCs, Samoa views secrecy or confidentiality in
financial matters as an essential ingredient in the offshore industry that
deserves to be protected. Unlike other jurisdictions that rely on com-
mon law to protect confidentiality, there are explicit strict secrecy provi-
sions enshrined in all the Samoan offshore legislation.

The strictness of the confidentiality provisions is reflected in the severe
penalties for unauthorized disclosures ensconced in each of the acts
that underlie the Samoan offshore financial center. Although offshore
secrecy or confidentiality has justifiably come under vigilant attack,
there are still legitimate reasons behind the concept. Such reasons
include, for example, trade secrets and the genuine need for privacy of
investors residing in countries where kidnapping and security issues are
highly relevant. In addition to the need for privacy under the alarming
circumstances of the latter, there is also a need for family privacy in
relation to probate or succession issues.

In Samoa, secrecy or confidentiality is not absolute, however, and con-
fidential information can be disclosed under compulsion by law. There
are clear exceptions to the secrecy provisions, especially where there is
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2.5.

an element of public interest in preventing abuse of the financial system,
when fighting crime, or when providing for proper supervision of finan-
cial institutions. For example, the Money Laundering Prevention Act,
2000 overrides secrecy provisions in any of Samoa’s laws including the
offshore regime.

This involves a delicate balancing act between individuals’ rights to
privacy in the conduct of their business and commercial affairs, and

the public interest in crime prevention and proper financial regulation.
Maintaining the correct balance is a major challenge that OFCs such as
Samoa will continue to face in the future.

3. Experience of Samoa

3.1.

3.2.

3.3.

3.4.

Let me now describe Samoa’s experience with cross-border cooperation
and exchange of information.

In general, a combination of local laws and prudent practice allows
exchange of information in Samoa between client and professional
service providers, between professionals and industry regulators, and
between regulators and foreign counterparts. The focus of this chapter
is on regulatory exchanges of information.

Samoa has not, to date, entered into exchange of information agree-
ments or treaties with any jurisdiction.

Exchange of information has, to date, occurred on three levels:
3.4.1. informal;
3.4.2. formal requests for legal assistance; and

3.4.3. statutory regulator-to-regulator provisions for exchange of
information.

Informal Exchanges of Information

3.5.

3.6.

Most of the exchange of information experienced in Samoa before the
introduction of legislative gateway provisions was via informal means—
for example, by telephone or discussion at supervisory meetings. For
informal exchanges of information to occur, it is essential that the regu-
lator establishes trust and understanding with not only his peers but
also the financial services industry.

Trust can be cultivated and fostered only Where supervisors know
each other, and forums and peer groups SLICh as the Offshore GI‘OU.p
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of Insurance Supervisors (OGIS) and the Offshore Group of Banking
Supervisors (OGBS) can play a pivotal role in its establishment. As a
member of the OGIS and an observer of the OGBS, Samoa shares in
cooperative efforts to comply with and keep abreast of international
standards on supervision, which involve a high level of exchange of
information. Other informal exchanges between regulators occur when
conducting due diligence on prospective licensees, especially if the
applicants are licensed in another jurisdiction. The networking in regu-
latory peer groups greatly assists inquiries in the licensing and ongoing
monitoring of regulated entities. The information exchanged between
regulators may include both supervisory and nonpublic information
and depends largely on the law and, to some extent, the relationships
between regulators.

In relation to the industry, the regulated entities (e.g., trustee com-
panies, offshore banks, and insurance companies) must keep all their
records in Samoa. They are also obligated by law to provide audited
accounts and annual reports to the regulator and additional informa-
tion as it may direct from time to time. A high level of information
exchange informally occurs at this level (not only between the regu-
lator and the industry but also among the service providers them-
selves), which is enhanced by the existence of the Trustee Company
Association.

Formal Requests for Assistance

3.8.

3.9.

In practice, information was exchanged between the Samoan authori-
ties and foreign regulators pursuant to formal requests for legal assis-
tance even before passage of the gateway provisions or the Money
Laundering Prevention Act, 2000. For example, in 1994, a request

was received by the Samoan Government from the Treasury of the
Netherlands for information on a defunct Samoan international com-
pany being investigated for laundering proceeds of drug activities. The
request for information was granted by the minister of finance (who is
the ultimate authority in the offshore sector), given that the company
had been deregistered and was deemed not to be entitled to privileges
of tax exemption and confidentiality. Moreover, an exemption to the
secrecy provisions allowed the initial disclosure by the trustee company
to the minister, in what was believed to be in the interests of upholding
the integrity of Samoa.

Subsequent to the passage of new legislation, there have been provisions
for statutory regulator-to-regulator exchanges of information.
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3.10.

3.11.

3.12.

3.13.

3.14.

3.15.

3.16.

3.17.

The gateway provisions in the legislation dictate what information

can be disclosed and under what conditions. These provisions were
introduced under the Offshore Banking Amendment Act, 1998 and
the International Insurance Amendment Act, 1998 to allow exchanges
of information between regulators, provided three (3) conditions

are met:

The regulator is satisfied that the intended recipient authority is subject
to adequate legal restrictions on further disclosures, including provision
of an undertaking. The phrase “adequate legal restrictions” primarily
means that the requesting regulator in receipt of information must have
a duty to protect the information provided, which is confirmed by an
undertaking given by the requesting regulator that information pro-
vided will not be disclosed to a third party without the express consent
of the Samoan authorities;

Information provided by the regulator does not contain any names of
clients; and

Information is required for supervisory purposes only and is not related
(either directly or indirectly) to tax matters or enforcement of exchange
controls.

The restrictions on information that can be provided (i.e., relative to
names of clients and tax or exchange controls enforcement) are in line
with the overall scheme of the legislation as it was formulated back

in 1998. Additionally, the new proposed International Banking Bill,
2004 ([which was] envisaged to be enacted in the first quarter of 2005)
will expand the scope of information exchange to include information
required for purposes of prevention and suppression of terrorism or
enforcement of the Money Laundering Prevention Act, 2000.

Samoa also has draft legislation—namely, the International Financial
Services Cooperation Bill, 2004. This bill provides for international
cooperation between the Samoan authorities and foreign regulatory,
law-enforcement, and tax authorities.

As a regulator, I have made several exchanges, pursuant to the statutory
gateways, with other regulatory authorities, particularly when conduct-
ing due diligence for licensing purposes with, for example, the British
Virgin Islands, Vanuatu, Guernsey, Labuan, and the Cayman Islands.

Throughout my limited experience in the exchange of information,
there have been some underlying problems.

128



16

Regulatory Cooperation Standards and Practices in the Samoa Offshore Financial Center

3.17.1. There is a need to understand other jurisdictions’ systems
(particularly by developing personal contacts), since different
countries do things differently—for example, in respect of the
structure of supervision and the division of responsibilities
between federal and state authorities.

3.17.2. Some jurisdictions may not have legal gateway provisions in
their legislation to allow the exchange of information and may
therefore find that information obtained informally may be
held inadmissible in court proceedings.

3.17.3. There is a need for a model memorandum of understanding
(MoU) to facilitate information exchange. Samoa does not, at
present, have an MoU with any other jurisdiction.

3.17.4. There is a need to understand the scope and reasons for the
request. The regulator making the request should make a full
and open disclosure.

4. Future Developments on Exchange of Information in Samoa

4.1.

4.2.

In light of the present global climate, it seems highly likely that mecha-
nisms facilitating the exchange of information in Samoa will continue
to expand. There is now a trend among offshore financial centers that
is being promoted by supranational organizations like the Financial
Action Task Force (FATF) to extend existing gateways to law-
enforcement agencies.

To this end, Samoa has prepared new draft legislation called the
International Financial Services Cooperation Bill, 2004. This bill
will provide for international cooperation with foreign regulatory and
law-enforcement agencies and designated competent authorities under
exchange of information (EOI) treaties and agreements. The draft
law is based on similar legislation in the British Virgin Islands (BVI)
called the Financial Services Act, 2000 and Part IV of their Financial

Services Commission Act, 2001.
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'| 7 Cross-Border Cooperation
and Information Exchange:
Overcoming the Barriers to
Regulatory Cooperation

RICHARD PRATT AND HENRY N. SCHIFFMAN

1. Introduction

1.1. What are the main barriers to international cooperation between
regulators, and how can they best be overcome? This was the focus for
discussion at the IMF Cross-Border Cooperation Conference held in
Washington, D.C. on July 7 and 8, 2004.

1.2. In this paper, we discuss the purposes of cooperation between financial
service regulators, focusing on banking, securities business, insurance,
and anti-money laundering (including combating the financing of ter-
rorism (AML/CFT)). We then examine the multilateral instruments
designed to encourage cooperation and the approaches to international
cooperation of the international standard-setting bodies (SSBs) or
recommendations in the four regulatory areas.! We describe the most
frequently experienced continuing barriers to cooperation and consider
the reasons for them. We conclude by identifying some themes from
this analysis and suggesting priority actions for the future.

1.3. The paper is based on published reports and discussions with regula-
tors. A survey of regulatory authorities was also conducted. An analysis
of the findings was presented to the conference. This paper draws on
those findings and on the discussions at the conference.

'The Basel Committee on Banking Supervision (Basel Committee); the International
Organization of Securities Commissions (IOSCO); the International Association of Insurance
Supervisors (IAIS), and the Financial Action Task Force (FATF).
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14.

15

1.6.

Before discussing the specific issues covered by the paper, it is worth
making one point at the outset that is clear from research and from the
experience of regulators. Although there is no doubt that the existence

of institutional or legal impediments to cooperation remain, the willing-
ness of regulatory agencies to engage in cooperation can make a vital
difference. On the one hand, in some financial centers, policymakers
believe, rightly or Wrongly, that their center’s comparative advantage lies

in providing a safe location for those wishing to escape the attentions of
law-enforcement and tax agencies elsewhere. In such a context, however
extensive the cooperation powers and however widely drawn the gateways
for information exchange, it is improbable that cooperation will be timely
and effective. On the other hand, even where there are inadequacies in the
cooperation legislation, which leave legal and other barriers to informa-
tion exchange, a regulator who sees it as a duty and in the interests of the
jurisdiction to be cooperative can frequently find ways of assisting foreign
agencies within the constraints of that jurisdiction’s legislation.

Therefore, although we focus, in this paper, on formal and informal barri-
ers to cooperation and offer ways of overcoming them, we judge that there
is nothing quite as effective as the continuing campaign by international
standard-setting bodies, multilateral agencies, and individual countries

to persuade regulatory agencies, through direct and indirect pressure, to
adopt cooperative stances. Trust is enhanced by personal contact, but
personal contact requires events and travel. Part of the assistance recom-
mended in this paper is designed to assist in the promotion of events to
develop personal contact and to provide support for the costs of travel.

With respect to the organization of this paper, the main themes are dis-
cussed in Sections 1-5, and our conclusions and recommendations are
set out in Section 6. Appendixes A—E amplify the main themes (includ-
ing some descriptions of cases). Appendix F analyzes the approaches of
the different standard-setting bodies (and the Egmont Group) in their
pronouncements regarding cooperation.

2. Purposes of Cooperation

2.1.

2.2.

International cooperation assists financial services regulation in many
ways. Specifically, it assists regulators when considering licensing appli-
cations, conducting ongoing regulation, and carrying out enforcement
action.

Regulators are inclined to focus on the way in which international
cooperation affects their own performance as regulators and that of fel-
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low regulators. International cooperation has a further and wider effect,
however, in improving the understanding of the operation of the world’s
financial system and thereby enhancing efforts to improve stability.

Appendix A provides more detail about the kinds of information that
is exchanged for licensing, for ongoing regulation, and for enforcement.
This section identifies the key issues.

Licensing

24.

2.5.

2.6.

Cooperation is frequently of value when regulators are dealing with new
applications for licenses to conduct financial services business (FSBs).

It will frequently be the case that a regulator, faced with an application
from an FSB for a license, will be aware that the applicant itself, or a
member of the same group, has a license to conduct financial services

in another jurisdiction. In these circumstances, information about the
regulatory track record, the financial soundness of the business, and the
competence and integrity of the owners and controllers is of great value.

(For a fuller description, see Appendix A.)

For the most part, this form of cooperation presents few difficulties in
practice. One major and increasing d.ifficulty that inhibits cooperation
in respect of licensing, however, is the extent to which a regulator can
share confidential concerns about an FSB with another regulator.

To be effective, cooperation in respect of license applications has to

be open and comprehensive. Public information about the regulatory
history of an FSB can readily be exchanged. Confidential information
about formal actions by the regulator can also be exchanged where the
legal powers exist. Regulators have considerable knowledge about an
ESB, however, that is not necessarily a matter of public record and may
not have been communicated to the FSB. Indeed, there will almost
always be some information that is available to a regulator about an
ESB that has not been communicated formally, either publicly or con-
fidentially, to the FSB itself. If, in these circumstances, a regulator in
Jurisdiction A passes on, confidentially, serious concerns about an FSB
to a regulator in Jurisdiction B that are relevant to an application by
that FSB (or a closely associated FSB) in Jurisdiction B, it may not be
possible for the regulator in Jurisdiction B to reveal that the informa-
tion was a reason for rejecting an application. On the one hand, it is
unfair to the FSB, as a license applicant in Jurisdiction B, to have no
opportunity to challenge information that may affect its livelihood. On
the other hand, if the regulator in Jurisdiction A withholds information
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2.7.

2.8.

29.

2.10.

about those concerns, it is unfair to the regulator in Jurisdiction B to
be left unaware of relevant information. The same issue applies to indi-
viduals about whom inquiries may be made.

Precisely the same dilemma arises when a regulator receives confiden-
tial information from another agency in the same jurisdiction.

As regulators have, quite properly, been required to be more transparent
in their decision making, this dilemma has become more acute. In prac-
tice, regulators exercise their judgment about the kind of information
that should be exchanged. That judgment clearly takes into account the
strength of the concerns felt about an FSB and the relevance of the con-
cerns to a new license application in another jurisdiction. The judgment
will also be influenced by the trust and confidence that one regulator
may have that another regulator will use information wisely and with
discretion.

In some cases, the only possible approach is for regulators to decline

to transmit to another regulator concerns that do not have an objec-
tive basis and that have not been disclosed to the FSB itself, because of
the difficulty that that could entail. Such an approach could, however,
result in an FSB receiving a license when it would be in the interests of
the jurisdiction and the public, and perhaps of the wider financial sys-
tem, for it to be refused.

One approach to resolving this dilemma is set out in the following
(which applies equally, mutatis mutandis, to information passed to a
regulator from another agency in the same jurisdiction and to informa-
tion concerning key individuals):

2.10.1. A regulator in Jurisdiction A should pass on concerns about
an FSB to a regulator in Jurisdiction B where the FSB (or
a closely related entity) is making a license application and
where the concerns are relevant to the license application in
Jurisdiction B;

2.10.2. Wherever possible, those concerns should be expressed in a
way that could be revealed to the FSB (for example, where they
are matters of public record or where they have been passed on

to the FSB already in Jurisdiction A);

2.10.3. Where the concerns cannot be passed on to the FSB, the
regulator in Jurisdiction A should so inform the regulator in
Jurisdiction B;
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2.10.4. The regulator in Jurisdiction B should not turn down the
application in Jurisdiction B purely on the basis of confidential
information that cannot be revealed to the applicant;

2.10.5. The regulator in Jurisdiction B can, however, either:

2.10.5.1. use the confidential information to make further
inquiries of the applicant and perhaps to challenge
information that the FSB has given in support of its
application, or

2.10.5.2. (if the conditions attached to the disclosure of the
information allow it) convey the information available
to an applicant in order to allow the applicant the
opportunity to contest it or to withdraw the applica-
tion if the information conveyed has some merit.

2.10.6. This approach may result in the identification of further infor-
mation that could be used as a basis for a decision—either
in favor of or against the applicant. It may be that even when
adopting this approach, no objective information emerges,
and the regulator in Jurisdiction B may have no choice but to
approve such an application. Nevertheless, the regulator can at
least ensure that the applicant is subject to enhanced surveil-
lance until the regulator is satisfied by the FSB’s regulatory
performance.

Ongoing Regulation

2.11.

2.12.

Cooperation enhances ongoing regulation of multinational FSBs. It is,
first, essential to establish the respective roles of home and host supervi-
sors of multinational FSBs (usually, but not exclusively banks) and to
provide forjoint on-site inspections and better mutual understanding of
their business (including, perhaps, coordinated requests for information
from the FSB). Cooperation can cover particular concerns, such as the
growth of exposure of an FSB as a whole to particular borrowers, coun-
tries, or markets; its capital adequacy; and any enforcement action and
its impact on the assessment of the FSB’s integrity. Appendix A covers
these points in more detail.

In practice, host supervisors tend to provide much more information
to home country supervisors than vice versa. A reason for this is the
responsibility of the home-country supervisor for consolidated supervi-
sion. In countries where foreign FSBs account for a significant share
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2.13.

2.14.

2.15.

of the market, and especially where a foreign institution is systemically
significant, host-country supervisors should, however, be able to obtain
information from the home-country supervisor on the condition of the
parent institution.

There is often a further asymmetry between home and host supervi-
sors that arises primarily in banking and insurance supervision rather
than in securities regulation. A home-country supervisor of a major
multinational FSB will have information relevant to dozens of other
supervisors and may feel it impractical to tell them all. Failure to share
such information routinely with relevant host supervisors, however,
may result in a lack of understanding by those host supervisors of the
issues faced by the home supervisor in respect of that FSB. Such fail-
ure may also result in a lack of trust between the supervisors. This,

in turn, may mean that a host supervisor fails to share information
that would be critical to a home supervisor—perhaps because the host
supervisor was unaware of the significance of that information to the
home supervisor.

In banking, this need has been explicitly recognized. A report by a
working group comprised of members of the Basel Committee and the
Offshore Group of Banking Supervisors in 19962 discussed the need
for ensuring adequate provision of information from the home-country
to the host-country supervisor. It recommended that home supervisors
inform host supervisors at an early stage when the home supervisor
learns of problems specific to the host country affiliate of an institu-
tion. With respect to material adverse changes in the global condition
of a banking group with operations in a host jurisdiction, the report
acknowledged the sensitive nature of disclosing such information, both
as to substance and timing, and indicated that, in such instances, deci-
sions on information sharing with host—country supervisors would have
to be made on a case-by-case basis.

An example of home/host-country supervisor cooperation that is per-
haps unique is with respect to Nordic countries’ supervisors’ informa-
tion sharing regarding the Nordea Group. The group has FSBs in three
or four Nordic countries that account for a significant share of the local
market, and Nordic country supervisors have an established mechanism
for sharing information about the group.

Basel Committee, 1996, “The Supervision of Cross Border Banking” (Basel).
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Host jurisdictions that have systemically significant institutions may
request the inspection reports from the local institution or the home-
country supervisor and ask the home-country supervisor to permit a
host country supervisor to participate in inspections of the parent insti-
tution. At least one jurisdiction that has systemically significant affili-
ates of its banks abroad routinely sends inspection reports of the parent
bank to foreign supervisors.

Ongoing supervision frequently demands proactive disclosure by a
regulator. In the case of licensing and enforcement cooperation, where
information is requested, the failure of a regulator to respond is highly
visible and, if repeated, can prompt complaints and corrective action.
Because cooperation for ongoing supervision frequently relies upon

a regulator proactively sharing information, however, it is not always
immediately obvious where a regulator is failing to provide proper
assistance. Moreover, in order to ensure that it has the ability to obtain
information for proactive transmission, a regulator must have the infra-
structure in terms of skill, resources, information technology (IT), and
investigative skills.

For any one regulator, it will frequently be the case that information rel-
evant to a foreign regulator will become evident in circumstances where
the foreign regulator is unaware of the existence of that information or
of its significance.

More generally, regulators will always face a dilemma about when to
share growing concerns about an FSB—particularly where premature
disclosure of such concerns could be very damaging to that FSB.

A regulator wishing to cooperate effectively with another will need

to have information on the counterparty’s regulatory system, person-
nel and style of regulation, legal structure, and scope of regulatory
responsibilities, as well as information on specific firms. When carried
out effectively, cooperation in respect of ongoing regulation can have

a significant effect in raising standards. Regulators can gain a better
understanding of the practices and methods of other regulators. Such
information can be valuable in overcoming domestic resistance to rais-
ing standards.

If regulators fail to pass on information relevant to ongoing regula-
tion, whether because of inadequate legal gateways, inadequate ongoing
reguiation practices, caution, lack of trust that another regulator will
properly safeguard sensitive information about a failing FSB, or simply
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2.22.

2.23.

2.24.

a failure to realize the significance of information for other regulators,
their inaction tends not to raise issues. This is because other regula-
tors will often not be aware of the opportunities that have been missed.
Similarly, where regulators fail to exchange information about their
regulatory standards, the significance of this may be missed. Regulators
may simply not be aware that they are failing to receive information
about standards and practices developing elsewhere.

The need for spontaneous information sharing about FSBs and regula-
tory standards more generally creates a greater need for memoranda of
understanding (MoUs). An MoU can set out an agreed understanding
of what information should be shared, with whom, and when. An MoU
can also establish the respective duties of home and host supervisors
when there is doubt (as is discussed in Appendix A). It then becomes
critical for a regulator to ensure that it has a means of ensuring that it
can meet the commitments for routine and spontaneous information
sharing that it has entered into. As discussed in Section 3, multilateral
MoUs (such as that introduced by IOSCO) can have a useful effect in

raising standards.

Ongoing regulation covers a wide range of topics, and it is important
that the regulator have the powers to share information on these topics
and to do so without waiting for a written request.

It is especially important to find ways both of encouraging greater
cooperation and of measuring the performance of individual regulators.
There are a number of ways in which this can be achieved. Possibilities
include

2.24.1. continued assessments by international financial institutions

(IFIs);

2.24.2. greater use of MoUs, especially multilateral MoUs, with regu-
lar reviews of their effectiveness by signatories;

2.24.3. increased guidance by regulators acting as home supervisors of
multinational FSBs;

2.24.4. technical assistance to assist in building up the infrastructure
required for cooperation; and

2.24.5. discussions by groups of regulators from smaller regulatory
bodies (tending to be host regulators) on their common experi-
ences and their needs for information and feedback from the
major financial centers.

140



17

Cross-Border Cooperation and Information Exchange

Enforcement Action

2.25.

2.26.

2.27.

2.28.

The highest-profile and often most controversial aspect of cooperation
is the provision of assistance for enforcement action.

Increasingly, criminals are aware that their most effective modus
operandi is to conduct their fraudulent activities in onejurisdiction,
to keep the criminal funds in another, and to live in a third. Aware of
the care taken by regulatory bodies before exchanging confidential
information, they exploit the delays the normal due processes inevi-
tably create. They are very well aware that most law-enforcement and
regulatory agencies are primarily concerned with offenses that occur
in their own jurisdictions and are not always inclined to give high
priority to catching wrongdoers who have done no harm in their own
jurisdictions. Although assistance in respect of terrorism, drugs, and
violent crime is usually forthcoming, assistance in respect of finan-
cial crime of the kind investigated by regulatory agencies is often less
easily forthcoming,

The particular aspect of enforcement cooperation, in particular for
securities and AML/CFT, is that it frequently involves informa-

tion about the customers of FSBs as well as the FSBs themselves.
Information may be exchanged in the context of investigations con-
cerning criminal offenses such as insider dealing or other market
offenses. Such cooperation, in turn, means that concerns of confiden-
tiality and civil rights become much more significant. There are also
likely to be greater demands on a regulator receiving a request for assis-
tance to take positive action—whether to obtain information, to freeze
assets, to deal with an FSB in default of obligations elsewhere, or to
assist in other ways. In other cases, cooperation may take the form of
guiding a foreign regulator through the legai and other processes nec-
essary to achieve the desired result. Appendix A describes this in more
detail.

It follows that, in order to be able to assist in enforcement cases, regula-
tors must have investigative powers, capability, and resources. In this
sense, more extensive powers and more positive action are required in
order for regulators to cooperate effectively in enforcement cases than
in licensing and ongoing regulation. The key issue is achieving the cor-
rect balance between the need to assist in the detection and punishment
of offenses in a timely way and the need to avoid damaging legitimate
civil rights. This dilemma, which is discussed in Section 5, is what lies
behind many of the barriers to cooperation.
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Domestic Cooperation

2.29. Many of the factors described above apply equally to domestic coop-
eration. Examples of the significance of domestic cooperation are
also included in Appendix A. The significant point is that there is

a need for appropriate powers and Iegal gateways between domestic

regulators and other agencies, just as there is to facilitate international

cooperation.

Effect of Cooperation on World Financial System

2.30. Regulators will judge the effectiveness of cooperation on the basis of
how it helps them do their jobs. However, cooperation has a number of
wider benefits, given the global nature of financial services. Such ben-
efits are a matter for discussion but would include the following:

2.30.1.

2.30.2.

2.30.3.

2.30.4.

2.30.5.

the sharing of information about regulatory methods can help
increase expectations of regulators and regulatory standards
worldwide;

the ability of regulators to cooperate in order to exclude from
the financial system those who may abuse it (whether deliber-
ately or through incompetence) can improve the stability and
effectiveness of financial service businesses to serve investors
and the world economy; and

similarly, effective cooperation between regulators in carrying
out their ongoing regulation could prevent otherwise disruptive
failures.

Regulators have rightly been called upon to play their part in
preventing the abuse of the financial system by money launder-
ers, terrorists, and, indeed, other criminals, such as corrupt

public officials.

For developing and transition economies, financial scandals
and money laundering can have devastating economic and
social consequences, and therefore international cooperation is
especially important in such contexts. Effective financial sector
regulation can reinforce good state and corporate governance,
which help foster economic development. Cooperation can
spread understanding of good regulatory principles and deter
the malpractice that leads to the types of effects described ear-
lier and helps mitigate them when they do occur.
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These benefits arise naturally out of the cooperation that should, in
any event, take place. More of the wider benefits arise from cooperation
over ongoing regulation than licensing and enforcement. This needs

to be taken into account when considering the need for assistance to
smaller jurisdictions to help them cooperate effectively and is discussed
further in the following subsections.

Setting Priorities

2.32. All cooperation is important. Cooperation imposes a burden on juris-

2.33.

dictions, however, and this may sometimes demand the establishment
of priorities. It may not be possible to set priorities in absolute terms,
but it would be sensible for regulatory bodies to establish criteria for
setting priorities. These might include

2.32.1. the effect of delay (for example, there is little purpose in send-
ing information on a license applicant after the application has

been decided);

2.32.2. the significance of the case (For example, the information may
be the critical element in a major investigation or affect the
national interest.);

2.32.3. the materiality of the assistance that can be given to the case in
question; and

2.32.4. the willingness of the requesting jurisdiction to meet some of
the cost.

These criteria are Iikely to result in priority being given to enforcement
and licensing. Ongoing regulation is likely to be afforded a lower prior-
ity. It is a matter for discussion as to whether this is the appropriate
outcome. Such an outcome may, however, underplay the wider benefits
to the world’s financial system that arise from cooperation and, in par-
ticular, from cooperation concerning ongoing regulation. This is a mat-
ter that the IFIs need to consider when providing technical assistance
and determining the focus of their assessments.

Summary of Themes

2.34. The discussion here and the further material in Appendix A raise a

number Of themes:

2.34.1. cooperation in respect of licensing requires a regulator to be
open and frank with fellow regulators but demands a proper

143



WORKING TOGETHER: IMPROVING REGULATORY COOPERATION AND INFORMATION EXCHANGE

2.34.2.

2.34.3.

2.34.4,

2.34.5.

2.34.6.

2.34.7.

2.34.8.

mechanism for dealing with confidential information when
assessing an FSB's application;

cooperation in respect of ongoing regulation demands a proac-
tive stance from a regulator (with particular care being taken
where home supervisors have responsibility for FSBs with oper-
ations in a iarge number of other jurisdictions) and a means of
assessing the effectiveness of a regulator in providing spontane-
ous information about FSBs and regulatory standards;

cooperation in respect of licensing also requires a clear divi-
sion of responsibilities between host and home supervisors and
information flows that are appropriate, taking account of the
size and systemic significance of FSBs;

cooperation in respect of enforcement often involves individuals
and businesses that are not regulated FSBs, and this raises the
issue of the protection of civil rights;

cooperation requires the development of trust between regula-
tors, which is enhanced by regular contact bilaterally and at
multilateral conferences;

the wider benefits of cooperation to the world financial system
need to be taken into account when considering technical assis-
tance and setting priorities;

although most of the difficult issues raised concern the
exchange of confidential information, the value of public infor-
mation should not be ignored; and

all forms of cooperation can be assisted by ensuring that pow-
ers, resources, and capabilities are adequate; that regulators
adopt a proactive and creative stance; that priorities are set for
the use of resources; and that MoUs set out a full understand-
ing of what is expected.

3. Multilateral and Bilateral Instruments for Regulatory Cooperation

3.1. In the past twenty years, and especially in the last ten, there have been
numerous initiatives by international organizations that establish

principles to promote financial sector soundness and the combating of

money laundering and the financing of terrorism. These conventions,

principles, and recommendations include provisions that advocate or

require broad cooperation among financial sector regulators, financial
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intelligence units (FIUs), and law-enforcement authorities in all coun-
tries. Some of these instruments will be discussed in more detail below,
but the voluntary versus obligatory nature of these instruments deserves
consideration.

Under the auspices of the United Nations, three international con-
ventions have been concluded: the Convention against Illicit Traffic

in Narcotic Drugs and Psychotropic Substances (1988) (Vienna
Convention); the International Convention against Transnational
Organized Crime (2000) (Palermo Convention); and the International
Convention for the Suppression of the Financing of Terrorism (1999)
(CSFT). The Vienna Convention is concerned essentially with crimes
connected with narcotics and money laundering and the CSFT with
combating terrorism and money Iaundering. The Palermo Convention
has the broadest potential for promoting international cooperation in
combating crimes affecting the financial sector. It covers conspiracy
broadly defined, money laundering, corruption, and obstruction of
justice. Conventions create obligatory rules. Yet an impediment to their
effectiveness for some countries, including in fostering international
cooperation, may be their obscure nature, lack of specific implementa-
tion modalities or designation of responsible national authorities, or
ambiguity as to their sufficiency or validity.

For example, there is ambiguity in the Vienna and Palermo conventions
concerning whether the provisions in those conventions on mutual legal
assistance are consistent with treaties on mutual legal assistance that are
in effect between particular parties. Instead, those conventions could
have adopted the solution in the CSFT: its Article 11(5) provides that
provisions of all extradition treaties and arrangements between state
parties with respect to the offenses covered by the convention “shall be
deemed to be modified as between states parties to the extent that they
are incompatible with this Convention.” Thus, the rules that prevail are
those of the CSFT regardless of other treaties or arrangements on the
same subject matter. The rules are clear.

Regarding sufficiency of the conventions, the Palermo Convention,

in Article 13(9), provides that “States Parties shall consider conclud-
ing bilateral or multilateral treaties, agreements or arrangements to
enhance the effectiveness of international cooperation undertaken [for
confiscation of instruments or proceeds of crime].” Yet the article con-
tains comprehensive procedures for cooperation in confiscation, and
the convention is replete with commitments for cooperation that are
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3.5.

3.6.

3.7

relevant to confiscation. Article 5(4) (g) of the Vienna Convention is to
the same effect. Article 13(6) of the Palermo Convention states that a
state party may elect to make the actions of identifying and seizing pro-
ceeds of crime and requesting competent authorities to issue an order of
confiscation conditional on the existence of a relevant treaty, but in such
a case that convention shall constitute the treaty. Why the clear com-
mitments under the convention could or should be made conditional on
the very convention is not obvious.

Although international conventions should be enforceable against par-
ties that have ratified the agreements, as a practical matter, if a state
does not fulfill its obligations under a convention, there is little that can
be done. If a somewhat informal complaint does not result in satisfac-
tory action, an aggrieved state would send a diplomatic note complain-
ing of the violation. If that does not produce compliance, a country
could attempt to submit its dispute to the International Court of Justice
(ICJ), which has jurisdiction, under Article 36 of its statute, over any
breach of an international obligation. The only remedy, however, is
damages, which are not apparent or substantial in the case of a failure
to cooperate within the terms of one of the cited conventions. The IC]
does not issue injunctions to compel compliance with obligations. The
IC]J issues advisory opinions that could perhaps embarrass a country
that fails to fulfill an obligation to cooperate under a convention; but

in financial sector regulation and AML/CFT, there are more practical
instruments.

The Vienna Convention, Palermo Convention, and CSFT all include
articles on the settlement of disputes whereby a dispute concerning the
application of the convention shall be settled by negotiation or arbitra-
tion. If the parties are unable to agree on organizing arbitration, one
party may submit the dispute to the IC]. Many countries have reserva-
tions about this provision, however, as they believe that one state should
not be able to subject another state to adjudication. As indicated above,
however, the outcome of an IC] submission is problematic in the case of
cross-border cooperation and information sharing in the financial sec-

tor regulatory and AML/CFT contexts.

Instruments of standard-setting bodies, described more fully in
Section 4 and Appendix B, are, by their nature, Voluntary, yet there is
strong encouragement by the international community to make such
instruments “soft” law. The pressure exerted by such standard-setting
bodies is reinforced by the Financial Sector Assessment Program

(FSAP) of the World Bank and the IMF and related Reports on
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Observance of Standards and Codes (ROSCs). Under this program,
countries are evaluated with regard to their compliance with the prin-
ciples and recommendations of the standard-setting bodies, including
those related to international cooperation. Moral suasion, national
pride, peer pressure, and, in the case of Financial Action Task Force
(FATF) recommendations, the risk of countermeasures combine to
induce countries to improve laws, policies, and practices that are not in
conformity with the SSBs’ dictates. Furthermore, shortcomings noted
in the ROSCs often become elements for reform of IFI-supported
financial programs. IFIs also provide technical assistance to enable
countries to attain SSB standards.

Legal Nature of MoUs

3.8. Some MoUs are binding instruments, where regulatory authorities

3.9.

agree to provide information and undertake other actions that are
described in the agreement. They provide that on the request of one
regulator, the other will provide the information or take the agreed
action. If one party were in breach of its obligations, itis questionable
whether the other party could compel production of the information or
other action provided for in the agreement, but nevertheless clear com-
mitments between responsible institutions are established.

The IOSCO Multilateral Memorandum of Understanding concern-
ing Consultation and Cooperation and the Exchange of Information

of May 2002, whose stated purpose is to provide securities regulatory
authorities with “the fullest mutual assistance possible to facilitate

the performance of the functions with which they are entrusted,” pro-
vides, in paragraph 6(a), that “the provisions of this Memorandum of
Understanding are not intended to create legally binding obligations or
supersede domestic laws.” This approach is very common in bilateral
MoUs between regulatory bodies. In the case of the IOSCO multilat-
eral MoU, however, the agreement establishing the MoU also creates a
mechanism for monitoring and enforcing compliance. Under this agree-
ment, as set out in Section III of Appendix B of the MoU, the signato-
ries to the MoU form themselves into a monitoring group that is able
to discuss a range of issues, including noncompliance by a signatory. In
that event, the monitoring group can propose sanctions induding pro-
viding a period of time for the signatory to comply; full peer review of

a signatory that may not be in compliance; public notice of noncompli-
ance; suspension of a signatory from MoU participation; or termination

from MoU participation as provided in the MoU.
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3.10.

3.11.

3.12.

3.13.

In many countries, it is not possible for a body other than the govern-
ment to negotiate binding legal instruments; and, in such countries, the
parliament must approve what would, in effect, once agreed to, be law.
Regulatory bodies, while capable of implementing binding regulations
themselves, can do so only within the context of undetlying legislation
and could not impose financial services rules that overrode other rights
enshrined in law. In such countries, the process ofgetting the necessary
approvals to a legally binding agreement on cooperation would be too
high an obstacle. Pragmatically, it makes sense to adopt a non-legally
binding instrument and rely on informal pressure to ensure compliance.
This is especially so, since, as the preceding analysis demonstrates, the
actual enforceability of legally binding instruments may be more appar-
ent than real.

Cross-border financial regulatory activities and efforts to combat
money laundering and the financing of terrorism that have cross-border
attributes have been developing rapidly over only the past several years.
Thus, whether or not particular bilateral or multilateral agreements for
mutual assistance in financial sector regulatory and criminal matters
are considered to be legally binding, their wide use and effectiveness is
what matters.

Bilateral MoUs have the advantage that they can be tailored to the
precise needs of the signatories. This may be the case, for example,
where there are a large number of common institutions, or where two
jurisdictions share similar characteristics and problems. They can be
drafted in a way that speeds up the processing of requests for informa-
tion and to ensure that spontaneous transmitting of information occurs
appropriately. They can overcome the difficulty that arises when a
regulator does not know who to contact in a jurisdiction and how to
make a request. When two jurisdictions prepare to sign an MoU, they
will generally conduct due diligence on each other’s laws and regulatory
systems. This can be helpful in increasing understanding of each other’s
standards.

Some jurisdictions prefer not to enter into MoUs because of the amount
of time and resources involved in negotiation of an MoU. It is not clear
why this is or should be so. The nature and basic subject matter of
MoUs are well known. For example, the recommendations for the con-
tent of MoUs by the Basel Committee and the model MoU of the IAIS
provide for this. Sometimes jurisdictions do not have the requisite legal
authority to commit to share confidential information or take evidence
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on behalf of a foreign authority, so an MoU that would provide for this
cannot be entered into before enabling legislative changes are made.
Sometimes the counterparty’s analysis of the legislation of the other
party reveals this. Such situations should not, however, be considered as
necessitating arduous negotiation to reach agreement on an MoU.

Instead, the parties should understand that certain basic conditions
must exist for conclusion of an MoU between regulatory agencies or
FIUs for cross-border cooperation and information sharing. A juris-
diction that takes the initiative for conclusion of an MoU should have
a “term sheet,” an outline of its basic requirements for an MoU. If the
counterparty realizes that it does not have the legal authority or that it
would be contrary to policy to establish an MoU with such elements,
negotiations would not begin and further time would not be unneces-

sarily expended.

Due diligence by one party concerning the legislation of the other
party is problematic. Regulators or lawyers of one country often are
not capable of adequately analyzing foreign legislation, regulations,
and practices. Instead, a regulatory agency should engage local counsel
in the other jurisdiction for this purpose. A less adequate alternative,
because it may be self-serving, is for a regulatory authority to obtain a
legal opinion concerning its capacity for cooperation and information
sharing in the financial regulatory and AML/CFT context that can be
provided to foreign authorities “off the shelf.”

Thus, the process of negotiating an MoU can be made more efficient if
the procedure is rationalized. Model MoUs can also contribute consid-
erably to this endeavor.

Some model MoUs (and this is true, for example, of the IAIS model
MoU discussed in Appendix B) provide for specific information to be
passed by the requesting authority to the requested authority to justify
the request. This is usually included because of the provisions in the
legislation of many countries to the effect that a regulatory authority
must satisfy itself that a request is for a proper purpose, and that infor-
mation will be used and protected appropriately, before that regulatory
authority can pass information. The authority must therefore have
enough information to make this judgment.

An alternative approach—which is taken, to a large degree, in the
IOSCO multilateral MoU—is to provide that the MoU itself contain

provisions that commit the requesting authority to the proper use of the

149



WORKING TOGETHER: IMPROVING REGULATORY COOPERATION AND INFORMATION EXCHANGE

information, to appropriate confidentiality, the avoidance of “fishing,”
and so on. Given the degree of trust that must exist between regulators
to allow for the signing of an MoU in the first place, it would be prefer-
able, and would streamline the process, if MoUs took this form and
allowed requested authorities to take on trust that a request from a fel-
low MoU signatory was for a proper purpose and that the information
received would be used appropriately, without having to satisfy itself on
these scores on each occasion.

Summary of Themes
3.19. The themes that arise from this analysis are the following:

3.19.1. multilateral instruments are an essential part of the infrastruc-
ture of international cooperation;

3.19.2. bilateral MoUs are valuable in establishing a proper under-
standing of the roles and expectations of the signatories, as well
as speeding up the process of cooperation in specific cases;

3.19.3. multilateral MoUs are useful in establishing standards
and applying peer pressure on all regulators to meet those
standards;

3.19.4. MoUs can be burdensome to negotiate, but this need not be so
if models are used;

3.19.5. MoUs can sometimes include burdensome requirements on the
authority requesting information, but, with appropriate draft-
ing, this can be avoided; and

3.19.6. treaties are valuable in achieving international credibility for
standards and providing a formal legal basis for cooperation
(even if, in practice, enforcement of such treaty obligations is
problematic).

4. Approaches Taken by Different Sector Regulators

4.1. A detailed description of the standards set by each of the standard-
setting bodies is in Appendix B. This section discusses the main differ-
ences and similarities.

4.2. The differences in approaches reflect the nature of regulation and
regulatory priorities of the different sectors. Traditionauy, the focus of
banking and insurance supervision has been on the safety and sound-
ness of the sectors as a whole and specific FSBs. Commercial banking
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laws are designed primarily to promote the solvency of institutions and
are not concerned explicitly with relations of banks with customers. In
the case of banking and insurance, however, the first priority for the
protection of the customer may be the continuing financial stability of
the FSB. By contrast, the focus of securities regulators has been on the
conduct of business by an FSB, the obligations of an issuer of securities
(such as the timeliness, adequacy, and accuracy of information disclosed
to investors and the market), and the fairness and stability of securities
markets. The customer’s interests depend less on the continued solvency
of the supplier of investment products and more on the way products

are sold, managed, and traded. Moreover, securities regulators are often
responsible for the investigation of criminal offenses by people who are
not involved in regulated businesses when they are engaged in offenses
involving market abuse and securities fraud. For this reason, they need to
exchange information on customers’ records as well as information about
ESBs. The FATF is, of course, essentially focused on the activities of
customers who may be money launderers or terrorists.

The differences in approach to cooperation reflect the disparities of
regulators from each sector:

4.3.1. IOSCO and the FATF place more emphasis on enforcement
and cooperation than the other bodies, and cooperation require-
ments are more extensive and feature more prominently in the
objectives and principles;

4.3.2. IOSCO, the IAIS, and the FATF refer explicitly to the need for
regulatory authorities to be able to carry out investigations to
collect information for foreign regulators;

4.3.3. the Basel Committee focuses on the use of information for
supervisory purposes, whereas IOSCO, the IAIS, and the FATF
discuss the need to use information sharing as a means of pre-
venting and detecting wrongdoing of various kinds by the users

of FSBs;

4.3.4. the Basel Committee and the TAIS focus primarily on the need
to share information about FSBs themselves, whereas the FATF
and IOSCO insist that there should be information sharing

about customers of financial institutions;

43.5. the Basel Committee and the IAIS discuss the importance of
home and host supervisory roles, whereas this matter does not

figure explicitly in IOSCO and FATF standards; and
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44.

4.5.

4.3.6. standard setters focus, for obvious reasons, on the kind of infor-
mation most relevant to their own specific financial services sec-
tot, and therefore their descriptions of the kind of information

that should be shared differ.

These variations should not be regarded as reﬂecting contrasting atti-
tudes, but simply differences in the nature of regulation or in the pri-
orities of regulators from each sector. Any differences in practice have
become less evident in recent years. The growing number of regulators
with responsibility for all aspects of financial sector regulation has
meant that there are more regulators who will seek to apply common
standards across different financial services sectors. In addition, the
recommendations of the FATF have had the effect of increasing the
role of the financial regulator in the fight against crime—particularly
money laundering and the financing of terrorism but also, through the
extension of predicate offenses, other forms of crime. All regulators of
all sectors have therefore increasingly been under pressure to cooperate
in matters affecting the customers of FSBs as well as those affecting the

FSBs themselves.

As a result of these trends, there are a substantial number of common
themes among the standard-setting bodies.

4.5.1. As a matter of principle, they all require that domestic secrecy or
confidentiality laws not prevent sufficient information exchange
to allow for the proper performance of the regulatory function.
Where there is a danger of this occurring, the standard setters
urge regulatory authorities to seek changes in the legislation.

4,5.2, All the standard setters emphasize the need for proactive shar-
ing of information as well as the need to provide information on
request.

4,5.3. All the standard setters require that information passed from
one regulator to another should be subject to adequate confiden-
tiality protection and accept that the authority providing infor-
mation is entitled to impose conditions in this respect.

4.5.4. All the standard setters also provide, however, that confiden-
tiality conditions should not defeat the purpose for which the
information is requested. Thus, information requested for the
purpose of civil or criminal proceedings is bound to be disclosed
at some point as part of those proceedings. Moreover, all the
standard setters provide that confidentiality conditions will have
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to be overridden by court order or legislative requirement in
some cases and that they cannot prevent a regulator from dis-
closing information to the appropriate law-enforcement author-
ity when the information reveals criminal activity.

4.6. Appendix F contains a table comparing the pronouncements of the
standard-setting bodies for the four sectors in regard to their approach
to cross-border cooperation and information sharing,

4.6.1.

4.6.2.

With respect to pronouncements on information sharing,
standard—setting bodies for all four sectors agree that informa-
tion should be shared with like regulators; the regulatory system
should provide for sharing information with foreign regulators; a
request for information should be justified; information received
should be used only for the stated purposes; confidential infor-
mation should be shared, but the law may require disclosure of
confidential information that has been obtained; and shared
information should be protected. Three of the four sectors

have stated that information concerning customers should be
provided (except the IAIS); a parent authority should inform a
host authority on major matters affecting a related host-based
FSB, and information regarding material developments in an
FSB should be provided in either direction (except the FATF);
investigations should be undertaken for counterpart authori-
ties (except the Basel Committee); and information should be
exchanged with noncounterparts (except the Basel Committee).
The FATF exceptions are understandable, given the focus of
AML/CFT efforts on customers of FSBs rather than FSBs
themselves, but information regarding a major institutional
concern, like the Riggs National Bank case, could be useful

to foreign banking supervisors, enabling them to investigate
transactions of entities in their jurisdiction with the institution
in question. Only the FATF has stated that transactions relat-
ing to fiscal matters should not be an obstacle to cross-border
cooperation.

With respect to pronouncements of the standard-setting bodies
on cooperation in cross-border regulation, all except the FATF
(for obvious reasons) have stated that FSBs abroad must be
permitted to provide information to their home-country regula-
tor. The Basel Committee and the IAIS have emphasized the

need for cooperation in consolidated supervision, and the Basel
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4.6.3.

4.6.4.

Committee alone has advocated the authority of a parent FSB
supervisor to inspect a related host country entity at the discre-
tion of the home-country supervisor.

With respect to pronouncements on mutual legal assistance
(MLA), only the FATF has stated that regulators should facili-
tate MLA; MLA should not be refused on the basis of bank
secrecy or the need for dual criminality; there should be cooper-
ation in the freezing and seizing of assets; and foreign authorities
should ratify international conventions for cooperation. Since
numerous countries have ratified international conventions,
described in Subsection 3.2, that include provisions for MLA,
this perhaps explains why other standard-setting bodies have not
felt the need to articulate elements of MLA cooperation. For the
FATEF, MLA is often crucial for identifying targets and assets
for AML/CFT investigations.

With respect to pronouncements on MoUs, all are clear that
MoUs should not be a precondition for exchange of informa-
tion. On the one hand, IOSCO has emphasized the advantages
of MoUs (and this is consistent with its initiative to develop a
multilateral MoU and the importance placed upon its use). The
TAIS has also published a model MoU. On the other hand, the
FATF has not promoted MoUs, though they are used in prac-
tice by many AML/CFT authorities. This is perhaps because
the Egmont Group has not encouraged the use of MoUs. As to
the provisions to be included in MoUs, both IOSCO and the
TAIS have indicated that a requester should provide a detailed
justification for a request for information or other coopera-
tion; documents from third parties should be included in the
scope of information provided; confidential treatment should be
accorded for information provided; and requests may be denied
in the public interest of the requested authority. IOSCO has
made explicit that provision of specific transaction and account
information should be included in requests. Both the Basel
Committee and IOSCO have indicated that information regard-
ing beneficial ownership of accounts should be within the pur-
view of information provided.

4.7. One factor that is evident from the experience of regulators and was
emphasized at the Washington conference, was the difficulties that

can arise with respect to “diagonai" information exchange—nameiy

154



17

Cross-Border Cooperation and Information Exchange

information that needs to be passed from a banking supervisor to a
securities regulator or from a regulatory authority to an FIU. In some
cases, this can be overcome by using a two-stage information exchange
(passing information from, say, a banking supervisor in one jurisdiction
to a banking supervisor in another, and then from a banking supervi-
sor in one jurisdiction to a securities regulator in the same jurisdiction).
The problem is becoming less evident with the integration of regulatory
authorities and as gateways are reviewed. Nevertheless, it is a matter
that deserves attention. It is referred to in the IOSCO Objectives and
Principles? but not explicitly in other standards.

Summary of Themes

4.8. The themes that arise from this discussion are the following:

4.8.1. there are some differences in the emphasis placed by the sector-
based standard setters on particular aspects of cooperation;

4.8.2. these differences arise from the traditional focus of different sec-
tor regulators, with banking and insurance supervisors having a
greater focus on FSBs themselves, and IOSCO and FATF focus-

ing more on the relationship between FSBs and customers;

4.8.3. these differences are becoming less evident in practice, however,
as a result of the increasing incidence of regulators with respon-
sibility across the entire financial sector and the influence of the
FATF in raising awareness of the role of the regulator in fighting
financial crime and terrorism;

4.8.4. difficulties with diagonal information exchange remain; and

4.8.5. it follows that all regulators in all sectors need to ensure that
their information-gathering powers and the legal gateways for
cooperation are sufficient to allow all forms of cooperation and
that confidentiality restrictions neither defeat the purpose of the
information exchange nor prevent the receiving authority from
responding to lawful requirements or disclosing information
about criminal activity.

5. Barriers to Cooperation

5.1. Appendix C discusses barriers to cooperation that may arise because

of inadequate domestic cooperation; inadequate legal powers; bank

3Section 9.5 of the IOSCO Objectives and Principles.
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secrecy; legal, constitutional, cultural, and political factors; and inad-
equate resources. This section discusses the key issues.

Reasons for Barriers

5.2. Certain barriers to cooperation have arisen in the past because some

5.3.

5.4.

jurisdictions have found it helpful to promote their financial services
partly by emphasizing that they provide confidentiality' More recentiy,
persons providing company incorporation services have promoted
jurisdictions on the basis that the true identities of the owners of such
companies can be concealed. Certain financial centers have also been
characterized by promotion of their secrecy legislation. Although such
jurisdictions have not intended to attract those who wish to escape
from proper law-enforcement and other official agencies, the fact is
that the offer of confidentiality is an attraction to people with inten-
tions of evading the law. Over time, some FSBs in such countries have
come to believe that, for whatever reason, their customers value privacy.
Accordingly, these FSBs have lobbied for the reinforcement of that
privacy through bank secrecy laws and explicit barriers to information
exchange. Injurisdictions like these, there has been resistance to the
removal of barriers to the exchange of information.

Barriers to cooperation also arise for other reasons. On the one hand,

it is an uncomfortable fact of life for regulators that there is increasing
public frustration at the existence of legal and other barriers that hinder
the work of law-enforcement authorities when investigating crime, pun-
ishing criminals, and returning stolen property to its rightful owners.
On the other hand, there is increasing public demand for protection of
personal data and increasing attention paid to the rights of individu-
als, so that investigations into their private affairs have to be conducted
according to set procedures with appropriate safeguards provided for
civil rights. Laudable though these objectives are, the fact remains that
the measures designed for data protection and civil rights can be barri-
ers to cooperation.

The concerns that lead to such barriers are by no means unreasonable.
A more detailed discussion of the legitimate reasons for protecting con-
fidentiality is set out in Appendix D. In summary, these include

5.4.1. the protection of commercially confidential information of
FSBs, for competitive reasons;

5.4.2. the protection of individuals from improper harassment by the
state (or by a foreign state);
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5.4.3. the protection of the right of the individual to due process and
civil rights; and

5.4.4. the protection of the source of information.

It would be wrong to assume that these legitimate concerns could sim-
ply be ignored. The key to improving cooperation is to apply the neces-
sary pressure to overcome the demand for secrecy, which arises for the
reasons set out in subsection 5.2 above, while maintaining respect for
the more legitimate reasons for protecting the confidentiality of per-
sonal data. Decisions on whether to cooperate in particular cases will
not always be easy. Nevertheless, in practice, most requests for infor-
mation come from jurisdictions that understand the need for proper
confidentiality and have proper regard for the civil rights of those under
investigation. Most such requests can therefore properly be accepted.

Nonlegal Barriers

5.6.

5.7.

5.8.

As Appendix C describes, there can be substantial cultural and politi-
cal barriers to cooperation. These barriers often arise because FSBs in
a jurisdiction believe that the maintenance of strict secrecy provisions is
necessary to their continuing commercial success. They argue that the
efforts by the IFIs and certain countries to remove barriers to coopera-
tion are simply attempts to gain an unfair competitive advantage. Such
an argument has, from time to time, been taken up by governments of
some (often smaller) jurisdictions.

This view, held by certain jurisdictions, is given credibility by the obvi-
ous fact that most money laundering, financial crime, and tax evasion
occurs in the larger jurisdictions with mature financial centers and by
the fact that such countries also have some barriers to cooperation and
some weaknesses in their own legal capacity to exchange information or
freeze and seize assets. Larger jurisdictions that focus exclusively on the
role of smaller countries in assisting financial crime play into the hands
of those who resist the breaking down of barriers, by ignoring the weak-
nesses in their own jurisdictions. This gives smaller jurisdictions scope
to argue that the larger countries should reform their own procedures
before applying pressure on others.

In addition to the political and cultural barriers described above,
smaller jurisdictions may lack the financial resources or the skilled staff
to carry out investigations and information collection for other jurisdic-
tions. Although it is fair to say that a jurisdiction that does not have the
resources to regulate its financial sector properly should not be in the
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5.9.

5.10.

5.11.

business of providing financial services (at least not for export to other
jurisdictions), it is another matter to claim that a smaller jurisdiction
should pay the cost of investigations conducted primarily for other,
larger, and richer jurisdictions.

Inadequate domestic cooperation also limits the ability of regulators
and FIUs to cooperate internationally. In many jurisdictions, govern-
mental agencies do not liaise well with one another. For example, a
bank supervisor may not be able to obtain information from a securities
regulator that is sought by a foreign bank supervisor, or an FIU may
not be able to obtain information from local law-enforcement authori-
ties that is requested by a foreign FIU. Some FIUs have found that the
secondment of customs or police officials to an FIU facilitates liaison
domestically.

Even where the law does not create an obstacle by requiring, as it
does in some jurisdictions, that assistance be provided by a regulatory
authority or FIU only to counterpart authorities, in practice coopera-
tion is easier in many cases between counterparts.

Requests from abroad for information that is in the possession of

the requested authority is easier to obtain than information that

the requested authority must obtain by use of compulsory powers.
Information to be used for administrative or civil matters is often easier
to obtain than information to be used for criminal proceedings.

Overcoming Nonlegal Barriers

5.12.

Ultimately, only the governments and regulators in each jurisdiction
can overcome domestic cultural and political barriers. They are being
encouraged to do so. There is no doubt that the program of evaluation
of regulatory standards has had continuing success in reducing barriers
to cooperation. The imminence of an assessment and the prospect of an
adverse published report are effective spurs to reform. Their effective-
ness rests on the perception that the adverse effect on a jurisdiction of a
critical report by an IFI is more important than any advantage its FSBs
may get from excessive secrecy. To ensure that this remains so, and to
avoid the risks of making room for arguments such as those described
in subsection 5.6, it is important that IFIs continue to

5.12.1. recognize that weaknesses in cooperation exist in all countries
and not simply smaller ones and to apply standards equally to
alljurisdictions;
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5.12.2. recognize the legitimate reasons for confidentiality (in ways
discussed further later on); and

5.12.3. encourage all jurisdictions to understand that their continued
prosperity relies on access to the world’s financial markets and
that such access can only be enhanced if they are seen to meet
international standards of regulation, including cooperation.

In the past, special actions taken against selected jurisdictions (such

as the first FATF NCCT (non-cooperative countries and territories)
evaluation, which concentrated purely on offshore centers) have not
always operated on this basis. More recently, however, the application of
the NCCT exercise to a wider group and the use of the same evaluation
methodology by the IFIs for all jurisdictions have resulted in the prin-
ciples set out previously being applied.

There is clearly scope for providing financial and other technical assis-
tance to assist with the resource constraints that may constitute bar-
riers. Asset sharing can be of considerable significance—but not all
investigations result in the confiscation of assets that can be shared.
Assistance in dealing with a request can be provided on a case-by-case,
bilateral basis.

There may be a case for mentoring or twinning arrangements between
larger and smaller jurisdictions. This could take the form of financial
assistance, staff secondments, and training. In this way, the interests of
the smaller jurisdictions in achieving good regulation, and of the larger
jurisdictions in securing maximum cooperation, can be served.

Inadequate Knowledge of Capacity and Mechanisms for Cooperation

5.16.

5.17.

An important barrier, in practice, to efficient provision of cross-border
assistance is the difficulty frequently encountered by regulatory author-
ities and FIUs in knowing to whom to send requests for assistance.

For example, for large, unitary regulatory agencies, knowing to whom
one should address a specific type of request could make the differ-
ence between receiving a timely and useful or an untimely and useless
response.

Therefore, each regulatory authority and FIU should publish on its
website the name and contact details for sending requests of different
types; for example, for different sectors for unitary regulators, or for
requests for taking evidence as distinguished from requests for informa-
tion contained in a database.
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5.18.

5.19.

5.20.

Equally important is the failure to recognize the capability of foreign
financial centers to cooperate. It is evident that there remains a view
that certain “offshore centers,” however defined, are unwilling, as a
group, to cooperate. Moreover, a number of countries will have had
experiences where one or more such jurisdictions have failed to cooper-
ate in advance. They may, perhaps understandably, extrapolate that
experience to all such centers. As a result, they may then cease to ask
for information, remaining of the view that all such centers should be
written off as partners. By ceasing to seek information, however, coun-
tries that take this view may not notice the changes that are taking place
there or may fail to notice the different practices of different centers.
It follows that all financial centers should continue to press all fellow
regulators to exchange information whenever they have reason to seek
information. It would also be helpful if all regulatory authorities could
publish (preferably on a website) the precise details of their ability to
cooperate, the conditions that have to be fulfilled, and the information
they need from others to support a request.

A further helpful step is for financial centers, or groups of centers, to
hold seminars to explain their procedures for information exchange,
so that they can be questioned on their practice by those who hold the
view that cooperation is inadequate. Where weaknesses are identified,
they can be addressed.

Monitoring groups (such as that set up by IOSCO under the multi-
lateral MoU) could also be useful in identifying specific weaknesses in
specific jurisdictions and in providing a forum for them to be discussed
and pressure for improvement to be applied. Similar arrangements
could be established, by IOSCO in respect of nonsignatories and by
other standard-setting bodies or the IFIs, As a starting point, the IFIs

could establish a database of practices based on the experience with
FSAP and offshore financial center (OFC) assessments.

Legal and Constitutional Barriers to Cooperation

5.21.

Appendix C describes a range of legal and constitutional barriers to
cooperation. Although they include many examples of barriers, both
domestic and international, there are two key factors:

5.21.1. inadequate legal gateways for sharing information; and

5.21.2. inabﬂity of regulators to collect information or to carry out
investigations within their jurisdictions.
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Because of the legitimate reasons for protecting the confidentiality of
information held by regulators about FSBs and their customers, all
jurisdictions have a general provision that such information should be
held confidential by both FSBs and the regulators. Such provisions are
normal and wholly right and proper. They are required by the interna-
tional standard-setting bodies. To counterbalance them, jurisdictions
need to establish Iegal gateways through, or exceptions to, the basic
confidentiality restriction. Such gateways are also required by standard-
setting bodies.

When criticisms are made that specific jurisdictions have bank secrecy
legislation that prevents cooperation, such criticisms are too general to
be of any constructive value. As noted previously, all jurisdictions have
some general confidentiality or secrecy provisions. The criticism, where
it is valid, is that, in some instances, the legal gateways through those
secrecy or confidentiality provisions are inadequate—either in a par-
ticular case or more generally. The key is to make sure that gateways are
expressed in terms that allow proper information sharing and that are

interpreted ﬂexibly.

As Appendix C demonstrates, gateways can be inadequate in many
ways. The most important inadequacies are the following:

5.24.1. The gateways set conditions for information exchange that
require an analysis of the legal and constitutional arrange-
ments of the counterparties, often requiring that they should
be comparable or equivalent to those of the requested authority.
This analysis can take time, and when legal and constitutional
arrangements are very different, it may frustrate information
exchange.

5.24.2. The gateways may restrict information exchange to a regula-
tory body with similar functions. In practice, different jurisdic-
tions vary in their distribution of powers, and this may prevent
cooperation. This could be a particular problem where an area
of business is not subject to regulation in one jurisdiction but is
regulated in another.

5.24.3. Gateways may restrict information exchange to offenses that
are equivalent to those in their own jurisdiction (dual criminal-
ity) or even to offenses that have involved an illegal act in the
requested jurisdiction (dual illegality). Where these conditions
are not satisfied, perhaps because offenses are described in dif-
ferent ways, then information cannot be exchanged.
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5.24.4. Gateways may restrict information exchange to countries with
which there are MoUs or more formal bilateral treaties.

5.24.5. Gateways may require guarantees of confidentiality that cannot
easily or reasonably be satisfied. For example, a requirement
that confidentiality protection should be to an extent equiva-
lent to that in the requestedjurisdiction, while not unreason-
able in principle, does impose an obligation for research and
due diligence that may not be worthwhile in a particular case.
Alternatively, a requirement for an absolute guarantee that a
receiving authority will never pass information to another per-
son without the permission of the requested authority could
not be signed by a regulator that could be under an obligation
to disclose it if there were a court order, or who could be under
a legal obligation to disclose any suspicion of criminal activity.

5.25. Appendix E describes the most common forms of confidentiality
requirements with appropriate gateways. These provisions are designed
to strike the proper balance between the legitimate demands for data
protection and the protection of civil rights, on the one hand, and
the need to cooperate for regulatory and law-enforcement purposes,
on the other hand. The gateways are designed to protect against the
kinds of concerns described previously in subsection 5.2 and also in

Appendix D.
Overcoming Legal and Constitutional Barriers

5.26. Jurisdictions with different legal traditions and constitutions will wish
to express their gateways in different ways. It would be helpful for
them, however, to have a model against which to test their effective-
ness. The nature of such a model would have to be consistent with the
requirements of the standard—setting bodies. The foilowing model is
consistent, and could be helpful in assisting jurisdictions to comply,
with international standards.

5.26.1. There should be a general confidentiality provision that applies
to FSBs and to regulators and FIUs.

5.26.2. There should be gateways that allow exceptions to a general
confidentiality provision where confidential information is
passed to another regulator or law-enforcement body for the
purposes of regulation of FSBs or the investigations of civil
or criminal offenses. This gateway should give the regulator
the discretion, but not the obligation, to refuse assistance if,
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having taken account of the following specified factors, and
using a preponderance of the evidence test, there was reason
to believe that it would be wrong to pass on the confidential
information:

5.26.2.1.

5.26.2.2.

5.26.2.3.

5.26.2.4.

5.26.2.5.

5.26.2.6.

whether the information was being used for a regula-
tory purpose or a specific investigation (not for fish-
ing expeditions);

whether the information would be afforded reason-
able confidentiality (accepting that, in all jurisdic-
tions, there will be legal disclosure requirements that
are seldom used but cannot be completely ruled out;
that a receiving authority must be able to pass on,

to a proper law-enforcement authority, any evidence
of criminal activity in its jurisdiction that may be
received as a result of information exchange and that,
in some cases, where the information is required for
administrative enforcement action, a restriction on
further disclosure would negate the point of transfer-
ring the information in the first place);

whether the provision of information for proceedings
in anotherjurisdiction would unreasonably interfere
with proceedings in respect of the same offense by
the same person or might create a danger of double

jeopardy;

whether the assistance would impose an unreasonable
cost on the requested jurisdiction and the requesting
jurisdiction was not prepared to assist;

whether there would be reciprocal assistance in cor-
responding instances; and

whether it was generally in the public interest to pro-
vide the information.

5.27. None of these factors should be matters that automatically lead to
a refusal to provide information. They should simply be factors to
be taken into account. Each jurisdiction would need to decide who
would have the authority to exercise such discretion. To enhance the

prospects for effective cooperation, it would be better if the regulator

took the decision—subject to administrative review, if challenged, and,

ultimately, to judicial review. Some jurisdictions might consider it pref-
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5.28.

5.29.

5.30.

erable to give such discretion to the courts. That is likely, however, to
result in unacceptable delays.

Giving such discretion to the regulator would allow an uncoopera-

tive regulator much scope for interpreting them strictly. The fact is,
however, that the experience of most regulators is that the majority of
requests for information from most regulatory authorities can be met,
having taken account of the factors described in paragraph 5.26. This is
because, in practice, most requests come from regulatory authorities in
jurisdictions that respect confidentiality, offer appropriate civil rights,
and follow a proper process. If a regulatory body interpreted them in
such a way as to refuse such requests on more than a trivial number of
occasions, it would soon become apparent. There may be advantage in
pressing regulatory bodies to publish data on the extent to which they
had received and accepted or rejected requests for information. This
would allow comparisons to be made between different jurisdictions.

Regulatory bodies would be wise to adopt internal procedures demon-
strating that they had taken account of the specified factors.

The use of bilateral and multilateral MoUs could assist the process of
taking account of the specified factors. As discussed in subsection 3.18,
if the factors were built into an MoU (either explicitly or implicitly),
then it would only be necessary for a signatory to state that a request
was within the terms of the MoU and the requested authority could
regard itself as satisfied that the relevant factors had been properly con-
sidered, unless there was manifest evidence to the contrary. If it became
apparent that a signatory was abusing the provisions of an MoU (and

it would become clear very quickly if this were s0), then that regula-
tory body should no longer be allowed to continue as a signatory to

the MoU.

Inadequate Information-Gathering Powers

5.31.

As Appendix D demonstrates, the absence of effective information-
gathering powers and the determination to use them can be a serious
barrier to cooperation. The need for proper information-gathering
powers is established by the standard-setting bodies in greater or lesser
detail and certainly includes the need for the regulator to

5.31.1. have the power to insist on certain records being maintained by
ESBs, including customer due diligence information and proper
records of transactions, for at least five years;
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5.31.2.

5.31.3.

5.314.
5.315.
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insist, in particular, that records on customers should include
details of beneficial ownership where the account holder is a
nominee or a company whose shares are held by nominees or
are in bearer form, and of beneficiaries and other interested
persons where the account holder is a trustee;

have powers to obtain that information from any person (and
not just regulated FSBs) for the purposes of information
exchange—when the regulator decides it is appropriate;

have general powers to obtain information from FSBs; and

have powers to prohibit FSBs that do not have their mind and
management in the jurisdiction and are unwilling or unable
to provide information or that are shell banks. Both the Basel
Committee and the FATF recommend that shell banks be
prohibited.

532. A regulator clearly cannot exchange information if there are inadequate

powers to obtain it in the first place.

Technical Barriers to Information Exchange

5.33. Technical barriers to information exchange arise when information
technology is not compatible. For example, if the word-processing
software through which an inquiry regarding targets of investigation is
transmitted cannot be readily used in the requested regulator’s informa-
tion databases, valuable time may be lost in pursing misfeasance.

Summary of Themes

5.34. The themes that arise from this discussion are the following:

5.34.1.

5.34.2,

Barriers to cooperation arise both from a perception that
secrecy is a valuable asset for commercial reasons and from
inadequate resources, as well as to protect legitimate commer-
cial and civil rights concerns. Education and international pres-
sure can minimize the effect of the commercial barriers, and
technical assistance can alleviate financial resource constraints.
It would be wrong to ignore the legitimate reasons for legal bar-
riers, even though there are useful steps that can be taken to
lower these barriers.

International pressure from specific countries, IFIs, and
standard-setting bodies is more effective in reducing
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5.34.3.

5.34.4.

5.34.5.

5.34.6.

5.34.7.

5.34.8.

5.34.9.

5.34.10.

6. Findings

commercial or cultural opposition to information exchange
if it is seen to be evenhanded between larger and smaller
jurisdictions.

Asset sharing, bilateral assistance, and twinning or mentoring
arrangements can be used to overcome a scarcity of resources.

Although all countries have some confidentiality require-
ments, coupled with a set of legal gateways, in some cases those
gateways are hedged with too many and too burdensome prior
restrictions.

A useful model to follow, consistent with the standards issued
by the standard-setting bodies, would be to establish gate-
ways that could be used after certain factors had been taken
into account but with no one factor acting as an absolute
precondition.

Preferably, the judgment on the factors to be taken into account
should be made by the regulator, subject to administrative or
judicial review if challenged.

There are technical barriers and inadequate transparency that
can also inhibit cooperation.

Cooperation can be unnecessarily inhibited if the perception
that information cannot and will not be shared by a particular
jurisdiction is not consistent with that jurisdiction’s current
stance.

MoUs can help regulators by explicitly covering the factors to
be taken into account so that the judgment is easier to make in
respect of any request from an MoU signatory. There would be
a general presumption that a request was for a proper purpose
and that the requested authority should honor it.

Regulators must have adequate information-gathering and
investigative powers.

and Recommendations

6.1. The analysis in this paper and the factual material in the appendixes

lead to a number of findings:

6.1.1.

A regulator with enthusiasm for cooperation can achieve a sig-
nificant degree of cooperation even when legal powers and gate-
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6.1.2.

6.1.3.

6.14.

6.1.5.

6.1.6.

6.1.7.

6.1.8.

6.1.9.

Cross-Border Cooperation and Information Exchange

ways are not fully developed. There is therefore a strong case for
continuing education and encouragement to achieve cooperation.

Cooperation is also enhanced by the development of personal
trust between regulators, achieved through personal contact at
conferences and other meetings.

Cooperation is necessary for judging licensing applications
from FSBs with a presence in more than one jurisdiction, for
ongoing regulation, and for enforcement. Especially in the case
of ongoing regulation, but to some degree in the other areas,

it is necessary to ensure that regulators exchange information
spontaneously as well as on request.

It is particularly important to define the roles of home and host
supervisors and to take account of the difficulties that arise
when a home supervisor has responsibility for multinational
FSBs with operations in many jurisdictions, all of which are
host supervisors to the same home supervisor that has respon-
sibility for consolidated supervision.

There is a need for criteria to establish which forms of coop-
eration should be given priority. These criteria should take
account of the wider benefits of cooperation to the world’s
financial system as well as the benefits to specific regulators.

It is necessary to have adequate information-gathering and
investigative powers in order to achieve all forms of coopera-
tion. These powers should, in general terms, cover the elements
detailed in subsection 5.31.

Cooperation should cover public as well as confidential infor-
mation and should encompass other matters such as freezing,
seizing, and confiscating assets.

MoUs, both bilateral and multilateral, can be effective in assist-
ing cooperation, although their existence should not be a pre-
requisite for that cooperation. The drafting process for MoUs
need not be as cumbersome as is sometimes feared. MoUs can
be drafted in a way that streamlines information flows and
obviates the need for requested authorities to satisfy them-
selves, in each case, that requests are for a proper purpose and
that information will be appropriately protected and used.

In addition, multilateral MoUs are an effective form of peer
pressure to raise standards.
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6.1.10.

6.1.11.

6.1.12.

6.1.13.

6.1.14.

6.1.15.

6.1.16.

6.1.17.

Treaties are valuable in establishing basic legal commitments
for cooperation but raise issues as to their sufficiency.

Differences between the approach of various regulators for dif-
ferent sectors, whether banking, securities, insurance, or AML/
CFT, are less significant than they might once have been and
no longer need prevent proper cooperation.

Similarities between regulators from different sectors are

more important and emphasize the need for proper informa-
tion sharing to allow regulators to function effectively and to
provide that confidentiality requirements, while important,
must leave room for the proper use of the information where
this involves public proceedings as well as for regulators to pass
information as a result of legal requirements or a general public
duty to disclose criminal activity.

There are barriers to “diagonal” cooperation between regula-
tors of different sectors.

Political and cultural barriers to cooperation can be overcome
by a process of international encouragement, provided it is seen
to be fair and evenhanded.

The protection of civil rights can be achieved in a manner con-
sistent with effective cooperation, provided that legal gateways
through confidentiality provisions are properly and flexibly
drafted and the appropriate body is given the discretion to
identify the rare occasions when cooperation is infringing these
rights. One model is that described in subsection 5.26.

The proper exercise of that discretion can be encouraged by
publishing data on the number of requests for assistance that
have been received and accepted or rejected.

Cooperation has a wider benefit to the world’s financial system
as well as a benefit in terms of improved regulation of FSBs.

6.2. These findings suggest for discussion the following as recommenda-

tions for governments, regulators, standard-setting bodies, and IFIs:

6.2.1.

the IFIs and standard-setting bodies should facilitate fur-

ther conferences for both education and networking, so as to
enhance the degree of personal trust necessary for information
exchange;
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6.2.2.

6.2.3.

6.2.4.

6.2.5.

6.2.6.

6.2.7.

6.2.8.

6.2.9.

6.2.10.

6.2.11.

6.2.12.
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all jurisdictions should assess their confidentiality provisions and
legal gateways against the provisions set by international stan-
dards, supplemented by the model set out in subsection 5.26;

all jurisdictions should review their information-gathering
powers against the provisions established by the standard-
setting bodies summarized in subsection 5.31;

all jurisdictions should publish information on whom to con-
tact within regulatory agencies and FIUs for specific types of
requests for assistance;

all jurisdictions should publish their record in accepting or
rejecting information requests;

all jurisdictions should publish details of the powers and ability
to share information, the conditions that apply, and the infor-
mation that a requesting authority should supply in order suc-
cessfully to gain assistance;

all jurisdictions should review their practices in dealing with
information requests in respect of Iicensing, ongoing regulation,
and enforcement against the approaches described in this paper;

all jurisdictions should set criteria for determining their coop-
eration priorities;

consideration should be given, by all standard-setting bodies, to

drafting multilateral MoUs on the lines agreed by IOSCO;

the standard-setting bodies that have not done so should con-
sider drawing up multilateral or model MoUs and should keep
them up to date;

MoUs should, where possible, contain within themselves com-
mitments by the parties to making proper requests in the terms
of the standard-setting bodies, with appropriate confidentiality
protections, so that a requested authority can take on trust that
information is being properly requested and will be properly
used by an MoU partner, without having to satisfy itself on
that score in each case;

consideration should be given to increased asset sharing and
bilateral assistance, and to twinning or mentoring arrange-
ments that could help smaller jurisdictions to cooperate to the
fullest extent;

169



WORKING TOGETHER: IMPROVING REGULATORY COOPERATION AND INFORMATION EXCHANGE

6.2.13.

6.2.14.

6.2.15.

6.2.16.

6.2.17.

the standard-setting bodies should encourage members to
harmonize their information technology software to facilitate
rapid communications;

the program of evaluation and education by the IFIs and the
standard—setting bodies should continue, with the results pub—
lished to the fullest extent;

the standard-setting bodies or the IFIs should step up the pro-
cess of monitoring information exchange in practice and estab-
lish forums at which the jurisdictions can be identified and the
problems discussed;

the IFIs should facilitate the development of twinning and
mentoring between jurisdictions, and those involved in such
twinning arrangements should consider whether financial
assistance to cover the costs of cooperation (where these create
a burden on smaller jurisdictions) could be covered; and

the IFIs should provide technical assistance to member coun-
tries that specifically focuses on the removal of barriers to
cooperation that are inappropriate.
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Appendix A

Benefits of Domestic and International Cooperation

A.1. Section 2 of the paper describes the purposes of domestic and interna-

tional cooperation in terms of license applications, ongoing regulation,

and enforcement. This appendix gives examples of the kinds of infor-

mation that should be exchanged in order to gain those benefits.

Licensing

A.2. A regulator faced with an application from a financial services business
(FSB) that is a branch or subsidiary of an FSB that is regulated else-

where is likely to want information about

L

il.

1il.

iv.

vi.

vii.

the regulatory track record of the applicant’s parent company—its
compliance culture, its openness with the regulator, and its adher-
ence to the rules;

its capital status (particularly for banks), its solvency (for insur-
ance), and its financial resources (for all sectors);

its record with respect to carrying out due diligence on its cus-
tomers, which is particularly important in anti-money laundering
(AML) efforts and measures to combat the financing of terrorism

(CFT);
any material enforcement ﬂCtiOn that mlght haVe been taken;

the risks posed by the FSB's business to the objectives of its home
regulator—such information is helpful for the regulator faced
with a new application by enabling it to build a risk profile of the
business for the purposes of risk-based regulation;

the owners and controllers of the group as a whole—in order

to determine whether they are fit and proper and in order to
meet the specification of Financial Action Task Force (FATF)
Recommendation 23 that there be “legal or regulatory measures
to prevent criminals or their associates from holding or being the
beneficial owner of a significant or controlling interest or holding
a management function in a financial institution”; and

the ability of the applicant to manage the new investment that is
involved in the new license application—whether they have the
financial capacity, the management competence, and the technical
skills to cope with a new venture.
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A 3. Information on these matters will assist a regulator to make appropriate
decisions on new license applications.

Ongoing Regulation

A 4. A key requirement for effective ongoing regulation of multinational
FSBs is the appropriate division of duties between home and host
supervisors. In principle, these divisions of duties are well established,

with the home-state supervisor responsible for prudential matters

across a group as a whole and the host-state supervisors focusing on

conduct of business by the entity physicaliy located within its jurisdic—

tion. Nevertheless, divisions of responsibility are never clear cut, and
there are frequently unique features of an FSB that make the position
less obvious.

L.

il

Most host-state supervisors will expect to monitor the extent to
which an FSB conducts due diligence of its customers for AML/
CFT defenses. Host-state regulators will frequently expect to set
their own standards and requirements so as to achieve a level play-
ing field among different FSBs in their own jurisdictions. FATF
Recommendation 22, however, requires a regulatory body to make
sure that its standards are exported to all branches and subsidiar-
ies of their FSBs that exist outside its jurisdiction. Cooperation
between home and host supervisors to compare standards and to
establish the precise roles of both regulators in respect of AML/

CFT standards is essential for effective regulation.

Many large multinational FSBs have complex structures that require
several layers of home- and host-state responsibility. A banking
group based in Country A could have branches and subsidiaries

in Countries B and C and branches in Country D. Subsidiaries

in Countries B and C could also have branches in Country D.
Supervisors in Countries B and C would be host supervisors for
branches and subsidiaries in their own countries and home supervi-
sors for the branches in Country D. The supervisor in Coun-

try D would look to the supervisors in Countries B and C to be
home-state supervisors for some branches and to Country A to be
home-state supervisor for others. Clearly, in such circumstances,
the potential for gaps is substantial. Formal agreements, to establish
respective roles, should be reached wherever possible.

For all structures, whether complex or not, regulators need to
know the general approach of both home and host regulators
when considering the application of international standards and
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the implications of changes in those standards for regulated insti-
tutions, including the risk profile of the business or the applica-
tion to banks of the new Basel Accord.

A5, A further manifestation of cooperation for ongoing regulation is the
extent and nature of on-site inspections by a home supervisor of a
branch or subsidiary in anotherjurisdiction. In addition, cooperation
can also take the form of joint on-site inspections. Such inspections fre-
quently require formal agreements to ensure that all parties understand
their respective roles and have established ground rules for dealing with
confidentiality protection. Joint on-site inspections can result in new
information being obtained by both home and host regulators, not only
about the FSB being examined but also about the respective processes
of the regulators. As such, they can be highly effective and valuable
forms of cooperation.

A.6. Routine ongoing regulation of multinational groups requires a flow of
information on regulatory developments concerning an FSB. The con-
solidated supervisor needs to know if there are factors in branches and
subsidiaries in other jurisdictions that might pose risks. Such factors
might include the following:

i. the growing exposure of a bank to connected borrowers in differ-
ent jurisdictions;

ii. matters that might prompt enforcement action;

iii. concerns about the capital or solvency position of a multinational

ESB;

One example of this relates to the Australian insurance company
HIH, in 2001. The Royal Commission investigating the collapse
observed that the Australian prudential supervisor, the Australian
Prudential Regulation Authority (APRA), was aware of a number of
warning signs that HIH was heading toward statutory and commer-
cial insolvency, one of which was an approach by representatives of the
U.K. Financial Services Agency (FSA) and a subsequent meeting in
the margins of an International Association of Insurance Supervisors
(IAIS) meeting in Kuala Lumpur. At that meeting, the FSA informed
APRA of the FSA’s concerns about the U.K. branch;*

“Report of the HIH Royal Commission, Commonwealth of Australia, 2001, 24.1.11 and
24.1.13.
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iv. information about local conditions in either home or host country
that may not be apparent from banks” books of account or finan-
cial statements; and

v. routine findings that provide comfort as well as concern can be

exchanged.

In each of these cases, information flows need to be open and spon-
taneous and should flow in both directions between home and host
supervisors.

A.7. Information on legal and regulatory developments in each jurisdiction
and their implications for future cooperation is useful to home and host
supervisors.

A.8. Cooperation between regulators can avoid regulatory arbitrage. Most
FSBs in most countries claim, at some time, that they are suffering
from unfair treatment, in that regulations are being applied more
harshly in theirjurisdictions than elsewhere, and will point to one or
two examples to prove the point. Some regulatory bodies have been
taken in by such claims and have repeated the argument that they,
uniquely, are expected to apply international rules to an extent not
followed elsewhere. In practice, research into the examples given by
FSBs that make such claims tends to show that even where one ele-
ment of a regulatory regime is biting more harshly on them, there are
other countervailing factors. Cooperation between regulators helps
them avoid being picked off by individual FSBs or lobbying groups in
this way.

Enforcement Cooperation
A9. Enforcement cooperation can take many forms:

i. the provision of public and nonpublic information about an
FSB—including prudential matters concerning its solvency or
capital;

ii. the provision of public and nonpublic information about custom-
ers that is relevant to the responsibilities of a regulator—such
as information on brokerage records to assist in a market abuse
investigation, or information on customers to assess the will-
ingness of all members of a group to follow appropriate due-
diligence information, or information on specified customers’
accounts to determine the extent of exposure of a group to con-
nected persons;
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iii. the use of investigative powers to take statements or compel the
production of documents;

iv. freezing, seizing, and confiscating assets where this is within the
responsibility of a regulator;

v. assistance with referrals to prosecutors and with court processes
where these are necessary; and

vi. the use of direct-sanction powers, such as a company windup, a
cease and desist order, or a revocation of a license.

Cooperation for Regulatory Policy Development

A.10. Besides cooperation for more routine matters in financial sector super-

vision and regulation, cooperation over development of regulatory
policy for sectors as a whole can be important, especially where there
are significant cross-border implications. For example, in June 2004, the
U.S. Securities and Exchange Commission (SEC) and the Committee
of European Securities Regulators (CESR) announced plans to increase
their cooperation. The primary objectives of such joint efforts are to

i. identify emerging risks in U.S. and European Union (EU) securi-
ties markets for the purpose of improving our ability to address
potential regulatory problems at an early stage; and

ii. engage in early discussion of potential regulatory projects in the
interest of facilitating converged, or at least compatible, ways of
addressing common issues.

The SEC and CESR will also share their experiences regarding
enforcement matters in transatlantic and European cross-border cases.
Key areas for discussion are market structure issues, future mutual
fund regulation, development of an effective infrastructure to support
the use of international financial reporting standards, and credit-rating
agencies. By discussing emerging problems at an eatly stage and work-
ing to facilitate convergence of regulatory approaches, the SEC and
CESR hope to be able to avoid unnecessary administrative barriers to
cross-border capital market activities.>

Domestic Cooperation

A.11. Regulators need to cooperate with a financial intelligence unit

(FIU) and with other regulators and law-enforcement agencies. For

>SEC Press Release No. 2004-75, June 4, 2004.
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A2,

jurisdictions with multiple regulators, cooperation between fellow regu-
lators is especially important. Where regulators are split along financial
services sector lines (banks, insurance, and securities), the sector-based
regulators have to ensure they are dealing consistently with complex
groups. Cross-cutting issues like corporate governance, the approach

to fitness and properness, and the implementation of AML/CFT rules
must be consistent.

For example, in the United States, the financial services regulators have
both formal and informal arrangements to share information. The arrange-
ments are numerous because of the several federal financial sector regula-
tors, including the Federal Reserve System, the Office of Comptroller of the
Currency (OCC), the SEC, the Commodities Futures Trading Commission
(CFTC), and the Federal Deposit Insurance Corporation (FDIC) and

50 individual state insurance and banking supervisors. The cooperation
includes identifying emerging issues in the financial institutions industry;
coordinating regulatory activities; and the sharing of financial and enforce-
ment information, including prior notification regarding enforcement action
taken against a commonly regulated entity. There are shared databases

that include restricted information on suspected illegal conduct as well as a
separate database for suspicious activity reports (SARs) in relation to bank
fraud, theft, and money laundering. In addition to financial institutions and
regulatory agencies, law-enforcement authorities also have access to this SAR
database.®

Cooperation in regulatory policy development takes place in other mul-
tilateral forums in addition to the example given.

Some jurisdictions have split responsibilities for conduct of busi-

ness and prudential supervision between separate regulators. In both
Australia and the Netherlands, which have adopted that model, the
FSBs have been aware of a striking difference in approach between the
two authorities. Prudential supervisors have approached their task in
more informal ways, preferring to operate by developing consensus with
the regulated entity and through persuasion on a confidential basis,
whereas business regulators have been more ready to take enforcement
action and to go public with their findings. To a great extent, these dif-
ferences reflect the different kinds of issues with which the respective
authorities are dealing,

6Information based on an interview with the U.S. Financial Crimes Enforcement Network
(FinCEN).
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A3,

Al4.

Al5.
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Under AML/CFT regulations, FSBs are expected to make suspicious
transaction reports (STRs) and, in some jurisdictions, cash transaction
reports (CTRs). Cooperation between the regulator and the FIU can
identify trends in compliance. This can establish which FSBs or which
categories of FSB are reporting properly and which are not. It can iden-
tify whether there are trends that need to be reinforced or checked.

For example, one offshore jurisdiction established that, at one point, a large
proportion of STRs were filed by a small group of banks serving the local
population (whereas most banks had offshore clients). The banks, when
questioned, stated that their policy was to monitor local newspapers for
reports of convictions of drug dealers and, where they established that these
involved one of their customers, they would report the last 10 cash withdraw-
als. Clearly, such STRs were useless, and consequently the jurisdiction was
able to mount a campaign to improve reporting standards.”

Cooperation with FIUs can also identify institutions that are them-
selves most likely to be attracting suspicious customers, and this, in
turn, may prompt a review of their due-diligence procedures as well as
of the integrity of the owners or controllers of the businesses.

More widely, cooperation can ensure that regulators and law-enforcement
agencies can cooperate when action needs to be taken against criminal
institutions. The regulator has wide powers that can complement those of
the prosecutors and police. It can close down or wind up FSBs or remove
specific individuals who may be responsible for wrongdoing.

For example, in one jurisdiction, the police suspected that a particular firm,
regulated in the business of trust and company administration, was engaged
in serial money laundering. In a coordinated action, the police seized the files
and computers and sealed the office, while the regulator was able to suspend
the license and instruct the banks to refuse to take instructions from the
suspect.’

Public and Nonpublic Information

All6.

A great deal of effective cooperation, even in enforcement cases, does
not require the controversial use of investigative powers or the exchange
of nonpublic information.

7Example is based on an interview with a regulator.

8Example is based on an interview with a regulator.
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There is frequently considerable public information about companies
in the form of annual returns and published accounts or of names of
directors and owners. Even where these are fraudulent and false, that
fact alone is of value. Such forms of assistance can be given without any
legal gateways.

178



17

B.1.

Cross-Border Cooperation and Information Exchange

Appendix B
International Standards for Cooperation

This appendix describes the approach taken by the international stan-
dard setters to international cooperation.

Banking: Basel Core Principles and EU Requirements

B.2. The need for cross-border cooperation and information exchange is well

B.3.

B.4.

established among bank supervisors, as is the commitment and practice.
The Basel Core Principles (BCP) for Effective Banking Supervision
issued by the Basel Committee on Banking Supervision, as amended in
1997, provide the bank supervisory framework for all member countries
of the IMF. Core Principle 1 provides that a bank supervisor should

have

arrangements for sharing information between supervisors and protecting the
confidentiality of such information.

Part IV on Cross-Border Banking, which includes principles 23-25,
establishes policies and practices for cooperation and information shar-
ing between foreign bank supervisory authorities mainly in the context
of consolidated supervision of different branches or subsidiaries of the
same bank. The provisions are quoted in the following:

23. Banking supervisors must practice global consolidated supervision over
their internationally-active banking organizations, adequately monitoring
and applying appropriate prudential norms to all aspects of the business con-
ducted by these banking organizations worldwide, primarily at their foreign
branches, joint ventures and subsidiaries.

24. A key component of consolidated supervision is establishing contact and
information exchange with the various other supervisors involved, primarily
host country supervisory authorities.

25. Banking supervisors must require the local operations of foreign banks to
be conducted to the same high standards as are required of domestic institu-
tions and must have powers to share information needed by the home coun-
try supervisors of those banks for the purpose of carrying out consolidated
supervision.

The Basel Committee also published a paper on The Supervision of
Cross-Border Banking in October 1996. This paper derived from an
examination of impediments to information flows. It emphasized the
need for adequate information flows to allow home and host supervi-

179



WORKING TOGETHER: IMPROVING REGULATORY COOPERATION AND INFORMATION EXCHANGE

B.5.

B.6.

B.7.

sors to carry out their duties in full. Its 29 recommendations covered

a wide range of matters. It drew attention to the importance of unfet-
tered access by the home supervisor to all information related to safety
and soundness in the host jurisdiction. The paper stated that although
this would not always include information on depositors and custom-
ers, there would be circumstances where this would be necessary. Its
recommendations also made clear that although it was important that
information passed from one supervisor to a foreign supervisor for pru-
dential purposes be used only for that purpose and not be passed to a
third country without the prior permission of the supervisor providing
the information, it would be necessary to allow for the possibility that,
in some cases, a supervisor could be subject to court action to disclose
information and that it must always be possible for a supervisor who
becomes aware of criminal activity within its jurisdiction to be able to
pass information about that activity to the appropriate authority.

In 2001, the Working Group on Cross-Border Banking of the Basel
Committee published a note on Essential Elements of a Statement of
Moutual Cooperation that provides a reference for memoranda of under-
standing (MoUs) between bank supervisory authorities or between
bank supervisors and other financial sector regulators. MoUs should
provide a basis for mutual trust and willingness to share information.
MoUs are widely employed by bank and other financial institution
supervisors, The note covers three basic elements of MoUs: sharing of
information, on-site inspections, and protection of information.

With respect to protection of information, the note states that a super-
visor receiving information “must provide the assurance that all possible
steps will be taken to preserve the confidentiality of the information
received.” If the recipient of information wishes to transmit it to a
third party, that supervisor should receive agreement from the supervi-
sors that provided the information. The note recognizes that, in some
jurisdictions, a bank supervisor may be legally compeﬂed to release
information in its possession to prosecutorial authorities or by virtue
of a judicial or patliamentary subpoena, for example. Thus, supervisors
should inform those supervisors providing confidential information
whether there are circumstances under which they cannot guarantee
the confidentiality of information they receive.

The Basel Committee published a paper in August 2003 entitled Higk
Level Principles for the Cross-Border Implementation of the New Accord.
This drew attention to the implications of the new Basel Capital
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B.9.

B.10.
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Accord for cross-border cooperation, emphasizing the need for clear
definition of responsibility between home and host supervisors and
enhanced cooperation. This cooperation is particularly necessary to
recognize the needs of the home and host supervisors and to avoid
duplication of burdens on businesses resulting from redundant or unco-
ordinated approval and validation work.

Similarly, other papers by the Basel Committee have drawn attention
to the implications for cross-border cooperation of other developments
such as electronic banking.’

Although the main focus of cross-border cooperation relates to safety
and soundness issues, the Basel Committee has also noted the increas-
ing need for supervisory cooperation between banks in relation to spe-
cific assets and liabilities—for example, in the context of the abuse of
the financial system by politically exposed persons (PEPs) engaged in
corruption and by terrorists.!% The committee emphasized that coop-
eration using mutual legal assistance treaties (MLATS) and via financial
intelligence units (FIUs) was usually the most appropriate method but
also noted that banking supervisors should play a part. In particular,
if a host supervisor were to become aware that a branch of a bank was
being used by terrorists, it should inform the home supervisor.

In the European Union, the use of bilateral arrangements for sharing
information between banking supervisors is widespread. This is appro-
priate in view of the liberal right of banks in one European Union (EU)
country to establish branches in other EU countries. The EU directives
contain rules for the coordination of laws, regulations, and administra-
tive provisions relating to credit institutions. Prudential supervision of a
credit institution, including the activities it carries on in other member
states, is the responsibility of the home-country supervisor. There is
also a requirement for consultation when a subsidiary of a credit insti-
tution in one member state seeks a license in another member state and
when there is a proposed change in control of an institution that has a
subsidiary in another member state. Thus, supervisors need to coordi-
nate with their counterparts in other member states.

9Basel Committee on Banking Supervision, Management and Supervision of Cross-Border
Electronic Banking Activities, July 2003.
10“Sharing of financial records between jurisdictions in connection with the fight against ter-

rorist financing”—April 2002.
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Securities Business: IOSCO Principles

B.11.

B.12.

B.13.

B.14.

Cross-border cooperation is central to the standards set by IOSCO, the
International Organization of Securities Commissions. The preamble

to the IOSCO by-laws states the following:

Securities authorities resolve to cooperate together to ensure a better regula-
tion of the markets, on the domestic as well as on the international level, in
order to maintain just, efficient and sound markets:

to exchange information on their respective experiences in order to pro-
mote the development of domestic markets;

to unite their efforts to establish standards and an effective surveillance of
international securities transactions;

to provide mutual assistance to ensure the integrity of the markets by a
vigorous application of the standards and by effective enforcement against

offences.

The IOSCO Objectives and Principles of Securities Regulation
(updated in May 2003) contain a section on cooperation. The principles
highlight first the importance of domestic cooperation in the discussion
of Principle 1: “The responsibilities of the regulator should be clear and
objectively stated.” IOSCO emphasizes the need for

strong cooperation among responsible authorities, through appropriate
channels,

observing that the responsible authorities are domestic agencies in this
context.

Principles 11 through 13 deal with international cooperation as follows:

11. The regulator should have authority to share both public and non-public
information with domestic and foreign counterparts.

12. Regulators should establish information sharing mechanisms that set out
when and bow they will share both public and non-public information with
their domestic and foreign counterparts.

13. The regulatory system should allow for assistance to be provided to for-
eign regulators who need to make inquiries in the discharge of their functions
and exercise of their powers.

In the discussion on international cooperation in the Objectives and
Principles and in its methodology designed to assess compliance with

the principles, IOSCO emphasizes the following points:
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iii.

.

vi.
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International cooperation should not be inhibited by domestic
secrecy or blocking law. Violators of securities laws route transac-
tions through foreign jurisdictions to disguise identity of parties,
flow of funds, or beneficial ownership. There is therefore a need to
be able to make such information available to a foreign regulator.

The potential scope of assistance should encompass a wide variety
of assistance needs.

MoUs and other arrangements are helpful and should identify
circumstances in which assistance can be provided, the types of
information to be provided, confidentiality requirements, and pet-
mitted uses. An MoU should determine who can give assistance
to whom and what procedures should be followed.

Although it is important that the confidentiality of nonpublic
information be maintained, this should only be done to an extent
consistent with the purposes of the release of the information.
IOSCO emphasizes that a requested authority may impose condi-
tions ensuring appropriate use of the information and ensuring
the confidentiality of the information except pursuant to the uses
permitted, such as in a public enforcement action for which use the
information was requested.!!

IOSCO urges all jurisdictions to remove any requirements for
dual illegality (the need for an illegal act to have taken place in
the requested authority’s jurisdiction) and for dual criminality
(the requirement that an illegal act under investigation in a for-
eign jurisdiction would also have to have been an offense if it had
occurred in the requested authority’s jurisdiction).

IOSCO makes clear that all regulatory authorities should be

able to get information about a license holder and its custom-

ers, including bank and brokerage records. These should include
the name of the account holder, the beneficial owners of bank
accounts and of companies, and the beneficiaries of trusts where
this information is held in the jurisdiction. They should provide
for voluntary cooperation from subjects of an enquiry. They must
also be able to get information under compulsory powers and be
able to take statements under oath.

UIOSCO Methodology for Assessing Adherence to the Objectives and Principles,

October 2003, Explanatory Note to Principle 11.
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B.15.

B.16.

B.17.

In respect of information about conglomerates, regulators should be
able to share information about the structure and capital of, and invest-
ments in, connected and linked companies; exposures within and out-
side the group; and internal controls and systems.

IOSCO has taken a further step in developing standards of cooperation
by adopting a multilateral MoU.!?2 The purpose of the MoU is to offer
a vehicle, available to all IOSCO members, for information exchange.
It is based on the Objectives and Principles. Any IOSCO member can
apply to sign it. Whereas in the case of bilateral MoUs, each party has
the opportunity to undertake due diligence on their counterparty, this
is not possible for a multilateral MoU, where a signatory has no influ-
ence over who the other signatories might be. To substitute for bilateral
due diligence, IOSCO has created a screening process whereby groups
of IOSCO members review the legislation of an applicant country so as
to ensure that it has the legal capacity to undertake its commitments.
This screening process is rigorous and involves a decision-making and
appeal process within the senior councils of IOSCO.

Signatories to the MoU affirm that no domestic secrecy or blocking
laws or regulations should prevent the collection or provision of the
information requested within the scope of the MoU, by the request-
ing authority. The MoU also provides that information can be denied
under the following circumstances:

i. where the request would require the Requested Authority to act in a
manner that would violate domestic law;

ii. where a criminal proceeding has already been initiated in the juris-
diction of the Requested Authority based upon the same facts and
against the same Persons, or the same Persons have already been the
subject of final punitive sanctions on the same charges by the compe-
tent authorities of the jurisdiction of the Requested Authority, unless
the Requesting Authority can demonstrate that the relief or sanctions
sought in any proceedings initiated by the Requesting Authority would
not be of the same nature or duplicative of any relief or sanctions
obtained in the jurisdiction of the Requested Authority;

iii. where the request is not made in accordance with the provisions of this
Memorandum of Understanding; or

iv. on grounds of public interest or essential national interest.

12JO0SCO Multilateral Memorandum of Understanding, May 2002.
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B.18.

B.19.

B.20.

B.21.

B.22.
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There is no right of refusal on grounds of confidentiality. Within the
terms of the MoU, however, the requesting authority undertakes to
keep information confidential except where disclosure is necessary to
fulfill the purpose for which the information was requested—which
includes enforcement proceedings and criminal prosecution—or in
response to a legally enforceable demand.

The MoU reinforces the IOSCO stance on dual criminality by stating
that

Assistance will not be denied based on the fact that the type of conduct under
investigation would not be a violation of the laws and regulations of the

Requested Authority.

The IOSCO President's Committee has passed a resolution encourag-
ing all members to sign. Moreover, by publishing a list of the members
that can sign, IOSCO is putting pressure on all members to amend
their legislation so as to be able to sign. It is therefore an effective means
of persuading IOSCO’s members to raise their standards.

Within the European Union, the regulatory bodies for securities busi-
ness have become the Committee of European Securities Regulators
(CESR). CESR has devised a common MoU, which draws on the coop-
eration provisions of the Investment Services Directive (ISD). The ISD
provides for requirements of professional secrecy, along with gateways
where appropriate, but also requires that

Member States may conclude cooperation agreements providing for the
exchange of information with the competent authorities of third countries or
with third country authorities or bodies whose responsibilities are analogous
to those of the bodies referred to in points (i) and (ii) of Article 54(3)(a)

and points (a) and (b) of the first subparagraph of Article 54(4) only if the
information disclosed is subject to guarantees of professional secrecy at least
equivalent to those required under Article 50.

This provision imposes a severe test in that it could be argued that

it requires a cooperation agreement to be in place before informa-
tion is exchanged and sufficient research to be done to satisfy the test
that confidentiality provisions should be equivalent to those in the
EU. Such a provision, if interpreted literally, could prevent a posi-
tive response to an ad hoc request. Securities regulators have not all
interpreted this provision so narrowly, however, and many exchanges
of information take place without a formal MoU. A similar clause is

included in the updated ISD currently being finalized.
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B.23.

IOSCO maintains a record of all other MoUs signed between its mem-
bers, and these show a widespread network of information-sharing
agreements. The content varies enormously. The need for such bilateral
agreements may begin to fade as more securities regulators sign the
multilateral MoU.

Insurance Supervision

B.24.

B.25.

B.26.

B.27.

The International Association of Insurance Supervisors (IAIS) core
principles require that

5. The supervisory authority cooperates and shares information with other
relevant supervisors subject to confidentiality requirements.

The IAIS specifically refers to the need to share information to counter
fraud, money laundering, and terrorist financing. Otherwise, the key

points emphasized by IAIS are the following:
i. the need to protect the confidentiality of the information;

ii. although information-sharing agreements are useful, they should
not be a prerequisite for information sharing;

iii. information should be shared concerning supervised institutions
and individuals in key positions; and

iv. information should be shared on key characteristics of the super-
visor's regime and on any action taken or (preferably) contem-
plated against a supervised entity.

In December 1999, the TAIS issued a paper on principles applicable to
the supervision of international insurers.!> This spells out the informa-
tion needs of home and host supervisors. The paper emphasizes the
need for a check, where necessary, by the host supervisor on informa-
tion provided by the insurer—although the paper (unlike the Basel
Core Principles) does not require that joint on-site visits be permitted.
The importance of proactive disclosure by both home and host supervi-
sors is also emphasized in the paper.

The paper suggests that those supervisors whose confidentiality
requirements prevent or constrain the sharing of information should
review their requirements in consideration of the following conditions:

BTAIS, Technical Committee, Revised Insurance Concordat, December 1999.
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i. Information received should only be used for purposes related to
the supervision of financial institutions.

ii. Information-sharing arrangements should allow for a two-way
flow of information, but strict reciprocity in respect of the for-
mat and detailed characteristics of the information should not be

demanded.

iii. The confidentiality of information transmitted should be legally
protected, except in the event of criminal prosecution. All insur-
ance supervisors should, of course, be subject to professional
secrecy constraints in respect of information obtained in the
course of their activities, including during the conduct of on-site
inspections.

iv. The recipient should undertake, where possible, to consult with
the supervisor providing the information if the former proposes to
take action on the evidence of the information received.

B.28. The IAIS principles in respect of cooperation are spelled out more fully

B.29.

in the Model Memorandum of Understanding issued as a Guidance
Paper by the TAIS in 1997.% It is comprehensive, containing provisions
on all important matters that are relevant to cross-border cooperation
and information sharing in the context of insurance supervision, includ-
ing: (i) the supervisory purposes for which assistance is to be provided;
(ii) the types of assistance that may be provided; (iii) the information

to be conveyed by the requesting authority in a request for assistance;
(iv) considerations of the requested authority in determining whether
to accept a request; (v) procedures for taking testimony and conducting
inspections; (vi) permissible uses of information supplied and confiden-
tiality; and (vii) onward transmission of information received.

With respect to information to be conveyed by the requesting authority
in a request for assistance, paragraph 15 of the IAIS Model MoU pro-
vides that the following should be specified by the requesting authority:

i. the purpose for which the information or assistance is sought (including
in appropriate cases details of the law, regulation or requirement of the
requesting authority which is suspected to have been breached);

MTAIS Guidance Paper No. 2, September 1997.
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ii. a description of any particular conduct or suspected conduct which has
given rise to the request and its connection with the jurisdiction of the
requesting autkority;

iii. the link between any suspected breach of law, regulation or require-
ment and the regulatory functions of the requesting authority;

iv. the relevance of the requested information or assistance to any sus-
pected breach of law, regulation or requirement of the requesting
authority.

B.30. Paragraph 15 also states that “the requested information must be rea-

B.31.

B.32.

sonably relevant to securing compliance with the law, regulation or
requirement specified in the request.”

Requested jurisdictions wish to know what use is to be made of the
information requested of them, especially to ensure that appropriate
confidential treatment is accorded such information. Paragraph 24 of
the TAIS model MoU includes the following provisions on permissible

uses of information:
The information supplied will be used solely for the purpose of

i. securing compliance with or enforcement of the law, regulation or
requirement specified in the request by initiating or assisting in crimi-
nal prosecution arising out of the breach of such law;

ii. conducting or assisting in civil proceedings arising out of the breach of
the law, regulation or requirement specified in the request and brought
by the Authorities or other law enforcement or regulatory bodies
within the jurisdictions.

Paragraphs 25 and 26 of the IAIS Model MoU contain illustrative pro-

visions with respect to confidentiality.
25. Each authority will keep confidential to the extent permitted by law:

any request for information made under the [MoU] and any matters arising
in the course of its operation, unless such disclosure is necessary to carry out
the request, or the requested Authority specifically waives such confidential-
ity; any information passed under the [MoU] unless it is disclosed in fur-
therance of the purpose for which it was requested.

26. Unless the request provides otherwise, the confidentiality provisions of the
[MoU] shall not prevent the Authorities from informing other law enforce-
ment or regulatory bodies within [their] jurisdictions . . . of the request or of
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B.33.

B.34.

B.35.
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passing information received pursuant to a request to such bodies, provided
that

a. such agencies or bodies have responsibility for prosecuting, regulating
or enforcing laws, regulations and requirements [relating to supervision
and regulation of insurance];

b. the purpose of passing such information to such an agency or body
[relates to supervision and regulation of insurance]; and

¢. the requesting Authority has provided any such undertaking in rela-
tion to the information requested which is required by . . . the requested
Authority.

Paragraph 26 and subparagraphs (a) and (b) appropriately provide that
information received by a requesting authority may be transmitted to
law-enforcement or supervisory bodies in its jurisdiction if this is

done pursuant to supervision and regulation of insurance. Subpara-
graph 26(c) may, in some cases, place undue restrictions on onward
transmittal of information if a requested jurisdiction does not allow
onward transmittal, although such a condition would appear to be
inconsistent with subparagraphs (a) and (b). As indicated previously,
in most jurisdictions, onward transmittal to criminal-law-enforcement
authorities cannot be prevented.

If a supervisory authority does not wish to provide general authority for
the use of information it provides, it can attach general conditions: for
example, it may specify that the information be used only for supervi-
sory purposes, including for enforcement of law or regulations by the
requesting authority or other authorities in its jurisdiction for civil,
administrative, or criminal proceedings.

The European Union’s Third Life Directive also includes the provi-
sion referred to previously in the context of the Investment Services
Directive. In the context of insurance, however, it is widely regarded as
meaning that there should be no information sharing without a coop-
eration agreement (thus breaching an IAIS principle). Particulatly in
the context of the United States, there is rarely sufficient need to justify
the expense of assessing the legal position of any one of the U.S. states
in order to enter into an information‘sharing agreement with it.

Money Laundering and the Financing of Terrorism: FATF

B.36.

International cooperation and information exchange is critical for anti-

money laundering/combating the financing of terrorism (AML/CFT)
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B.37.

B.38.

B.39.

activities because of the multinational nature of money laundering

and terrorism financing, The layering stage of money laundering often
involves transfer of assets from a financial institution in one country to
a financial institution in another country in order to conceal the assets
or their ownership from law-enforcement authorities. Cross-border
cooperation and information exchange for AML/CFT purposes is usu-
ally between FIUs that have been established by governments especially
for this purpose. They may be independent entities or departments of
governmental agencies like ministries of finance, ministries of justice,
prosecutors’ offices, or police departments.

The Vienna Convention (1988) provided the basic definition of money
laundering that is widely used in other multilateral instruments and
laws. It states that

The conversion or transfer of property, knowing that such property is

derived from any offence [of production, delivery or sale of narcotics], or from
an act of participation in such offence or offences, for the purpose of conceal-
ing or disguising the illicit origin of the property or of assisting any person
who is involved in the commission of such an offence or offences to evade the
legal consequences of his actions.

Since narcotics offenses are one of the principal bases of money laun-
dering, the provisions on international cooperation and information
sharing in the convention are important for AML.

Article 7(2) provides that parties to the convention shall afford
mutual legal assistance to one another for purposes including

taking evidence or statements from persons; effecting service of judi-
cial documents; executing searches and seizures; examining objects
and sites; providing information and evidentiary items; providing
relevant documents and records, including bank, financial, or busi-
ness records; and identifying or tracing proceeds, property, or instru-
mentalities for evidentiary purposes. The convention also covers
confiscation of assets and extradition of persons. Thus parties to the
convention have general authority to cooperate and exchange infor-
mation on relevant bases for AML. Article 7(15) of the convention
provides, however, that mutual legal assistance may be refused for rea-
sons including that the requested party believes the request is likeiy to
prejudice its sovereignty, security, or other essential interests or if the
authorities of the requested party would be prohibited by domestic
law from carrying out the action requested with regard to any similar
local offense.
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B.40. The Convention for the Suppression of the Financing of Terrorism

B.41.

B.42.

(CSFT) establishes as an offense, inter alia, collecting or providing
funds knowing that they will be used to cause serious injury to civilians,
to intimidate a population, government, or international organization
to act or refrain from acting as they otherwise would. Article 2 provides
that parties to the convention shall afford one another “the greatest
measure of assistance in connection with criminal investigations or
extradition proceedings” in respect of the offenses covered by the con-
vention, “ . .including assistance in obtaining evidence in their posses-
sion necessary for the proceedings.” Whether “in their possession” is a
significant limitation is not clear. If this means providing to requesting
authorities only information in government agency files rather than
undertaking conscientious investigative efforts to establish new files,

it would be a limitation. This article also provides that parties may

not refuse a request for mutual legal assistance on the grounds of bank
secrecy, or involvement of fiscal or political offenses.

The Financial Action Task Force (FATF) Forty Recommen-

dations (FF) contain comprehensive provisions for AML/CFT.
Recommendations 35—40 relate to international cooperation and
include the need for countries to ratify and implement the Vienna,
Palermo, and CSFT conventions and recommendations for countries
rapidly and effectively to provide “the widest possible range of mutual
legal assistance,” including in investigations, in the absence of dual crim-
inality, and in seizing and confiscating laundered assets or instrumen-
talities used in relevant offenses. They also urge that money laundering
be an extraditable offense and that there be simplified procedures for
direct transmission of extradition requests and extraditions based on
warrants for arrest.

Recommendation 40 seeks to overcome factors that have been impedi-
ments to international cooperation. It says

Countries should ensure that their competent authorities provide the wid-
est possible range of international cooperation to their foreign counterparts.
There should be clear and effective gateways to facilitate the prompt and
constructive exchange directly between counterparts, either spontaneously
or upon request, of information relating to both money laundering and

the underlying predicate offences. Exchanges should be permitted without
unduly restrictive conditions. In particular:

Competent authorities should not refuse a request for assistance on the sole
ground that the request is also considered to involve fiscal matters.
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B.43.

B.44.

B.45.

Countries should not invoke laws that require financial institutions to main-
tain secrecy or confidentiality as a ground for refusing to provide cooperation.

Competent authorities should be able to conduct inquiries; and where pos-
sible, investigations, on behalf of foreign counterparts.

Where the ability to obtain information sought by a foreign competent
authority is not within the mandate of its counterpart, countries are also
encouraged to permit a prompt and constructive exchange of information
with non-counterparts. Cooperation with foreign authorities other than
counterparts could occur directly or indirectly. When uncertain about the
appropriate avenue to follow, competent authorities should first contact their
foreign counterparts for assistance.

Countries should establish controls and safeguards to ensure that informa-
tion exchanged by competent authorities is used only in an authorized man-
ner, consistent with their obligations concerning privacy and data protection.

The FATF Interpretative Note to Recommendation 40 emphasizes the
importance of conscientious inquiries by FIUs on behalf of counter-
parts. It says

FIUs should be able to make inquiries on behalf of foreign counterparts
where this could be relevant to an analysis of financial transactions. At a
minimum, inquiries should include: searching its own databases, which
would include information related to suspicious transaction reports and
searching other databases to which it may have direct or indirect access,
including law enforcement databases, public databases, administrative
databases and commercially available databases. Where permitted to do so,
FIUs should also contact other competent authorities and financial institu-
tions in order to obtain relevant information.

For CFT, the FATF also has Eight Special Recommendations (SRs) on
Terrorist Financing, SR V. on International Cooperation provides that
countries, on the basis of a treaty, arrangement, or other mechanism

for mutual legal assistance or information exchange, should give one
another

.. . the greatest possible measure of assistance in connection with criminal,
civil enforcement, and administrative investigations, inquiries and pro-
ceedings relating to the financing of terrorism, terrorist acts and terrorist
organizations.

The FATF Best International Practices paper on Freezing Terrorist
Assets emphasizes the importance of international cooperation in
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B.46.

B.47.

B.48.

B.49.
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CFT. It notes that “the global nature of terrorist financing networks . ..
requires unprecedented levels of communication, cooperation and col-
laboration. ...

Best practices to improve international cooperation in CFT by sharing
information relating to the freezing of terrorist-related assets includes
developing a system for mutual, early, and rapid prenotification of pend-
ing designations, so that assets can be frozen simultaneously across
jurisdictions. Jurisdictions should also have a system for consultation
with other jurisdictions for gathering and verifying identifier informa-
tion for designated persons and organizations.

Most cross-border communications regarding AML/CFT are with
respect to particular suspicious transactions of organizations or indi-
viduals, often where the AML/CFT activities take place substantially
in the requesting jurisdiction. However, jurisdictions should be encour-
aged to spontaneously inform foreign authorities of significant AML/
CFT risks that authorities in one jurisdiction have become aware of
regarding certain businesses or individuals that have activities in other
jurisdictions. These could be risks involving certain financial products
of financial services businesses (FSBs) or other businesses subject to
AML/CEFT scrutiny or control risks of particular businesses, includ-
ing in cases where the suspect activities take place mainly in another
jurisdiction.

The basic activities of FIUs are to receive, analyze, and disseminate
information related to transactions that may constitute money laun-
dering. While some FIUs—for example, those that are part of police
departments—may undertake investigations, FIUs generally provide
pre-investigative analysis of transactions for referral to law-enforcement
authorities. FIUs exchange information internationally, often using bi-
lateral MoUs, since many AML laws require that FIUs' cross-border
exchanges of information be on the basis of a formal agreement with a
foreign authority.

AML laws usually provide that information that is proprietary to FIUs
may be exchanged at the discretion of the FIU. This would be mainly
information from suspicious transaction reports (STRs) and cash
transaction reports (CTRs) in the FIU's database and information

that FIUs can obtain from commercial databases. When information
sought by foreign FIUs is not possessed by an FIU but rather by finan-
cial institution regulators or by banks, bank secrecy requirements have
sometimes been an impediment to exchange of information. As blanket
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B.50.

B.51.

B.52.

ank secrecy provisions have become less prevalent, there have remaine
bank y have b 1 lent, there h d
jurisdictions where gateways have been defined too narrowly or inter-
preted in too restricted a fashion to allow proper cooperation.

The Egmont Group, which has 101 member FIUs [as of June 14, 2006,
has issued pronouncements to its members on cross-border coopera-
tion, Although there is a comprehensive procedure for admitting mem-
bers to the Egmont Group that includes assuring that “they are legally
capable and willing to cooperate on the basis of the Egmont Principles
of Information Exchange,” those principles are somewhat restrictive in
their recommended procedures for information sharing,

The Egmont Principles (of June 2001) advocate sharing of information
spontaneously, as well as on request, yet in requesting information, an
FIU is recommended to disclose “the reason for the request, the pur-
pose for which the information will be used and enough information

to enable the receiving FIU to determine whether the request complies
with its domestic law.” Given the vetting of Egmont members and the
general purpose of all requests to FIUs, it would seem that requiring all
such specific information for each request could have been dispensed
with.

Regarding permitted uses of information conveyed to a requesting FIU,
the Egmont Principles state that a “requesting FIU may not transfer
information shared by a disclosing FIU to a third party, nor make use
of the information in an administrative, investigative, prosecutorial, or
judicial purpose without the prior consent of the FIU that disclosed the
information.” Since the most important use of information obtained

by an FIU is to disseminate it for combating money laundering, which
usually involves investigative, prosecutorial, or judicial proceedings,
requiring specific consent for such uses of information conveyed is
questionable. It appears that mutual trust among at least some Egmont
members may have a way to go.

Cooperation Regarding Financial Conglomerates

B.53.

The Joint Forum on Financial Conglomerates issued recommendations
in 1999 that are not addressed especially to cross-border cooperation
but are quite relevant in view of the multinational presence of financial
conglomerates. The forum recognizes the need for regulators to under-
stand how a financial group is managed and risk is controlled—by
entity or product line and for coordination among separate regulators
to ensure that a conglomerate is adequately regulated.
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B.54. Thus, there is a need for exchange of information among regulators,
both within their own sectors and among regulators of different sec-
tors, and of cross-border exchange of information for conglomerates
with activities in different jurisdictions. There is also a need to enhance
regulatory coordination, including by designating and defining the
responsibilities of a coordinating regulator.
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C.l

Appendix C
Barriers to Effective Cooperation

Although there is much scope for cooperation that does not involve the
exchange of confidential information, for the most part, the barriers to
cooperation affect information exchange. Much of what follows in this
appendix focuses on the barriers to the exchange between regulators of
confidential information.

Inadequate Domestic Information-Gathering Powers

C.2.

C3.

C4.

Information cannot be exchanged if it is not obtainable by the requested
regulator in the first place. Regulators need information about the busi-
ness of regulated entities and of their customers. For example, bank
supervisors need access to information about depositors to ensure that
they understand whether there is a risk of concentrated lending risk.
Securities regulators need access to information about investors (or
depositors of banks) when investigating market-related offenses or fol-
lowing the funds derived from such activities. Insurance supervisors
need customer information to meet their obligations under the Basel
Core Principles to tackle insurance fraud.

The findings of IMF reports on specific jurisdictions are that, in a number
of cases, there are gaps in the requirements placed on financial services
businesses (FSBs) in respect of the information they must obtain and hold.
Typical examples of this are

i. the beneficial ownership of FSBs themselves, beneficial ownership of
accounts, and beneficial ownership of companies and beneficiaries of
trusts where companies and trustees hold accounts with banks;

ii. inadequate provision for the preparation of financial statements, so
that basic financial information is not available to the regulator; and

iii. bearer shares, which permit the owners to conceal their identi-
ties, without requiring imposition of alternative measures, such as
immobilization or an overriding disclosure requirement.

Where jurisdictions allow shell banks to receive licenses, it is very dif-
ficult to obtain any information about them. Shell banks are defined
for this purpose as banks that have no physical presence anywhere.
Licenses are offered to entities with a legal presence in one jurisdic-
tion but with the mind and management elsewhere. That management
is not, itself, subject to any regulatory supervision. In such cases, it is
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highly problematic to obtain any useful information. This is why the
Basel Committee and the Financial Action Task Force (FATF) recom-
mend that shell banks not be licensed. This stance by Basel and the
FATF has been effective, as indicated by the apparent decline in the

incidence of shell banks.

Even where a bank is not a shell, the absence of a physical presence

in a jurisdiction where a license is held creates problems in obtaining
information where the bank is reluctant to transmit information from
one jurisdiction to another—either because of alleged legal restrictions
(which sometimes exist) or because of other internal policy reasons. In
some cases, it is possible to obtain information through a memorandum
of understanding (MoU) with the jurisdiction in which the bank does
have a presence. However, MoUs are not always a sufficient substitute
for direct access to information by a regulator, and there may be cir-
cumstances in which such exchange of information is not possible. It

is always better for a regulator to insist that records necessary for it to
undertake its tasks are held within its jurisdiction.

Where information is available within a jurisdiction, it is sometimes the
case that the regulator has limited access to it:

i. in some jurisdictions, the regulator is not allowed access to infor-
mation about customers or depositors, for example, or can only
gain such information with a court order; or

ii. in other cases, the regulator does not have explicit powers to mon-
itor the performance of FSBs or to insist on obtaining whatever
information is necessary for the fulfillment of its objectives.

Where powers are available, some regulators have been found by the
international financial institutions (IFIs) to have inadequate resources
to monitor the operation of regulated FSBs properly. A frequent com-
ment made in IMF Reports on Standards and Codes (ROSCs) con-
cerns the absence of a program of effective on-site visits and, sometimes,
the absence of sufficient resources to conduct desk-based regulation
adequately. Where this is so, such regulators cannot give useful infor-
mation in response to overseas enquiries, and still less spontaneously, on
such matters as the risks posed by these kinds of institutions, any devel-
oping regulatory concerns, or the compliance culture.

The ability of a regulator to obtain information even where powers
are available can be constrained by excessive political or commercial
interests,
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co.

C.10.

C.11.

C.12.

In one jurisdiction evaluated by the IMF, the powers of the regulator to
obtain confidential information from FSBs were simply ignored in practice.!®

Equally important can be the presence of those with an interest in the
regulator’s decisions on the regulatory supervisory board. It can be of
value to obtain the expertise and experience of FSB practitioners on a
regulatory supervisory board. Where those practitioners are currently
subject to regulation, however, conflicts of interest can arise. Even if
individuals withdraw from discussions about institutions in which they
are themselves interested, they may have a general approach—for exam-
ple, on the disclosure of information by an FSB to a regulator—that can
inhibit a regulatory agency from performing its proper duties. The IMF
identified one jurisdiction in particular where this was the case.

Regulatory standards set for all three sectors demand that a regula-
tor should have immunity from actions taken against the body and
its staff in respect of their regulatory decisions, provided that the
decisions are taken in good faith. The absence of such immunity can
inhibit a regulator from acting aggressively to obtain the necessary
information.

Finally, a regulator may be inhibited from obtaining the information
necessary to do its own job or to assist others because of inadequate
domestic cooperation with other agencies in the same jurisdiction

i. between different regulators, where regulatory responsibility is

split;

ii. between statutory regulators and self-regulationg organizations

(SROs); or

iii. between regulators and law-enforcement agencies, at least in the
context of developing trends but especially as a means of alert-
ing different agencies to concerns about specific institutions and
individuals.

In each of these cases, the limitations on cooperation may be exac-
erbated by inadequate legal gateways between agencies or even by
reluctance on the part of staff within one agency to look beyond that
agency’s interests to the interests of law enforcement in the jurisdiction
as a whole.

5TMF ROSC.
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Overcoming Barriers to Domestic Cooperation

C.13.

C.14.

Such barriers to domestic information gathering and sharing can be
overcome. In practice, some jurisdictions set up formal bodies designed to
bring the various authorities together to discuss trends and specific cases:

One jurisdiction, for example, bas instituted a domestic information sharing
body encompassing all agencies with a law enforcement interest, including
the Attorney General, the regulatory authority, the FIU, the tax authorities
and others. While such a body cannot remove legal impediments to informa-
tion sharing, it can be used to build confidence and to discuss matters not
constrained by law. It can also create the basis for recommendations for legis-
lative change.1®

The domestic barriers to cooperation may be erected because of the
understandable concern to protect sensitive information about financial
institutions and their customers and the need to avoid taking action that
might jeopardize future information flows or even prejudice the rights
of a suspect under investigation. It is important that the arrangements
described here not be undertaken in a way that jeopardizes those rights.

Political Barriers to Cooperation

C.15.

C.16.

C.17.

Determination to be of assistance to a fellow regulator can produce a
creative frame of mind when seeking ways to help a fellow regulator
within the terms of the existing legislation. Conversely, a reluctance to
cooperate can render inoperative legislation that provides for gateways
for exchange of information—for example, where the regulator nar-
rowly interprets the powers to cooperate or interprets very broadly the
tests that have to be passed before assistance can be given.

The ROSCs have observed, with respect to some jurisdictions, an
assumption by the local financial services industry that secrecy is the
key asset providing a competitive advantage for the jurisdiction. It is
also apparent from the refusal of certain European Union (EU) mem-
ber states to exchange tax information routinely, as part of the EU
Savings Tax Directive, unless Switzerland, the Crown Dependencies,
and other third countries do the same, that they have this view.

Where such a culture dominates the financial services industry in a
jurisdiction, it is likely to inhibit an open and cooperative approach by
the regulator.

16Example based on an interview with a regulator.
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C.18.

Cultural factors are intangible. They are affected by legal and commer-
cial imperatives, but they can also affect the degree of cooperation that
can be achieved for any given set of laws and information gateways.

Overcoming Political Barriers

C.19.

C.20.

C.21.

C.22,

Information—sharing and conﬁdence—building meetings within and
between jurisdictions can help break down these cultural barriers. The
work of international institutions, such as the FATF, the World Bank,
and the IMF, is already encouraging greater cooperation.

Although controversial, the extraterritorial pressure placed on other
jurisdictions by U.S. legislation can be effective in prompting reform.
The USA Patriot Act gives draconian powers to the U.S. Treasury
Secretary if, in his opinion, an institution or jurisdiction is of primary
money laundering concern. There is no doubt that these powers have
been effective in encouraging greater cooperation.

Peer pressure could also be increased by encouraging all regulatory
bodies to publish statistics on the number of requests for information
received; the number dealt with and those refused or delayed, with
reasons; and the timeliness of responses. Such transparency would be
helpful in identifying barriers while also encouraging jurisdictions to
maintain a good response rate to information requests.

Pressure from multilateral institutions and from economically more
powerful countries, while effective, can be argued to infringe the sover-
eignty of those jurisdictions under pressure. It is necessary to consider
carefully the balance of advantages and disadvantages in applying exter-
nal pressure in this way.

Bank Secrecy

C.23.

Laws, usually commercial banking laws, often provide that present and
past bank officers, employees, and agents are not permitted to use infor-
mation for personal gain or gain by any person or entity other than the
bank that they serve or have served. Such laws also protect a customer’s
right to privacy by insisting on a ban on disclosure of nonpublic infor-
mation that the officers, employees, or agents obtained in the course

of their service to a bank. Contracts between banks and their officers,
employees, and agents often contain similar provisions. Such laws and
contractual provisions are sometimes obstacles to effective cross-border
cooperation and information exchange among financial sector regula-
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tors and financial intelligence units (FIUs), especially when there are no
explicit appropriate exceptions to the general rule.

Most bank secrecy laws contain exceptions that permit disclosure to,
for example, local financial institutions regulatory authorities and their
agents, external auditors of a bank, judicial authorities, foreign bank
regulatory authorities, authorities responsible for combating money
laundering, and in instances when the protection of the bank’s interest
in legal proceedings requires disclosure. In many cases (except where
such a restriction would defeat the purpose of information exchange),
the gateways place confidentiality restrictions on the recipients of such
disclosed information. Sometimes disclosure is permitted by virtue of
laws other than the commercial banking law, such as international con-
ventions, and when the relationship between the commercial banking
law and the other laws is not clear. Some countries do not have well-
developed rules for conflicts of law.

The pressure from international standard—setting bodies has, to a great
extent, removed blanket bank secrecy Iegislation; there is evidence from
evaluations of specific countries that some provisions remain, however.
Even where gateways have been introduced, they may not necessarily
overcome long-held assumptions about the role of secrecy. In its report
on one jurisdiction, the IMF noted

From discussions with the regulators and the industry, it was apparent that
the authority of the regulators to have access to (confidential] information
was being ignored or challenged. In some cases, this appeared to be based on
a belief that the provisions of the [gateways in banking and other legisla-
tion] in this regard did not override the specific secrecy provisions contained
in the Companies Act. In other cases, there was a general belief that some
unspecified, but universal secrecy laws must, almost by definition, exist to
prevent such access.t’

Even where there are no overriding secrecy provisions, the protection of
confidential information is frequently one of the key tests that must be
passed before a regulatory authority can pass on information.

i. The most common test is that the requesting authority must pro-
tect confidentiality to the same degree as the requested authority.
This provision occurs in EU legislation. On the face of it, this is
an understandable provision, but it can cause difficulties:

7IMF ROSC.
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il

1il.

For example, an insurance regulator in an EU member state might
require assistancefrom an insurance supervisor in the United States.
Insurance in the United States is regulated at the state level, and each
state has different provisions in respect of freedom of information and
the ability of the legislature to demand information. The EU super-
visor may not consider that the case justifies the time and expense
necessary to undertake the legal research necessary to satisfy himself
as to the equivalence of the confidentiality protection and may find it
necessary to drop the case.

A similar test may require the requesting authority to sign an
unqualified undertaking that confidentiality will be protected.

In practice, very few jurisdictions could, in fact, sign such an
undertaking, since there could be circumstances when a prosecu-
tor, court, parliament, or other regulator could demand disclosure
according to other legal provisions. The demand for an unqualified
undertaking of confidentiality may thus be a barrier in practice.

Other jurisdictions require an undertaking that information will
not be passed to another authority without their written permis-
sion. While a requirement for prior notification is important, a
strict requirement for prior permissions can effectively be another
barrier to cooperation, since in many jurisdictions a regulatory
body would be bound to pass any evidence obtained of illegal
activity to the relevant authority. The demand for an unqualified
assurance that no information would be passed to another author-
ity may itself be a barrier.

The IMF report on one country noted that information could be
shared with foreign regulators only if the information provided were
used within the scope of regulatory duties, as described in the request
of the foreign authority. Within the foreign authority, access to the
information provided had to be granted only to persons who were
subject to official secrecy provisions. The information had to be kept
strictly confidential and could be used only in accordance with the
agreed regulatory purpose. Any further disclosure of the information,
whether to other national authorities or to other foreign authorities,
was not allowed. In the case where, according to the foreign legislation,
the information provided by the [regulatory body] had to be forwarded
to other authorities, the regular mutual assistance procedure had to be

duly complied with.18

IMF ROSC.
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iv. In some jurisdictions, information can be passed to another
jurisdiction only with the consent of the attorney general or of 2
court. This can be a barrier to cooperation, if the tests imposed
by an attorney general or the court have been designed to protect
the rights of those charged with criminal offenses rather than to
facilitate cross-border cooperation between regulators.

Overcoming Bank Secrecy Barriers

C.27.

C.28.

Barriers based on the existence of secrecy legislation or a culture of
secrecy can be overcome only by the repeal of that legislation and a
change in culture. In practice, the most restrictive kinds of bank secrecy
legislation have now been removed in most countries. Most jurisdictions
have confidentiality provisions with gateways for passing confidential
information in specified circumstances. It is now necessary to overcome
the remaining secrecy culture and to ensure that gateways are designed
in a way that facilitates information sharing,

It is essential that FSBs trust a regulator to treat confidential informa-
tion appropriately. In its evaluation report on one country, the IMF
stated!® that there was a suspicion that the regulator could not be
trusted with information. The establishment of a track record creating
trust is therefore an essential prerequisite to overcoming the concerns
that support bank secrecy.

Legal and Constitutional Barriers to Cooperation

C.29.

In general, cross-border cooperation and information exchange among
financial sector regulators and FIUs need not, in principle, be impeded
by differences between common-law and civil-law jurisdictions,
although, in practice, the different legal traditions and practices can
create barriers. In the context of anti-money laundering (AML), for
example, the United Nations Office on Drugs and Crime (UNODC)
promulgated separate model laws for AML in respect of civil-law and of
common-law jurisdictions that contained essentially the same definition
of the offense of money laundering, powers for law-enforcement author-
ities, and provisions for mutual legal assistance.?’ In civil-law jurisdic-
tions, however, it is sometimes easier to seize assets in a peremptory
manner on the basis of ex parte requests by law-enforcement authorities

BIMF ROSC.
20The model law for civil-law countries is being revised and is intended to become a joint
United Nations/IMF/World Bank model law.
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C.30.

C31.

C.32.

to a court. Common law is more concerned with representation of all
adversaries and providing an opportunity for a hearing before seizure of
property is permitted.

Constitutional provisions have not been a significant impediment to
internal cooperation. Some constitutions, however, restrict the scope
for administrative sanctions that can be important in providing incen-
tives for financial institutions to provide information or for officials of
financial regulatory institutions to perform their responsibilities. Some
constitutions, including many in transition economies, provide that a
person may not be deprived of property without a decision by a court.
Administrative fines, for example, can be considered inconsistent with
this constitutional requirement. The burden of proof on a defendant
in a money-laundering prosecution to establish the legality of monies
obtained is sometimes considered inconsistent with the rights of an
accused and could impede an extradition.

Cooperation is easiest when a request comes from ajurisdiction with a
similar legal system to that of the requested authority. The fact is, how-
ever, that there are significant differences between jurisdictions and,
unless legislation providing for cooperation is drafted flexibly, it can be
a barrier to cooperation.

Although, as noted previously, there is no need for the difference
between civil- and common-law systems to prevent cooperation, in
practice it can do so. The concept of an investigating magistrate is com-
mon in civil-law systems and unknown in common-law systems. Many
regulators in civil-law jurisdictions pass the investigation of regulatory
offenses, such as insider dealing or companies law violations, to an
investigating magistrate. Many common-law jurisdictions give some

of these investigating powers to the regulator. Most legislation provid—
ing for gateways on information sharing requires that a regulator pass
confidential information only to a body that has functions similar to its
own. It is unlikely that an investigating magistrate could be so regarded.

In one case, a regulator in a common-law jurisdiction was investigating a
potential insider dealing and market manipulation offense, where much of
the activity under investigation took place in another, civil-law jurisdiction.
The common-law regulator asked the civil-law regulator for assistance with
the investigation. The civil-law regulator agreed to investigate and handed
the case to the investigating magistrate. The magistrate operated under a
condition of confidentiality and stated that he was unable to tell the civil-
law regulator, still less the foreign common-law regulator, what progress was
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made with the investigation. Since no information had been received for sev-
eral years, the common-law regulator had to abandon the case.”!

Different common-law countries share regulatory, investigating, and
prosecuting functions differently. The same is true of civil-law coun-
tries. Where this is the case, the frequently used provision that a
regulatory body can only exchange information with a body that has
functions similar to its own can create a barrier if interpreted narrowly.

In one case, a jurisdiction passed all responsibility for investigating insider
dealing and other regulator offenses to the attorney general. The regulator
received a request for assistance with an insider dealing investigation from

a regulatory body. The regulator passed the request to the attorney general,
who carried out the investigation and obtained the information. The attor-
ney general was able to pass the information only to another prosecuting
authority. Neither the regulator in the requested jurisdiction nor the request-
ing jurisdiction qualified. The requesting regulator refused to accept that
information should be routed through the prosecutor in its jurisdiction and a
stalemate ensued. (The requested jurisdiction eventually changed its legisla-
tion to allow for information to be passed more easily to a nonprosecuting
authority).??

Barriers can similarly be erected when the scope of the regulatory
authority varies from one jurisdiction to another. In its report on one

jurisdiction, the IMF reported:

There may be some limitation in those powers, arising from the language
used in [the legislation] and the statutory definition of financial services
legislation, when the inquiring regulatory body is discharging a regulatory
function in an area of financial services regulation that is not presently regu-
lated by the [requested jurisdiction]. For example, if the foreign regulator is
looking for information about the activities of a market intermediary, which
functions are not yet regulated in the [requested jurisdiction], the provisions
of [the legislation] may not extend to allow the FSC [Financial Services
Commission] to provide the information.

One frequently occurring example of this relates to the regulation of
trust and company service providers. This is usually the subject of
regulation in offshore centers, but rarely so in onshore centers. The
revised FATF Recommendations require that countries ensure that

HInterview with the regulator.

nterview with the regulator.
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C.36.

C37.

C.38.

C.39.

there is adequate, accurate, and timely information on express trusts,
including information on the settlor, trustee, and beneficiaries, that

can be obtained or accessed in a timely fashion by competent authori-
ties. Requests for assistance in respect of such bodies cannot be met by
requested authorities in jurisdictions where such activity is not formally
regulated.

Barriers can be created when jurisdictions insist on dual-criminality or
even dual-illegality provisions.

In one case, an investigation was taking place into a “pump and dump”
scheme, whereby the publisher of an investment newsletter promoted securi-
ties in order to drive the price up and then sold the securities he owned at the
artificially inflated price. The money was transferred to a company incor-
porated offshore. The regulator sought assistance. The requested authority
determined that its legislation provided it with the scope to provide assistance
but that the drafting in fact only allowed assistance when the act in question
took place within its own jurisdiction. The requested authority changed its
legislation to remove the impediment.??

Much of the value from cooperation in respect of ongoing regulation
arises from the sharing of judgments and tentative concerns about
developments in an institution. It is natural that a regulator should not
wish to damage the reputation of an institution by sharing a concern
that may turn out to be unfounded. Equally, a regulator is unlikely to
want to share concerns about an institution if there is a danger of that
opinion becoming public in a way that would undermine confidence
and precipitate the very crisis it is the regulator’s duty to avoid. These
concerns are very sensitive and cannot simply be legislated away. They
can constitute a barrier.

The need for an MoU or other formal agreement can also be a barrier
if a jurisdiction chooses to make it so. If a jurisdiction requires such
an agreement and then prolongs the process of negotiation or makes
impossible demands, it can effectively prevent cooperation in practice.
Even with goodwill, MoUs can frequently take a considerable time to
negotiate.

Finally, the existence of specific legislative provisions requiring that
certain factors be taken into account can provide scope for challenge
by those objecting to the exchange of confidential information, to the

BInterview with the regulator.
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effect that the regulator has failed to follow the legislative provisions as
to the matters that must be taken into account.

In one case, a regulatory body was the subject of judicial review by an FSB
seeking to prevent the transfer of information to a foreign regulator. During
the course of the case, the internal papers of the regulator were disclosed to
the court. The court noted that in an internal memorandum, the regula-
tor had said that there was no reason why assistance should not be granted.
He was therefore taken to have started from the assumption that assistance
should be given and had failed to satisfy himself that the transmission of
information was necessary in the light of the factors stated in the law to be
material. The court ruled that the regulator could not disclose the informa-
tion without giving proper consideration to the factors set out in the law.
However, the court accepted that, if the regulator were to give proper consid-
eration to such factors and were to judge that exchange of information was
necessary, the information could be disclosed.?*

It is important, therefore, that the regulator does not allow cooperation
to be frustrated by failing to follow the proper procedures.

Overcoming Legal and Constitutional Barriers

C.40. Legal and constitutional barriers can be overcome by drafting appropri-

ate legal provisions. Although it is not right simply to ignore the protec-
tions and safeguards for civil rights that underlie some of the barriers,
there are some points that can usefully be borne in mind when drafting
legislative gateways:

i. Some jurisdictions have legislation that explicitly allows for differ-
ent regulatory and legislative arrangements in different jurisdictions
and therefore allows information to be passed to bodies that have
some similar functions to a regulator but which are not identical.

ii. Such legal gateways do not require specific stages in an investiga-
tion to be reached in the requesting jurisdiction, since different
jurisdictions may well conduct their investigations in different
ways.

iii. Gateways should not demand dual criminality or dual illegality.

The U.S. SEC, for example, provides a useful model in allowing the
SEC, if it thinks fit, to collect information and pass it to a foreign regu-
lator even if it was in respect of an activity that was not an offense in

2Interview with the regulator.
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C42.

C43.

the United States and for which the U.S. SEC would not have investi-
gative powers in the United States.

Many jurisdictions allow their regulators to enter into MoUs but do not
require them as a prerequisite for information sharing. The Basel and
International Association of Insurance Supervisors (IAIS) standards
are explicit that MoUs should not be a prerequisite.

Many jurisdictions draft their legal gateways for information sharing in
a way that recognizes that there may be circumstances where a request-
ing regulator could not guarantee, as a matter of law, that information
received from a foreign regulator would be held confidential, nor could
they undertake, as a matter of law, not to use the information for a
prosecution. Jurisdictions unable to give cast-iron guarantees, however,
can frequently give certain undertakings to resist attempts to obtain
the information in question and to consult the requested regulator ifan
irresistible demand for information is received. This has been achieved
in many jurisdictions by drafting legislation that requires a regulator to
take account of specific matters before exchanging information but does
not necessarily demand that the regulator refuse assistance. Typical of
the kind of considerations that a regulator will expect to have to take
into account are the following:

i. that the request is for a regulatory purpose from a body with
regulatory functions;

ii. that the information provided will be afforded proper (but not
absolute) confidentiality;

iii. where the information is for an investigation, that there is reason-
able cause for believing that an offense has been committed;

iv. that the information is for a purpose that would be regarded as
legitimate in the requested jurisdiction;

v. that there is Iikely to be reciprocal assistance; and

vi. that there is no overriding public policy concern, including the
cost of complying with a request, that would justify refusing it.

These tests require discretion by the regulatory bodies. In exercising
that discretion, jurisdictions need to be in a position to distinguish
between cases where civil rights are not at risk and cases where there is
likelihood that they would be threatened. It is also possible to build up

trust in specific jurisdictions as a result of practice in successive cases,

208



17

C.44.

C.45.

C.46.

C47.

C.48.

Cross-Border Cooperation and Information Exchange

where the legislation allows the regulator to take account of experience
when making a judgment.

One approach, adopted by many regulators, is to work on the assump-
tion that where they have an MoU, they should accept that any request
made by the signatory to that MoU is for a proper regulatory purpose
unless there are obvious grounds for doubting it. Jurisdictions can
undertake due diligence on the countries with whom they have an
MoU, so as to satisfy themselves of the existence of proper protections.
Thus, where there is an MoU, it is reasonable to take the view that the
very fact that a regulatory body is investigating and seeking assistance
is itself sufficient to satisfy the test that there is reasonable cause for
believing that an offense has been committed.

For regulatory agencies not subject to an MoU, it may be necessary to
be more proactive in ensuring that the requested authority is aware of
the reasons for any information request, where it involves commercially
sensitive information.

Whether or not there is an MoU, cooperation works best when regula-
tors know and trust each other. Regular attendance at international
conferences and other meetings of larger and smaller groups can be very
effective in establishing that trust.

The measures designed to overcome legal and constitutional barriers
place much reliance on the discretion of the regulator. It is essential
that the regulator puts in place proper procedures to make sure that
full account is taken of the relevant factors and that accountability and
judicial review arrangements are sufficient to ensure that this discretion
is properly exercised in practice.

Opverall, it is perfectly possible for regulators to have regard to the legiti-
mate concerns raised by the need to protect civil rights but to do soin a
way that does not inhibit proper cooperation.

Inadequate Resources

C.49.

C.50.

Exchanging information already in the possession of a regulator is a rel-
atively cost-free matter. Undertaking investigations on behalf of another
regulator, however, can be a major burden on a jurisdiction. For smaller
offshore centers, the number of requests for assistance can amount to a
substantial burden.

Aside from the financial cost, a smaller jurisdiction may simply not
have the investigative skills or a sufficient number of staff to mount an
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investigation, take statements, demand and analyze documents, and
prepare a report on behalf of another regulator. These constraints can
amount to a real barrier to cooperation.

Overcoming Resource Constraints

C51.

C.52.

C.53.

C.54.

Resource constraints cannot easily be removed. Extensive use of asset
sharing can be of assistance—especially if such asset sharing can extend
beyond those authorities with seizing powers (often the police or public
prosecutor) to regulatory bodies that contribute to the same objectives.

Priorities can be established for responding to requests. For example,
where the purpose of a request cleatly indicates its importance or
urgency, such a request could also be accorded expeditious treatment.
The key is to establish criteria. These might be on the following lines:

i. the effect of delay—for example, there is little purpose in sending
information on a license applicant after the application has been

decided;
ii. the significance of the case;

iii. the materiality of the assistance that can be given to the case in
question; and

iv. the willingness of the requesting jurisdiction to meet some of the
cost.

Investigative skills can be bought from forensic specialists. They are costly,
and this underlines the need for asset sharing to help meet the cost.

Technical assistance can be given by multilateral institutions and bilat-
erally by other jurisdictions.
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Appendix D
Legitimate Reasons for Protecting Confidentiality

What follows relates solely to the exchange of nonpublic information.
Other forms of assistance and cooperation are not subject to the same
constraints.

Protecting Commercial Secrets

D.2.

D.3.

D.4.

Financial services businesses (FSBs) are innovative entrepreneurial
enterprises. They devise financial products and methods of delivering
services to their customers that may well be unique to them. In order
properly to regulate such institutions, a regulator must have access to
such information. An FSB is not entitled to refuse to provide such infor-
mation to its regulator but it is entitled to assume that the regulator will
not disclose that information in ways that would benefit a competitor.

FSBs may also engage in acquisitions from time to time, restructure
their businesses (perhaps involving redundancies), move into new
markets, or make other key strategic business decisions. They are
entitled to expect that they should be in a position to judge the timing
of their announcements of such matters to suit their own commercial
advantage—provided that they are not thereby misleading the market.

Regulators should respect such sensitivities, even though commercial
secrets of these kinds tend not to remain secret for very long. Moreover,
the need for FSBs to be transparent in their dealings with their custom-
ers and the financial services market more generally means that there

is a limit to the extent to which they can legitimately hold commer-

cial matters confidential. Within those limits, however, the regulator
should respect the need for privacy.

Protecting Individuals from Harassment by the State and Others

D.5.

D.6.

Bank secrecy traditions have often developed in countries to which busi-
nesses and individuals have turned in order to escape arbitrary actions by
the state. Switzerland, partly because of its tradition of neutrality and its
reputation for adherence to bank secrecy, has long been regarded as an
example of a haven for such purposes—even though it currently has an
excellent record of responding to requests for confidential information.

There remain many parts of the world where kidnapping for the
purpose of extortion remains a real threat for wealthy people and
businesses. Such people find safety in concealing the nature and loca-
tion of their assets. These concerns are real and reasonable.
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D.7. When governmental officials are not competent or are subject to undue

influence, different considerations arise regarding the sharing of infor-
mation. In some countries, for example, corrupt officials seek informa-
tion on bank customers for purposes of extortion. When this motive

is suspected by a regulator when asked for assistance, it is natural that
there should be greater caution. In countries where the rule of law
generally prevails, however, legitimate exceptions to bank secrecy that
facilitate cross-border cooperation and information exchange among
financial sector regulators and financial intelligence units (FIUs) should
be explicit so as to ensure that cooperation is not inhibited.

Protecting Operation of Due Process

D.8. Regulators have wide powers. They are able to require FSBs and some-

D.O.

D.10.

D.11.

times others to give them information. Frequently, and in many coun-
tries, there is no (or a very limited) right of the individual or business to
refuse to comply on the grounds of self-incrimination.

These powers frequently apply to FSBs and, in some cases, to their cus-
tomers. In the case of FSBs, it is clear that they have chosen to work in
the financial services sector on the understanding that the advantages
given to an FSB when it receives a license (i.e., the ability to provide a
well-remunerated service in respect of financial services) demand cor-
responding obligations.

Customers of an FSB have not made this choice, however. They may
reasonably take the view that they have certain civil and human rights,
including the right to due process and protection of personal data.
There are no reasons why the legal provisions that encapsulate those
rights should not apply simply because of special powers held by regula-

tors over FSBs with whom they, as customers, do business.

The upshot of this is that in most countries that have compuisory
information-gathering powers over FSBs, it is not permitted to use a
statement so acquired to secure a criminal conviction. The European
Court of Justice has concluded that using a statement made by a person
under compulsory powers in a criminal prosecution of that person is an
infringement of the right not to incriminate oneself under Article 6 of
the European Convention on Human Rights.?

BSaunders v. The United Kingdom (19187/91) [1996] ECHR 65 (17 December 1996).
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D.12.

D.13.
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Because different countries have different arrangements in this respect,
there is a natural concern that information might be passed from one
country (where there is a ban on the use of compulsorily required
information for criminal prosecutions) to another (where there is no
such ban). This is less of a problem in the European Union (where all
countries are subject to the protections of the European Convention on
Human Rights) or the United States (as a result of the protections in
the U.S. Constitution). Nevertheless, outside these countries, protec-
tions, while they frequently exist, vary in their form. It is clearly right
that cooperation between regulators respects the requirements in the
country where action is likely to be taken in respect of any business or
individual.

As is true of state harassment, this is a legitimate concern but one that
should not be allowed to hinder proper cooperation between regulatory

bodies.

Data Protection

D.14.

D.15.

Increasingly and very properly, individuals are being afforded greater
rights concerning the protection of data held by official and private
bodies about their affairs. Rights are given to the individual to have
access to, and be able to check, the information held about them by any
body that can collect data. Individuals are also given rights to object to
the passing of information from one agency to another.

In many cases, financial services regulators are exempt from certain
provisions of data-protection laws. Nevertheless, some of the provisions
do apply, and it is incumbent on regulators to ensure that they use their
powers and their ability to cooperate in such a way as to abide by the
principles of such data-protection provisions.

Protecting Information Sources

D.16.

The examples already given reflect the proper concerns for the protec-
tion of the rights of the citizen. There is a further concern of practical
significance to the authorities in many jurisdictions. Many authorities
with specific responsibilities need information from the subjects of their
responsibilities in order to fulfill those responsibilities. This is particu-
larly true of revenue-collection agencies and regulators. In both cases,
the authorities have been willing to undertake to keep information
received from businesses and individuals confidential—even from other
domestic authorities—in order to encourage the businesses and indi-
viduals to be open with them. There is a fear that if a tax authority were
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D.17.

known routinely to pass information to another authority (whether
regulatory or law enforcement), then it would receive less information
and be less able to perform its duties efficiently.

It is easy to be cynical about these kinds of arrangements. If an indi-
vidual is engaged in conduct that would be of interest to the police,

he or she cannot be expected enthusiastically to pass the informa-
tion to the tax authorities that they need to raise additional taxes.
Nevertheless, there is a degree to which authorities can ensure greater
openness from FSBs by offering confidentiality protection to informa-
tion so disclosed, even from other authorities. Individuals and busi-
nesses may be acting legally but may not want to have the expense and
disruption of a tax investigation to demonstrate that this is so. An
assurance of confidentiality can be effective in encouraging a greater
degree of openness.
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E.1.

E.2.

E.3.

E4.

E5.
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Appendix E
Common Confidentiality Provisions with
Associated Gateways

Article 18(8) of the Palermo Convention states that “States Parties shall
not decline to render mutual legal assistance . . . on the ground of bank
secrecy.” Article 7(5) of the Vienna Convention and Article 12(2) of the
CSFT contain identical wording. The principle is well established, and
it is now rare for a jurisdiction to rely solely on a bank-secrecy provi-
sion as a reason for refusing assistance. This does not mean that there
are no refusals or that refusals on other grounds may not be a cover for
the protection of secrecy. There remains a need for continued vigilance
on the part of international standard—setting bodies to promote greater
cooperation and limit the effects of secrecy provisions, while recogniz-
ing the concerns that have led to some of the confidentiality provisions.

As always, it is necessary to strike a balance between these consider-
ations and the need to ensure proper regulations of FSBs and proper
cooperation with law enforcement.

The balance is reflected in the operation of the law governing con-
fidentiality in different jurisdictions. In the United Kingdom, for
example, the confidentiality obligations of FSBs are governed by the
Tournier principles (named after a landmark case Tournier v. National
Provincial and Union Bank of England 1924). This states that a bank
(or an FSB) does have a duty of confidentiality but that the duty is

overridden
i. where the customer gives consent;
ii. where the bank is required by law to disclose;
iii. where it is in the interests of the bank to disclose; or
iv. where it is in the interests of the public to disclose.

This principle is reflected in most other jurisdictions. In some cases,
this common-law precedent applies directly. In others, it is reflected
directly in legislation. The report on bank secrecy published by the
European Banking Federation in April 2004 lists the legal provisions
in European countries. In most cases, they follow this prescription with
some variations.

Cleatly, the principle leaves it open to an individual jurisdiction to
determine in which cases the exceptions will override the duty of
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E.6.

confidentiality. It is a requirement of the FATF, for example, that the
obligation to report suspicions should override confidentiality provi-
sions. The obligation to provide information to regulators also fre-
quently overrides the confidentiality provisions. It is essential to ensure
that this is clear.

Where the law does require disclosure to a regulator, however, it will
also impose corresponding duties of confidentiality on a regulator to
keep information confidential except where there is a specific gateway
in specified circumstances. As noted previously, in the discussion of
barriers in Appendix D, it is all too often the case that the gateways
are inadequate or the tests to be passed before they can be used are too
burdensome.
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Appendix F
Cross-Border Cooperation and Information Exchange:
Comparison of Pronouncements of Standard-Setting Bodies

Banking

Insurance  Securities

AMU/CFT

Information sharing

Share information with like supervisors

Share confidential information

Protect shared information

Justify request for information

Use information obtained only for stated purpose

Provide customer information

Inform regarding entity material development

Parent authority informs host authority on major matters

Establish cooperation mechanisms

Regulatory system provides for sharing with
foreign supervisors

Investigate for counterparts

Exchange information with noncounterparts

Law may require disclosure of confidential information

Fiscal matters no obstacle to cooperation

No onward transmittal or use of information for
enforcement without prior approval

Supervision

Consolidated supervision

Parent authority discretion to inspect host entity
Institutions abroad must inform home supervisor

Mutual legal assistance (MLA)

Facilitate MLA

Not refuse MLA on bank-secrecy grounds

Dual criminality no obstacle to MLA
Cooperation in freezing and seizing assets
Ratify international conventions for cooperation

Memoranda of understanding (MoUs)

No secrecy laws prevent provision of information

Detailed justification of request

Request may be denied in the public interest

Confidential treatment for information provided

Beneficial ownership information provided

Transaction, account information provided

Documents from third parties provided

Taking testimony provided

Information provided for administrative, civil, or
criminal matters

142

148
150
|51

159

|66
169

12

|10
|13
117

|24
|27
129

133
|36

139
|43

|49

|52

|62
|64
|67

|72
|74

|76

|53

|60
|63
|65
|68
|70
|71
|73
|75

|77

14

112
|15
19
|22

131

135
|38
141
|45
146

147

54
55
56
157
58

161

Notes: I: Included in a standard-setting body (SSB) pronouncement more or less explicitly.

Pronouncements means rules or recommendations contained in documents styled as standards, recommenda-
tions, interpretative commentaries, best-practice papers, model memoranda of understanding, assessment method-
ologies, and other declarations of standard-setting bodies.

The SSBs are the Basel Committee on Banking Supervision (Basel), the International Organization of Securities
Commissions (I0SCO), the International Association of Insurance Supervisors (IAIS), and the Financial Action Task
Force (FATF). Since it is the financial intelligence unit (FIU) grouping to stimulate international cooperation, the
Egmont Group's principles are also referenced. AML/CFT denotes anti-money laundering/combating the financing

of terrorism.
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Appendix F (continued)

BCP 1(6), 24.

2|AIS Principle (2000) 16.

310SCO Principle 11.

4FATF Recommendation 40.

>Basel Committee paper, Information Flows between Banking Supervisory Authorities (1990).

8IAIS Principle 5.

710SCO Principle 11.

8FATF Recommendation 40(b).

9BCP 1(6).

10AIS Principle (2000) 17; ICP 5.

0SCO Objectives and Principles, Paragraph 9.4.

12FATF Recommendation 40; Egmont Principle 13.

13JAIS Model MoU paragraph 15.

4/0SCO Multilateral Memorandum of Understanding concerning Consultation and Cooperation and the
Exchange of Information (hereinafter referred to as “I0SCO MoU") Article 8b.

15Egmont Principle 10.

16BCP Methodology 1(6) (EC 3).

IAIS Insurance Concordat 4.3 a.

1810SCO Multilateral MoU Article 10.

1Egmont Principle 11.

2Basel Committee paper, The Supervision of Cross-Border Banking, 11 (1) (vi), 1lIB (9).

2110SCO Objectives and Principles 9.4.

22FATF Recommendation 40.

2Basel Committee paper, Essential Elements of a Statement of Mutual Cooperation (2001) p. 2; Basel Committee
paper, Information Flows between Banking Supervisory Authorities (1990) B (ii).

24|AlS Insurance Concordat 20 b.

2|0SCO Multilateral MoU Article 13.

%6Basel Committee paper, Information Flows between Banking Supervisory Authorities (1990) C; Basel Committee
paper, The Supervision of Cross-Border Banking (1996), 11(2), I11(e)28.

271AIS Concordat 22 c.

280SCO Multilateral MoU Article 13.

2|AIS Methodology ICP 5 EC (b).

3010SCO Objectives and Principles 12.

31FATF Special Recommendation V.

32BCP 1(6).

3ICP 5.

3410SCO Objectives and Principles 13.

35Egmont Principle 9.

36]AIS Model Memorandum of Understanding (1997) (hereinafter referred to as “IAIS MoU") 21.

3710SCO Objectives and Principles 9.4.

38FATF Recommendation 40(c).

39AIS Model MoU 2.7.

4010SCO Objectives and Principles 9.5.

4IFATF Recommendation 40.

42Basel Committee paper, The Supervision of Cross-Border Banking (1996), Paragraph 11.

SJAIS Principle (2000) 17.

4410SCO Multilateral MoU Article 11.

45Egmont Principle 7.

4FATF Recommendation 40 (a).

47Egmont Principle 12.

48BCP 23.

9ICP 17.

9Basel Committee paper, Essential Elements of a Statement of Mutual Cooperation (2001) p. 2; Basel Committee
paper, The Supervision of Cross-Border Banking (1996), I1(1)(x), 11(c)18.
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Appendix F (concluded)

S1BCP 25.

52|CP Methodology — ICP 6 EC (b).

53|0SCO Methodology Principle 21 KQ 5.

S4FATF Recommendation 36(a).

S5FATF Recommendation 36(d).

FATF Recommendation 37.

STFATF Recommendation 38.

S8FATF Special Recommendation .

9Basel Committee paper, Supervision of Cross-Border Banking, Recommendation iii, paragraph 5.
010SCO MoU 6(b).

61FATF Recommendation 40.

62|AIS MoU 15.

310SCO MoU 8.

641AIS MoU 10, 19.

510SCO MoU 6(e) (iv).

6Basel Committee paper, Essential Elements of a Statement of Mutual Cooperation (2001), p. 3.
571AIS MoU 25.

8]0SCO MoU 11.

9Basel Committee paper, Customer Due Diligence for Banks, October 2001.
7910SCO MoU 7(b) (ii).

7110SCO MoU 7(b) (ii).

72|AIS MoU 9(c).

310SCO MoU 9(b) and (c).

741A1S MoU 9(b).

750SCO MoU 7(b) (iii).

76|AIS MoU 24.

7710SCO MoU 10(a) (ii).
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'| 8 Results of a Survey on Cross-
Border Cooperation and

Information Exchange Among

Financial Sector Agencies, 2004

OANA M. NEDELESCU AND MARY G. ZEPHIRIN!

Executive Summary

This paper reviews the key findings of a survey on cross-border cooperation
and information exchange among financial sector regulators and agencies,
conducted between May and December 2004, of 74 banking, insurance, and
securities regulators and financial intelligence units from 52 countries.

The results of the survey suggest that cooperation, including information
exchange, in the jurisdictions covered is generally adequate at both the
national and international levels. Respondents indicated a high degree of sat-
isfaction with the assistance received and provided and with the timeliness of
responses to requests for assistance.

Conditions among the different types of agencies are not, however, uniform.
These differences may be useful in informing future discussions on cross-
border information sharing. For example, the survey identifies securities
regulators and financial intelligence units (FIUs) as experiencing the most
difficulty in exchanging information, apparently because the information they
require is more often enforcement related and may therefore be more diffi-
cult to obtain. Supervisors that do not primarily request enforcement-related
information cited fewer concerns with information exchange.

At the time this chapter was prepared, the authors worked in the Monetary and Financial
Systems Department of the IMF. They wish to express their gratitude to the officials of the 74
agencies that generously responded to the survey. They also thank Tanya Smith, Ana Fiorella
Carvajal Carvajal, and Richard Pratt for their useful comments and suggestions. The authors,
are, however, responsible for any remaining errors.
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Other key findings of the survey include the following:

+

Advanced economies place more emphasis on formal arrangements,
while emerging markets and developing countries cooperate at a more
informal level, possibly reflecting limitations on their capacity to achieve
such arrangements.

Memoranda of understanding (MoUs) were identified by survey par-
ticipants as the preferred mechanism for cross-border information
exchange. Emerging markets identified ad hoc contacts as the primary
mechanism, followed by MoUs.

There is a positive correlation between the volume of cross-border
information exchange and the level of income and financial activity in
the respondent jurisdictions. On average, advanced economies and inter-
national and offshore financial centers (IOFCs) exchange several times
more information than the emerging/developing economies and the

other jurisdictions (nonIOFCs).

A major obstacle to information exchange continues to be inadequate
gateways through secrecy or other confidentiality requirements, which
was the main difficulty cited by requesting organizations. Agencies
unable to meet requests primariiy identified an inability to collect the
information requested.

When asked to provide their own descriptions of obstacles, respon-
dents noted difficulties in understanding other jurisdictions’ legal and
institutional arrangements and, hence, in determining the gateways for
cooperation. The lack of formal agreements was identified as an issue for
securities regulators and FIUs.

Participants indicated that more could be done to improve international
cooperation and information exchange. The most predominant mecha-
nism for improving information exchange, identified by approximately
half the respondents, was to enter into formal arrangements. This ties
in very closely with concerns raised by respondents regarding obstacles
resulting from poor comprehension of the gateways for cooperation.
Additional suggestions for improving information exchange included
improving domestic legislation to remove impediments to information
sharing, strengthening internal mechanisms to address requests for
information in a more efficient way, and developing informal relation-
ships between supervisors.
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AFA
AHCs
AML/CEFT
C

DCT

EU
FIUs
IMF
IOFCs
IOSCO
LBAs
LCs
LPC

MoU
NonIOFCs

NonSC

ORR
RFB
SC
SIM

List of Abbreviations

absence of a treaty or a formal arrangement

ad hoc contacts

anti-money laundering/combating the financing of terrorism
client of the regulated financial services business

The offense in question is not an offense in the requested
jurisdiction.

European Union

financial intelligence units

International Monetary Fund

international and offshore financial centers
International Organization of Securities Commissions
legally binding agreements

letters of commitment

Requested agency lacked the powers to collect the information
requested.

memorandum of understanding

jurisdictions other than international and offshore financial
centers

Requesting authority was unable to give the necessary confi-
dentiality undertakings.

other reasons for refusal
regulated financial services business
secrecy laws and other confidentiality restrictions

non-equivalent functions of the providing/requesting agency

l. Introduction

The growing integration of financial markets and the deepening of the inter-

national operations of financial firms underscore the critical importance of

international cooperation and information exchange among financial sector

supervisors and agencies in ensuring effective supervisory oversight and the
stability of financial systems.
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To inform discussions at the IMF Conference on Cross-Border Cooperation
and Information Exchange, a group of 55 jurisdictions was surveyed during
May and June of 2004. With the encouragement of conference participants, a
further 42 agencies were invited to participate in the survey in August 2004.
In addition, during the first round of the survey, the Egmont Secretariat
kindly asked its members to complete the survey. As a result of these three
mailings, we obtained responses from 74 financial sector and FIU agencies
from 52 countries.

The survey aimed at identifying the practices and obstacles to international
cooperation and information sharing in the financial sector and how these
vary by sector, type of agency, level of income, and financial activity of the
responding jurisdictions. The survey posed questions to identify the most
important information-exchange mechanisms; determine the types of infor-
mation exchanged; assess the volume, timeliness, and quality of the assistance
received and provided; identify the most important challenges in, and barriers
to, exchanging information; and examine views on ways to improve informa-
tion exchange.?

The chapter is organized as follows. Section II describes the sample of respon-
dents. Section III discusses the mechanisms used for information exchange
domestically and internationally, Section I'V describes the purpose and
volume of information most frequently exchanged. Section V examines the
degree of satisfaction with the assistance received or provided by the financial
sector agencies. Section VI addresses the challenges and impediments in shar-
ing information, as well as the alternative sources of information used when
the requests for assistance were refused. Section VII describes the views of the
participants on ways to improve information exchange‘

Il. The Respondent Sample

From the total of 97 agencies invited to participate in the survey (see Appen-
dix B for the questionnaire), answers were received from 78 agencies

(Table 18.1) in 52 countries, with a roughly similar number in each of 4
economic/jurisdiction categories: developing IOFCs (13), other developing

2The preliminary results of the survey were presented at the Conference on Cross-Border
Cooperation and Information Exchange, which was hosted by the IMF in Washington on
July 7-8, 2004. An update of the survey, with expanded coverage, was presented at the Second
Annual IMF Roundtable for Offshore and Onshore Supervisors and Standard Setters, which
was held in Basel on November 2, 2004.
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Table 18.1. Responses Received, by Type of Supervisor and Jurisdiction (Question 1)

International Non-International Emerging
and Offshore and Offshore Markets and
Financial Centers  Financial Centers Advanced Developing
Type of Supervisor Total (IOFCs)! (NonlOFCs)? Economies? Countries®
Banking 19 6 13 9 10
Securities 12 3 9 6 6
Insurance 1" 3 8 9 2
FlUs* 16 6 10 12 4
Unified® 20 13 7 10 10
Total 78 31 47 46 32

"This group is composed of regulatory authorities from the following international and offshore financial cen-
ters: Aruba, The Bahamas, Bahrain, Barbados, Bermuda, the British Virgin Islands, the Cayman Islands, Costa Rica,
Cyprus, Dominica, Gibraltar, Guernsey, Hong Kong SAR, Ireland, the Isle of Man, Jersey, Lebanon, Luxembourg,
Macao SAR, Mauritius, Monaco, Samoa, Singapore, and Switzerland.

2This group is composed of regulatory authorities from the following jurisdictions: Argentina, Australia, Belgium,
Brazil, Canada, Chile, Colombia, Finland, France, Germany, Indonesia, Italy, Malaysia, the Netherlands, New Zealand,
Panama, Poland, Portugal, Serbia, the Slovak Republic, Slovenia, South Africa, Spain, Sweden, Taiwan Province of
China, Thailand, the United Arab Emirates, and the United States.

3According to IMF’s World Economic Outlook classification.

“The group includes one AML/CFT regulator.

SThree regulatory authorities provided separate answers for the different sectors. Those responses are included
under the relevant sectors. The actual number of unified regulators participating in the survey was 23.

Table 18.2. Participating Jurisdictions, by Economic Category (Question 1)

International and Non-International and
Offshore Financial Offshore Financial
Total Centers (IOFCs) Centers (NonlOFCs)
Emerging markets and developing countries’ 28 13 15
Advanced economies! 24 1" 13
Total 52 24 28

1According to IMF's World Economic Outlook classification.

jurisdictions (15), advanced IOFCs (11), and other advanced jurisdictions (13)
(Table 18.2). In terms of a sector-of-agency categorization, 78 responses were
received,’ half from banking and unified supervisors (accounting for 19 and
20 responses, respectively), 12 from securities supervisors, 11 from insurance
supervisors, and 16 from FIUs (among which one was an AML/CFT supervi-
sor) (see Table 18.1).

3Three unified regulators provided separate answers for the different sectors supervised, and
their responses were included under the relevant sectors. Therefore, although the actual num-
ber of supervisors and agencies participating in the survey was 74, 78 responses by sector were
received.
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Caution should be exercised in generalizing the results, given the limited
number of responses received per sector (especially for the securities and
insurance sectors), as well as the low response rate to some questions. Given
the difficulty of compiling statistics from records, many responses may reflect
the observations of the supervisors completing the survey, rather than a strict
tabulation of agency records. Nevertheless, results are consistent with both
our assumptions and other evidence (see Chapter 17 by Pratt and Schiffman
in this volume).

Influence of Respondents’ Areas of Responsibility

In analyzing the results of the survey, our expectations or assumptions were
that cooperation by and among regulatory authorities depends, inter alia, on
(a) the different roles played by the authorities, reflecting their industries; and
(b) the standards set by the competent standard-setting bodies or industry
groups (see Pratt and Schiffman, Chapter 17).

For example, a large part of the traditional work of banking supervisors is

to verify the financial condition of institutions in an attempt to secure the
funds borrowed from the public through deposits. In addition, banks'’ sys-
temic importance has given them the longest and most developed supervisory
guidance; relatively strong networks for information exchange; and greater
exposure to the need for, and understanding of, information sharing between
home and host supervisors. The Bank of Credit and Commerce International
(BCCI) failure of the 1990s confirmed and underlined the importance of
cross-border consolidated supervision in international cooperation. The inter-
national standards for banking supervision emphasize the need to practice
global consolidated supervision over internationally active banking organiza-
tions, as well as providing for a clear delimitation of attributes between home
and host country supervisors.

Similarly, insurance supervisors are concerned with monitoring insurance
companies’ solvency so that insurers can meet insureds’ claims. Cross-border
cooperation has been less of an issue in insurance because the business, apart
from reinsurance, has tended to be nationally focused (Joint Forum, 2001).
Insurance companies are increasingly growing outside domestic borders, how-
ever, which enhances the need for home and host supervisor exchange of infor-
mation. The standards for insurance supervision require that internationally
active insurance companies are subject to effective supervision and that effi-
cient and timely exchange of information is taking place among supervisory
bodies, both within the insurance sector and across the financial services
sector.
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The securities regulators have a much broader role in cooperation and infor-
mation exchange than do either the banking or insurance supervisors, reflect-
ing both the differences in their general roles and the wider range of the
bodies they regulate.* Securities regulators have traditionally been focused

on ensuring that firms make correct disclosures to customers and markets.
They also set rules for a range of entities and purposes—organized markets
and settlement systems, business conduct of intermediaries, structure and sale
of collective investment schemes, and issuers’ disclosure. Since nonregulated
entities can violate these rules and perpetrate fraud in security markets, many
securities supervisors have enforcement powers, which allow them to initiate
legal proceedings against regulated and nonregulated persons (Joint Forum,
2001). Hence, securities regulators would exchange information for enforce-
ment reasons to a greater extent than do banking and insurance supervisors.
In addition, the most significant securities markets are international, so cross-
border information exchange is more widely needed and used. The specific
standards demand a clear separation between when and how regulators should
share public and nonpublic information with their foreign counterparts.

Financial intelligence units are central, national agencies “responsible for
receiving, (and, as permitted, requesting), analysing and disseminating to the
competent authorities, disclosures of financial information: (i) concerning sus-
pected proceeds of crime and potential financing of terrorism, or (ii) required
by national legislation or regulation, in order to counter money laundering and
terrorism financing” (Egmont Group, 2004). FIUs therefore have information
generation and exchange at the very center of their mandate and, in keeping
with their criminal prevention and detection roles, are expected to be more
concerned with enforcement and actions resulting from enforcement than
prudential agencies. In this case, the standards require extensive cooperation
powers, including the capacity of competent authorities to conduct inquiries
on behalf of foreign counterparts, or the authorization of law-enforcement
agencies to conduct investigations on behalf of foreign counterparts (where
permitted by domestic law).

We therefore expect securities regulators and FIUs to have more exacting and
sensitive demands for information, in that these may need to be legally defen-
sible; more information on customers is likely to be sought; and, in the latter
case, such requests often relate to suspicions of a criminal offense, requiring

*As the IOSCO Objectives and Principles for Securities Regulation indicate, securities
regulators oversee self-regulatory organizations, issuers, collective investment schemes, broker
dealers and investment advisors (market intermediaries), and secondary-market arrangements
themselves—exchanges and trading systems.
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more careful handling. There were extensive discussions at the conference,
however, on the converging cooperation requirements for sectoral supervisors.

In addition to these sectoral viewpoints, the spread of universal banks and the
growing degree of conglomeration of financial firms (De Nicol6 and others,
2004) also mean that there is an increased need for cooperation and informa-
tion between the different types of agencies, There are now several integrated
or unified regulatory bodies, combining ina single agency regulation and
supervision of all three sectors (banking, insurance, and securities), although
the degree of integration differs across jurisdictions (de Luna Martinez and
Rose, 2003). Although some bodies have begun to apply a uniform approach
to regulation and supervision of the three sectors, other countries continue to
maintain sector-specific practices. The differences in integration and approach
suggest that their information-sharing needs or practices may not be uniform,
or even closely correlated with the different sectors they supervise, and we
therefore can make few assumptions.

lll. Mechanisms Used for Information Exchange

The questionnaire distinguished four specific mechanisms for information
exchange: iegally binding agreements/arrangements (LBAs), MoUs, letters of
commitment (LCs), and ad hoc contacts (AHCs); there was also an “other”
category, ranging from the most legally powerful to the least. In “other,”
respondents were allowed to supply their own mechanisms. The mechanisms
cited were limited to legislative provisions (included with LBAs in the subse-
quent discussion) and meetings of regional or international groups such as the
EU, standard setters, regional supervisory groupings, and informal/personal
contact. These respondent-provided mechanisms and discussions during the
conference (discussed previously) indicated that MoUs and AHCs are often
initiated or facilitated through contacts at such meetings and, together with
the results discussed later on, this suggests that participation in peer organiza-
tions may well be key to much information exchange, since it helps partici-
pants to establish national contacts and to understand key gateways.

Mechanisms Used for Information Exchange Domestically (Question 2)

Domestically, information exchange is taking place mostly in an informal
manner (ad hoc contacts) or by virtue of legally binding arrangements, includ-
ing legal and statutory provisions (Figure 18.1 and Appendix A, Table A.18.1).
The respondents attach an almost equal degree of usefulness to AHCs and
LBAs, each of which ranks at around 60 out of 100—the maximum value of
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Figure 18.1. Domestic Mechanisms for Information Exchange, Ranked by
Usefulness (Question 2)
(Mechanisms rated from 0 = not important to 100 = most important)
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@ [BA 00
Total Banking

Emg.&Dev. IOFCs  Unified Securities

Advanced nonlOFCs FIUs Insurance

Notes: LBA denotes legally binding arrangements (including legal and statutory provisions); MoU denotes
memoranda of understanding; LC denotes letters of commitment; AHC denotes ad hoc contacts; O denotes other;
and Emg. & Dev. denotes emerging market and developing countries.

the usefulness index constructed for quantifying the answers to Questions 2
and 3 (see note to Appendix A, Table A.18.1 for the index methodology).
MoUs are considered less important (usefulness index of 48), and LCs have
only marginal importance (usefulness index of 9). Other mechanisms, of
which the most frequently mentioned were interagency committees and work-
ing groups, are important to some extent (usefulness index of 19).

AHC:s are the most important mechanisms for information exchange used
domestically by IOFCs, emerging and developing countries, and securities and
unified regulators (Figure 18.1). LBAs are the most important mechanisms
for information exchange for nonIOFCs, advanced economies, and insurance
supervisors, as well as for FIUs (Figure 18.1). For banking supervisors, the
most useful mechanisms for information exchange are MoUs, closely followed

by AHCs and LBAs (Figure 18.1).

Mechanisms Used for Information Exchange Internationally (Question 3)

Internationally, the most useful mechanisms were found to be MoUs, with a
usefulness index number of 67 (Figure 18.2 and Appendix A, Table A.18.1).
MoUs rank first in both IOFCs and nonIOFCs (with usefulness index num-
bers of 60 and 72, respectively), as well as in advanced economies (with a use-
fulness index number of 73). MoUs are also the most important mechanisms
used by banking and securities authorities (with usefulness index numbers of
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Figure 18.2. International Mechanisms for Information Exchange, Ranked by

Usefulness (Question 3)
(Mechanisms rated from O = not important to 100 = most important)
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Notes: LBA denotes legally binding arrangements (including legal and statutory provisions); MoU denotes
memoranda of understanding; LC denotes letters of commitment; AHC denotes ad hoc contacts; O denotes other;
and Emg. & Dev. denotes emerging market and developing countries.

74 and 82, respectively). Together with AHCs, they are also the most impor-

tant for unified regulators.

AHC:s are the most important mechanisms to emerging market regulatory
authorities (with a usefulness index of 64), and to insurance supervisors (with
a usefulness index number of 57), and the second most important mechanism
to nonIOFCs, as well as to banking supervisors and securities regulators. The
advanced economy regulatory authorities attach virtually the same degree of
importance to LBAs® as to AHCs, a pattern similar to that of IOFC regula-
tors. These associations between wealth/economic category of jurisdiction and
preferred mechanism suggest that more complex or extensive financial activi-
ties (the factor we assume that IOFCs and advanced economies have in com-
mon) require more formal mechanisms of cooperation.

LBAs (including legal and statutory provisions) are judged the most important
information exchange mechanism by FIUs (with a usefulness index number
of 67) and rank second for insurance supervisors (Figure 18.2). LCs are used
to a greater extent internationally than domestically and are distinctly more
important for FIUs (with a usefulness index number of 31) than for other
agencies.

*Note also that MoUs are legally binding in some countries.
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IV. Purpose and Volume of Information Most
Frequently Exchanged

Types of Requests for Assistance Made and Received
(Questions 4 and 11)

The survey provided respondents with a choice of four purposes for which
information is exchanged—licensing, ongoing supervision, enforcement, and
action from enforcement. Respondents were also asked to indicate the subject
of the request—either regulated financial business (RFB) or a client of the
institution (C). A discussion of these purposes is provided in Appendix A of
Pratt and Schiffman (Chapter 17 in this volume) but are briefly explained

here as follows:

+ Licensing information is required when a regulatory authority is faced
with an application from a regulated financial business and wishes to
learn, inter alia, about the regulatory track record of the applicant, its
financial status, the owners, and controllers of the applicant.

+ Ongoing supervision information relates to the conduct of business by
the RFB in the home or host jurisdiction, the extent to which the home
or host regulations are being observed in the respective jurisdictions, on-
site inspections, factors that might pose risks, regulatory developments
in jurisdictions, and clientele in different jurisdictions.

+ Enforcement information covers matters such as solvency or capital,
records to assist in an investigation, information on customers, and
documents to assist in investigations.

+ Action from enforcement would relate to the freezing of assets, assis-
tance with referrals to prosecutors, and the use of sanction powers such
as a windup.

Requests Made for Assistance (Question 4)

Opverall, the requests for assistance made to foreign agencies are predomi-
nantly for supervision, licensing, and enforcement purposes (67, 63, and

59 percent, respectively, of all respondents; see Figure 18.3), while only a lim-
ited number of requests target information on action resulting from enforce-
ment cases (14 percent of respondents). Domestically, there is an almost equal
distribution of requests for information on supervision, licensing, and enforce-
ment (about 55 percent of respondents for each purpose), with more requests
for information on action resulting from enforcement (21 percent of respon-

dents, see Appendix A, Table A.18.3a).
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Figure 18.3. Information Requested from Foreign Regulatory Authorities,
by Purpose (Question 4)

(Percent of responses in each category)
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Notes: See footnotes in Appendix A, Table A.18.2a.

At the sectoral level, most requests from banking and insurance supervisors
and unified regulators to foreign counterparts were made for supervisory or
licensing purposes (Figure 18.3),° although securities regulators’ and the FIUs’
most numerous requests are for enforcement purposes (Figure 18.3).” Of all
agency types, securities regulators ask most frequently for information on

6Although the proportions shown for insurance supervisors are lower, 3 of the 11 supervisors
in the insurance group did not respond to this question.

7An unusual result should be mentioned. Two (four) FIUs indicated that they seek informa-
tion internationally (domestically) for licensing purposes (see Appendix A, Tables A.18.2a and
A.18.3a). In one of the two cases of international exchange, the respondent is the specialized
AML/CFT regulator classified with FIUs. One FIU among the four is known to be responsible
for AML/CFT supervision generally, including the issuance of licenses for some entities. The
other two cases may reflect both such activity and the involvement of FIUs in investigations
where an entity is required to have a license and/or loses a license as a result of criminal activity.
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action resulting from enforcement cases (25 percent of securities regulators)
(Figure 18.3). Domestically, banking supervisors and FIUs are far more likely
to request information for action from enforcement than they do at the inter-

national level (Appendix A, Tables A.18.2a and A.18.3a).

Most requests concern regulated financial services businesses rather than
clients (Appendix A, Table A.18.2a). As one would expect, however, in cases
where information is requested for enforcement purposes and action from
enforcement, a higher proportion of requests concern the client of the regu-
lated financial businesses (Appendix A, Table A.18.2a). The same patterns are
observed at the domestic level (Appendix A, Table A.18.3a).

There were some differences among regulatory authorities by type of market
(IOFC and nonIOFC) and income (advanced and emerging market countries).
For example, agencies in IOFCs were more likely to request information for
licensing and supervision purposes than were those in nonIOFCs.

Requests Received for Assistance (Question 11)

Overall, the foreign requests for assistance received by respondents are mainly
for licensing, supervision, and enforcement purposes (67, 63, and 62 percent,
respectively, of all respondents) (Figure 18.4). This distribution by purpose is
very similar to that for requests made. However, the respondents receive more
requests than they make concerning action resulting from enforcement cases

(22 percent as compared with 14 percent). Domestically, the most important pur-
pose for which information is requested is enforcement, regardless of the location
of the regulatory authority—whether in IOFCs, nonIOFCs, or in advanced and
emerging market and developing economies (Appendix A, Table A.18.3b).

The purpose of information requested from respondents varies significantly
by sector. Thus, although banking supervisors are mainly requested to provide
information on supervision (95 percent of banking supervisors’ responses) and
licensing (89 percent), which is not unlike the experience of insurance supervi-
sors, securities regulators provide information mainly on enforcement (92 per-
cent) and licensing (67 percent).® FIUs' assistance is offered for enforcement
(69 percent) and supervision purposes (38 percent), and the unified regulators
primarily offer information on licensing (85 percent) and enforcement

(75 percent). At the domestic level, there is a much greater emphasis placed on
enforcement and action from enforcement for banking supervisors than there

is at the international level (Appendix A, Tables A.18.3a and A.18.3b).

8Since each regulatory authority or agency type received requests for more than one purpose,
the percentages provided for each purpose do not sum to 100.
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Figure 18.4. Information Provided to Foreign Regulatory Authorities,

by Purpose (Question 11)
(Percent of responses in each category)
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As concerns subject, the respondents provide information to foreign regula-
tory authorities and agencies most frequently on regulated financial businesses
(Appendix A, Table A.18.2b). By and large, clients of the regulated financial
businesses are more frequently the subject of the assistance provided when the
purpose of information is enforcement or action resulting from enforcement
cases (Appendix A, Table A.18.2b). When providing information for these
two purposes, the IOFCs’ agencies provide more information on clients than
do the other jurisdictions (Appendix A, Table A.18.2b). More information
on clients is also provided by securities regulators, unified regulators, and
FIUs (Appendix A, Table A.18.2b). Only the banking supervisors provide
more information on clients domestically than internationally (Appendix A,

Tables A.18.2b and A.18.3b).

The relatively high exchange of information for enforcement purposes by
securities regulators and FIUs will be considered again in Section V, which
discusses agency satisfaction with assistance.
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Importance of Diagonal Requests (Questions 4 and 11)

The survey was not designed to capture cooperation relationships cross
sectorally, but did capture diagonal requests between FIUs and prosecuting
agencies, on the one hand, and financial regulatory authorities, on the

other hand.

Although our key interest remains the cross-border exchange of informa-
tion, we begin here by considering domestic information exchange, given

the important domestic role of FIUs in the investigation and prosecution of
money laundering, Of all prudential agencies, banking supervisors are the
most likely to exchange information domestically with FIUs (47 percent and
53 percent, respectively, of banking supervisors request information from,
and are requested to provide information by, FIUs), suggesting that the bank-
ing sector continues to generate the greatest volume of suspicious transac-
tions reports. Consistent with this, a high proportion of unified regulators
make requests to (30 percent), and receive requests from (35 percent), FIUs.
In our sample, less than 20 percent (securities) and 10 percent (insurance)

of the other authorities exchange information with FIUs. Surprisingly, the
responses suggest that banking supervisors have almost as much information
exchange contact with domestic prosecuting agencies as do securities regu-
lators, while, as expected, FIUs have the most such contacts (Appendix A,
Table A.18.4).

Internationally, the picture changes in the expected directions—cross-border
contacts between the prudential supervisors (banking, insurance, and securi-
ties) and FIUs are very low or nonexistent, with the information exchange
being made FIU to FIU (since most systems are organized to accomplish it
in this way) and 19 percent of FIUs exchange information with cross-border
prosecuting agencies. Between 10 and 16 percent of banking and unified
supervisors exchange information directly with FIUs. A relatively higher pro-
portion of unified supervisors receive requests from (25 percent), and make
requests to (20 percent), prosecuting agencies.

Volume of Requests for Assistance Made and Received

(Questions 5 and 12)

The volume of requests for assistance made or received seems to be correlated
with the level of the financial activity in the respondent jurisdictions and with
their trade in financial services. Thus, on average, IOFCs request and provide
more assistance than nonIOFCs—503 versus 238 made and 331 versus 200
received. Tellingly, the volume in advanced IOFCs is between 4 and 13 times
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Table 18.3. Volume of Requests for Assistance Made or Received, by Type of
Jurisdiction or Agency
(Average of last two years)

Made (Q5) Received (Q12)

I0FCs 503 331
Advanced' 701 441
Developing' 52 97
Non IOFCs 238 200
Advanced’ 387 279
Emerging and developing’ 64 92
Advanced' 575 375
Emerging and developing’ 57 92
Sectoral breakdown

Banking supervisors 112 144
Securities regulators 180 120
Insurance supervisors 109 142
FIUs, AML/CFT supervisors 585 381
Unified regulators 539 356

1According to IMF's World Economic Outlook classification.

bigger than in developing IOFCs, many of which actually have low levels of
activity. Similarly, advanced jurisdictions make and receive 10 and 4 times,
respectively, the amount of information requests that emerging market and

developing economies do (Table 18.3).

When volume of requests is considered in terms of agency type, function, and
scope of supervision appear to be the factors determining volume. Consistent
with their statutory role as producers and disseminators of information,
FIUs make and receive, on average, the most requests for assistance (585 and
381, respectively) among the agencies considered. The FIUs are closely fol-
lowed by unified regulators, who also need to exchange information inten-
sively owing to their expanded supervisory responsibilities, with 539 requests
for assistance made and 356 requests for assistance received on average

(Table 18.3).

A notable observation about these data is the excess of requests made over
requests received. This appears to be explained by two factors that would
tend to reduce the number of received requests reported. First, large jurisdic-
tions often do not maintain a tally of the requests received, given their large
volume, and thus were not able to go back and count them. Second, and more
speculatively, our sample does not contain several of the larger home supervi-
sors, which would tend to receive more requests than the average number of
requests reported here.
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“Freely” Provided Information® (Question 16)

Survey results suggested that there are virtually no restrictions on the types
of information that can be shared domestically, and few on the types of super-
visory information that can be shared cross-border. These findings conform
to assumptions about information exchange, although the low number of rel-
evant responses (see footnote 9) limits their applicability.

Extensive information can be shared at the domestic level. A large proportion
of the respondents indicated that all information requested, both public and
nonpublic, by domestic authorities can be provided, including information

on individuals and clients of the regulated financial businesses. The domestic
regulatory authorities have unrestricted access to each other’s information
and, in some cases, participants specified that professional secrecy cannot be
invoked among domestic regulatory agencies. Notably, a large number of the
FIUs specified that they can share information only for AML/CFT investiga-
tion, detection, or prosecution. Also, in several cases, the FIUs need to con-
clude MoUs with domestic supervisors in order to be able to share intelligence
information.

At the international level, respondents indicated that there are no restrictions
in providing public information (for example, industry statistics—aggregate
financial and prudential ratios as well as developments in national legisla-

tion and supervisory standards). Also, a large majority of the respondents

can “freely” share information for supervisory purposes, such as information
on directors, officers, operations of a licensee, and prudential and financial
ratios of financial institutions, as well as information on beneficial owners and
enforcement actions. Further, if requested for supervisory purposes, informa-
tion on clients of the regulated financial businesses can be provided.

Only a limited number of respondents specifically indicated that the informa-
tion they can share for supervisory purposes does not depend on the request-
ing authority, and these respondents had no common characteristics (three
were IOFCs). Two regulatory authorities specified that they could not pass on
information to overseas regulatory authorities'® and one that it could not share

9That is, information that can be provided—without a court order, subpoena, or other
referral—to either domestic or international authorities. Although the question had a high
response rate (75 of the 78 responses), respondents gave widely varying responses, with some
repeating earlier answers on impediments to information exchange. In consequence, the find-
ings described reflect only the comments of the limited number of respondents who actually
described the types of information that can be “freely” shared.

0T hese statements seemed inconsistent with other responses, so we reexamined the original
submissions. In one case, the supervisor in question was in a small, shallow securities market and
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information with foreign FIUs. Two securities supervisors from advanced
countries indicated that they could provide investigatory assistance on behalf
of foreign regulators, and one small FIU specified that evidential information

could be provided only by the appropriate legal authorities.

Two regulatory authorities stated that they could not provide information on
individual financial institutions or their clients. Other restrictions mentioned
by respondents included providing information subject to Iegal professional
privilege, information that deals with industrial or commercial secrets, or
information that concerns a fiscal offense.

Regional cooperation agreements (such as the one in place in the EU) seem
to help financial regulatory authorities to share information more freely.
Likewise, beyond the legal and institutional capacity to share information, a
cooperative stance and habits can make important contributions to improving
the information exchange. For example, several respondents indicated that
they voluntarily and regulatly provide inspection reports on foreign banks to
the banks” home supervisors.

V. Satisfaction with Assistance Received or Provided

Quality of Responses to Requests for Assistance Made and Received
(Questions 6 and 13)

Agencies were asked to indicate the approximate percentage of the requests
for information or assistance they had made (in Question 6) or received (in
Question 13) in the last two years that had not been responded to, had been
inadequately answered, or had been satisfactorily answered. The percentages
were averaged for each category of agency.

Opverall, and in each category, the regulatory authorities and FIUs judged the
quality of the responses they supplied to be greater than the quality of the
responses they received, with the exception of agencies in IOFCs, who indi-
cated that the quality of both types of responses was similar. Taking account
of a probable degree of excess satisfaction with their own responses, the
responses we received suggest that securities regulators and FIUs have had the
least success in obtaining satisfactory assistance.

explained that major reform of their legislation was required. The second submission was quite
incomplete and related to an even less developed securities market. Neither of these jurisdictions
were IOFCs.
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Table 18.4. Quality of Responses to Requests for Assistance Made and Received
(Questions 6 and 13)

(Average percentage of total requests made or received for each category)

Inadequately Satisfactorily
Requests for Assistance Unanswered Answered Answered Total
Requests made by respondent
Total countries 5 1 84 100
Total IOFCs 3 7 90 100
Total nonlOFCs 6 14 81 100
Advanced' 3 12 85 100
Emerging market and developing’ 6 10 84 100
Sectoral breakdown
Banking supervisors 3 6 91 100
Securities regulators 8 16 77 100
Insurance supervisors 3 16 82 100
FIUs, AML/CFT supervisors 7 16 77 100
Unified regulators 3 7 90 100
Requests received
Total countries 3 5 92 100
Total IOFCs 4 7 89 100
Total nonlOFCs 3 4 93 100
Advanced1 5 6 89 100
Emerging market and developing’ 1 5 95 100
Sectoral breakdown
Banking supervisors 1 4 95 100
Securities regulators 9 2 89 100
Insurance supervisors 0 3 97 100
FIUs 5 9 85 100
Unified regulators 1 7 92 100

Notes: Each entry averages the “satisfaction” percentages given by supervisors in each group. Figures are
rounded and, hence, may not add up to the total.
'According to IMF's World Economic Outlook classification.

Among the jurisdictions, a significantly higher degree of satisfaction with
the answers received is noticed among IOFCs, where, on average, 90 percent
of the answers received were regarded as satisfactory, compared with 81 pet-
cent recorded in the nonIOFCs (Table 18.4).1! However, a higher proportion
of requests to IOFCs (11 percent) than to nonIOFCs (7 percent) was left
unanswered or inadequately answered. Advanced countries also provided less
satisfactory answers. Details of the results also suggest that small, poor juris-
dictions neither receive nor provide very satisfactory responses.

UTwenty of the 31 supervisors from IOFCs considered 90 percent or more of their requests
to have been satisfactorily answered; three found 80-90 percent of responses satisfactory; for
four agencies, 60—70 percent of responses were satisfactory; and four of the agencies did not
respond to this question. Conversely, only one supervisor found that as much as 20 percent of
their requests were unanswered.
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Sectorally, an average of more than 90 percent of the responses made and
received by banking supervisors and unified regulators surveyed are judged
satisfactory. In contrast, securities regulators and FIUs are not only least likely
to receive satisfactory assistance (they consider 77 percent of the answers they
receive satisfactory, as compared with 82, 90, and 91 percent among insurance,
unified, and banking authorities, respectively) but also less satisfied with their
own answers. Only an average of 89 percent and 85 percent, respectively, of
the answers they themselves provided were considered satisfactory by securi-
ties regulators and FIUs. Furthermore, they were the most likely to be unable
to answer. Averages of 8 percent of requests made, and of 9 percent of requests
received, went unanswered among securities regulators; similar averages were
found for FIUs (7 percent and 5 percent, respectively).

These results are consistent with those on the purpose of information exchange.
As discussions during the conference made clear, enforcement-related informa-
tion is more difficult to exchange. Not only is its subject matter likely to be more
sensitive, to refer more frequently to individuals than institutions, but it also
needs to be of higher quality to better support the case being made. Their larger
role in such exchange therefore helps explain the result that about one-quarter of
securities regulators’ and FIUs' requests are inadequately addressed.

Timeliness of Assistance Received or Provided (Questions 7 and 14)

Timeframe for Receiving Assistance (Question 7)

The timeframe for receiving information solicited is usually less than a month
(68 percent of all agencies) with some variations between IOFCs (where only
59 percent of the jurisdictions indicated that they receive information in less
than a month) and the agencies in nonIOFC jurisdictions (where 74 percent of
the jurisdictions indicated that they most frequently received the information
within a month). Considered by sector, the majority of financial regulatory
authorities and agencies most frequently receive the information requested
within a month, with the exception of securities regulators, most of whom
indicated that they most frequently received the information solicited between

one and three months afterward (Appendix A, Table A.18.5).

Timeframe for Providing Assistance (Question 14)

The timeframe for providing information solicited is usually less than a month.
(Eighty-six percent of the jurisdictions indicated that they most frequently pro-
vided the information requested in less than a month.) Considered by sector,
the survey results indicate that between 100 percent (banking) and 67 percent
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(securities) of the financial supervisors and agencies most frequently provided

the information requested within a month (Appendix A, Table A.18.5).

VI. Challenges and Obstacles in Sharing Information

Only 60 percent of participants in the survey provided answers to Ques-
tions 8 and 11, which asked for reasons given for not providing cross-border
information to/by respondents if the information requested was not sup-
plied (see notes to Tables A.18.6a and A.18.6b in Appendix A). These results
should therefore be interpreted cautiously even for the sample. They are
consistent, however, with the responses to Questions 6 and 13, which indi-
cated a low proportion of nonresponse to information requests. Indeed, some
nonrespondents indicated that the questions did not apply, since information
requests were usually met. Less than 20 percent of agencies answered the
question for domestic exchange.

The questions provided eight (including “other”) options among which respon-
dents could choose as reasons for not providing information (see Appendix B
for the questionnaire). The most frequently selected included "secrecy laws or
other confidentiality restrictions” (SC), lack of powers in the requested agency
to collect the information (LPC), the requesting agency’s inability to give nec-
essary confidentiality undertakings (nonSC), providing/requesting agency’s
lack of similar or equivalent functions (SIM), and absence of formal arrange-

ments (AFA).
Requesting Information (Question 8)

Challenges and Obstacles in Requesting Information Internationally
(Question 8)

Considering responses by category of jurisdiction first, almost half of the
respondents to Question 8 (44 percent) indicated that the main impediments
to receiving the information requested were secrecy laws or other confidenti-
ality restrictions. The proportion of those confronted with secrecy or other
confidentiality restrictions was higher in IOFCs (53 percent of the respondent
IOFCs) than in other jurisdictions (40 percent of the respondent nonIOFCs).
SC is also a reason given to many financial supervisors and agencies from
advanced economies (indicated by 58 percent of the respondents from
advanced economies) when they do not receive requested information.

Since the international standards include a requirement that supervisors
ensure an adequate degree of protection for the confidentiality of the infor-
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mation exchanged (see Box 18.1), the importance of SC seems to indicate an
absence of adequate gateway provisions. Responses to Question 10, which
complements Question 8, show that in obtaining the information sought,
financial regulatory authorities and agencies are often obstructed by either
poorly understood or insufficient gateways for sharing information.

For the financial regulatory authorities from emerging and developing econo-
mies, the main impediment to obtaining the information solicited is repre-
sented by “other” reasons for refusal (given by 42 percent of the respondent
emerging and developing economies). In most cases, respondents indicated
“other” when they had not been given a reason by the nonresponsive agency to
which the request was addressed.

“Other” reasons for refusal are also the second most frequently specified
impediment to obtaining the information requested by both the IOFCs and
the nonIOFCs, as well as by the advanced economies (Figure 18.5). Other
important reasons for not obtaining the information requested are the limited
powers of the requested agency to collect the information requested, followed

distantly by AFAs (Figure 18.5).

The reasons for refusal given to financial regulatory authorities and agencies
vary considerably by type of agency (Figure 18.5) and seem to be related to
the roles they play and their specific needs for cooperation. Thus, banking
supervisors and unified regulators are refused because of secrecy laws or other
confidentiality restrictions. Securities regulators and FIUs are confronted
with the limited powers of the requested agency; and, finally, insurance super-
visors are primarﬂy refused owing to “other” reasons and inabﬂity to guarantee
that the confidentiality of the information will be maintained (Figure 18.5).
Notably, for securities regulators, the “other” reasons for refusal and the lim-
ited powers of the requested agency were as important as the secrecy or other
confidentiality barriers (Figure 18.5).

Challenges and Obstacles in Requesting Information Domestically
(Question 8)

In general, information requested from domestic authorities was obtained,
since only about 20 percent of the participants indicated that their requests
had not been satisfied domestically (note to Tables A.18.7a and A.18.7b in
Appendix A). More than half of respondents to Question 8 were refused
owing to SC, which was the main impediment for nonIOFCs; both advanced
and developing countries; banking, securities, and unified regulatory authori-
ties; and FIUs. The IOFCs' requests were refused domestically mainly because
of the limited power or in-house capacity of their domestic counterparts

(Appendix A, Table A.18.7a).
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Box 18.1. Protecting Confidentiality: International Standards

Basel Core Principles (September 1997)

Principle 1(6): “Arrangements for sharing information between supervisors and
protecting the confidentiality of such information should be in place.”

Core Principles Methodology (October 1999)

Essential criteria to Principle 1(6):

“3. The supervisor:

+ may provide confidential information to another financial sector
supervisor;

+ is required to take reasonable steps to ensure that any confidential
information released to another supervisor will be treated as confi-
dential by the receiving party;

+ is required to take reasonable steps to ensure that any confidential
information released to another supervisor will be used only for
supervisory purposes.

4, The supervisor is able to deny any demand (other than a court order or man-
date from a legislative body) for confidential information in its possession.”

Insurance Core Principles and Methodology (October 2003)

ICP 3 Supervisory authority

“The supervisory authority: (. . .)
< treats confidential information appropriately.”

Essential criteria:

“t. (.. .) Other than when required by law, or when requested by another supet-
visor who has a legitimate supervisory interest and the ability to uphold the
confidentiality of the requested information, the supervisory authority denies
requests for confidential information in its possession.”

ICP 5 Supetrvisory cooperation and information sharing

“The supervisory authority cooperates and shares information with other relevant
supervisors subject to confidentiality requirements.”

Essential criteria:

“f. The supervisory authority is required to take reasonable steps to ensure
that any information released to another supervisor will be treated as con-
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fidential by the receiving supervisor and will be used only for supervisory
purposes.”

Objectives and Principles of Securities Regulation (May 2003)

11. “The regulator should have authority to share both public and non-public infor-

mation with domestic and foreign counterparts.”

13. “The regulatory system should allow for assistance to be provided to foreign
regulators who need to make inquiries in the discharge of their functions and exercise
of their powers.”

“(...) It is important that assistance can be provided not only for use in inves-
tigations but also for other types of inquiry, as part of a compliance program
for the purpose of preventing illicit activities. There may also be a need to
exchange general information about matters of regulatory concern, including
financial and other supervisory information, technical expertise, surveillance
and enforcement techniques, and investor education. (...)

Where assistance to another authority is provided through the provision of
confidential information gathered by the regulator in the exercise of its func-
tions and powers, particular care must be taken to ensure that the information
is provided subject to conditions which, to the extent consistent with the pur-
pose of the release, preserve the confidentiality of that information.”

FATF Standards and Methodology for Assessing Compliance
(February 2004)

Recommendation 40: “Countries should ensure that their competent authori-
ties provide the widest possible range of international cooperation to their
foreign counterparts. (. . .) Exchanges should be permitted without unduly
restrictive conditions. In particular: (.. .)

+ b) Countries should not invoke laws that require financial institutions
to maintain secrecy or confidentiality as a ground for refusing to provide
cooperation.

(. . .) Countries should establish controls and safeguards to ensure that
information exchanged by competent authorities is used only in an autho-
rized manner, consistent with their obligations concerning privacy and data
protection.”
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Figure 18.5. Main Reasons for Refusal When Information Requested Was Not
Provided (Questions 8 and 15)
(Percent of responses in each category)
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(Q8, percent of number of respondents to Q8) (Q15, percent of number of respondents to Q15)

Notes: Bars refer to the percentage of respondents in each category giving the cited reason. SC denotes
secrecy laws or other confidentiality restrictions; SIM denotes non-equivalent (nonsimilar) functions of providing/
requesting authority; LPC denotes that requested authority does not have the powers to collect the information
requested; AFA denotes the absence of a treaty or a formal arrangement; nonSC denotes that the requesting
authority is unable to give necessary confidentiality undertakings; Emerg. & Devp. denotes emerging market and
developing countries; and ORR denotes other reasons for refusal.

Providing Information (Question 15)

Challenges and Obstacles in Providing Information Internationally
(Question 15)

The main obstacle to providing the information requested cited by the partici-
pants in the survey was their limited power to collect the information solicited
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(30 percent of the respondents).!? Again, considering information exchange
by category of jurisdiction, this reason for refusal is claimed, in almost equal
proportion, by the IOFCs and nonIOFCs (Figure 18.5). Surprisingly, a
larger proportion of agencies from advanced economies cite lack of powers
than do agencies from emerging and developing economies (Figure 18.5 and
Table A.18.6b, Appendix A). Similarly, about one-third of agencies from
IOFCs (who represent almost half of the agencies from advanced economies)
gave this reason.

The second major impediment to providing information was SCs, accounting
for 28 percent of the responses. SC is the main reason invoked by financial
regulatory authorities and agencies from nonIOFCs and from emerging and
developing economies (Figure 18.5). For the financial supervisors and agencies
from emerging and developing economies, SC and AFA are the main reasons
for inability to assist requesting agencies (Figure 18.5).

Only 16 percent of the respondent IOFCs mentioned SCs as the main rea-
son for inability to provide requested information. This could reflect, in
part, the efforts undertaken by numerous IOFCs to improve their legal and
institutional frameworks in an attempt to remove the Widespread perception
that they conceal secretive financial operations ofa possibly less-than-lawful
nature. More interestingly, the respondent IOFCs indicated that the main
reason for refusal was the inability of the requesting agency to provide the

necessary confidentiality undertakings (cited by 37 percent of the respondent
IOFCs).

At the sectoral level, the reasons for refusal varied considerably by type of
agency. Banking supervisors were mainly concerned with secrecy and con-
fidentiality requirements (60 percent of banking supervisor respondents),
demanding at the same time that adequate confidentiality provisions be
observed by their counterparts (40 percent).

For securities regulators and FIUs, the main reason given when the informa-
tion requested is not provided is AFAs (by 57 percent and 42 percent, respec-
tively, of these agencies). This AFA reason is not consistent with standard
setters usual advice that an MoU or other formal arrangement not be a pre-
requisite to information exchange. It may be, however, that, as often discussed,
a formal arrangement provides the supervisor with an element of comfort in

12This result may be misleading, since it also appears to capture cases where the requested
agencies were asked to provide information on institutions outside of their mandates or where
the information was judged too expensive to collect. In some cases, the respondents indicated
that the questions received were redirected to the appropriate agencies.
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sharing information, or its negotiation provides valuable information about
the reliability of their foreign counterparts. Furthermore, as highlighted in the
discussion of our expectations about agencies, the securities regulators and the
FIUs need to obtain sensitive information (i.e., on clients and preponderantly
for enforcement purposes, as was discussed in Section III). In these cases, it
would seem important that adequate mechanisms, including adequate dis-
closure capacity by both parties, be in place for facilitating and securing the
exchange of information. A multitude of reasons for refusal rank second for
securities: LPC, SCs, nonSC, and SIM (each accounting for 29 percent of the
respondent securities regulators). For FIUs, the second most important reason

for refusal is LPC (33 percent of respondent FIUs).

Two of the three insurance supervisors responding to this question gave
“other” reasons and one gave LPC and SC as the main rationales for not pro-
viding the information requested. One supervisor (a nonIOFC) specified that
the “other reasons” referred to unavailability of the information requested.

Finally, the main reasons given by the unified regulators for not providing
information included LPC (43 percent of respondents), followed by “other”
reasons for refusal (29 percent of respondents), and SCs and nonSC (each
cited by 14 percent of respondents). This result may be consistent with the
findings of the World Bank’s recent “International Survey of Integrated
Financial Sector Supervision,”'* which found that some unified regulatory
authorities have relatively limited regulatory and supervisory powers.

Challenges and Obstacles in Providing Information Domestically
(Question 15)

Only a limited number of participants (about 16 percent) indicated that they
did not meet requests for information from domestic agencies (see notes to
Tables A.18.7a and A.18.7b, Appendix A). In those cases, the most frequently
invoked reason was SCs (indicated by 77 percent of the respondents to
Question 15). Only two respondents indicated other grounds, such as LPC or
“other reasons” for refusal (Table A.18.7b, Appendix A), for inability to pro-

vide domestic assistance.

Reasons for Refusal, by Purpose of Information (Questions 8 and 15)

The questions on reasons for not obtaining/providing requested informa-
tion also asked that the corresponding purpose of information be indicated,
distinguishing the four purposes discussed earlier: licensing, supervision,

13See de Luna Martinez and Rose (2003).
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enforcement, and action from enforcement. In the case of licensing, the replies
received from cross-border agencies by respondents indicated a lack of power
on the part of the foreign requested agencies to collect the information

(27 percent of total respondents requesting information for licensing pur-
poses) or secrecy laws or other confidentiality restrictions (23 percent).

Since most supervisors are able to collect information for licensing purposes,
this may indicate an inability to collect information on behalf of a foreign
supervisor—perhaps because there is no domestic need for the information.

When the information was requested for supervision, enforcement, and action
resulting from enforcement purposes, SCs (accounting for about 25 percent

in each case) were the major impediment. As could be anticipated, in action
resulting from enforcement cases, the requested agencies also refused to pass
on the information because of the inability of the requesting agencies to pro-
vide the necessary confidentiality undertakings or the lack of formal arrange-

ments to share the information (Figure 18.6 and Appendix A, Table A.18.8a).

Respondents providing purpose-specific reasons for their own inability to
provide information indicated that, in the instances of requests for licens-

ing, supervision, or action resulting from enforcement information, the main
reasons for refusal were SCs, LPC, SIM, and nonSC (see Figure 18.4). In
enforcement cases, the main reason was nonSC (Figure 18.6 and Appendix A,

Table A.18.8b).

Other Challenges or Impediments to Information Exchange
(Questions 10 and 17)

Questions 10 and 17 complemented Questions 8 and 15 by asking respon-
dents to provide their own descriptions of obstacles to obtaining and provid-
ing information, respectively. We have aggregated the responses in four (for
the responses provided, see Table 18.5) and six (for the responses provided,
see Table 18.6) descriptors. The responses suggested practical reasons for the
inability to provide international assistance, which are relatively significant
since 60 of the 78 agency categories responded to Question 17, and 47 of them
to Question 10.

Obtaining Information (Question 10)

Only a very limited number of the respondents to Question 10 referred to
challenges or impediments that they had to overcome domestically.!* The

¥Two of the respondents to Question 10 mentioned challenges or impediments they had to
overcome domestically—namely, cases when a criminal investigation/prosecution was in process
or when privacy laws prohibited the disclosure of private client information.
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Figure 18.6. Main Reasons for Refusal, by Purpose of Information, When

Requests Were Denied (Questions 8 and 15)
(Percent of total respondents who exchanged information for specified purposes)

Il Requested Provided

Information for Licensing Information for Supervision
30

25 B —

LPC  SC SIM ORR AFA NonSC DCT SC LPC  AFA° ORR DCT NonSC SIM

Information for Enforcement Information for Action from Enforcement

ORR  SC  LPC NonSC AFA SIM  DCT AFA SC NonSC ORR DCT SIM LPC

Notes: SC denotes secrecy laws or other confidentiality restrictions; SIM denotes non-equivalent (nonsimilar)
functions of providing/requesting authority; LPC denotes that requested authority does not have the powers/
in-house capacity to collect the information requested; AFA denotes the absence of a treaty or a formal
arrangement; nonSC denotes that the requesting authority is unable to give necessary confidentiality
undertakings; DCT denotes that the offense in question is not an offense in the requested jurisdiction; ORR
denotes other reasons for refusal.

respondents emphasized that, at this level, the information exchange poses
no special problems because of well-established relationships among national
agencies and their relatively broad powers to collect the information needed.

At the international level, the main challenge, identified by almost half of the
respondents (47 percent), is the poor understanding of the gateways for inter-
national cooperation and information exchange. Participants in the survey
have difficulties in understanding the differences in the legal and institutional
frameworks across jurisdictions that ultimately obstruct the identification of
the appropriate sources of information. This included difficulty in identifying
the appropriate authorities or persons to whom to address their requests, or in
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Table 18.5. Challenges or Impediments in Obtaining Information (Question 10)
(Percent of respondents, by type)

Poorly Understood

Gateways for Lack of
Cooperation Procedures/ Timeliness
(jurisdictional Absence of Legal ~ Mechanismsin  Problems, Other
differences, lack  Gateways to Share Exchanging Practical
of knowledge') Information? Information? Impediments*
Total 47 43 13 26
IOFCs 45 35 15 25
NonlOFCs 44 48 11 25
Emerging and
developing countries 50 40 10 35
Advanced 44 44 14 18
Sectoral breakdown
Banking 33 78 22 0
Securities 57 57 0 57
Insurance 57 28 14 0
FlUs 33 22 22 33
Unified 53 33 6 33

Note: Percentages do not total 100 because agencies usually listed more than one factor in their responses.

'urisdictional differences and lack of knowledge of institutional arrangements in other jurisdictions.

No legal gateway to share information through secrecy or confidentiality barriers; requested agency's lack of
legal authority to transmit the information.

3Lack of procedures/mechanisms to exchange information (i.e., formal arrangements—MoUs).

“Timeliness problems and other practical issues (information no longer maintained in the records, poor telecom-
munications technology, etc.).

understanding the regulatory framework of the requested agency and thus the
channels for cooperation. This type of problem seems to be equally encoun-
tered by IOFCs and nonIOFCs, as well as by both advanced and emerging and
developing economies (Table 18.5).

A second major challenge, identified by 43 percent of the respondents, was the
lack of legal gateways to share information, particularly those through secrecy
or other confidentiality barriers that prohibit the disclosure of specific infor-
mation or entering into cooperation arrangements, as well as the lack of legal
authority of the requested agency to transmit the information. This impedi-
ment is most frequently encountered by nonIOFCs (48 percent of respon-
dents) and advanced economies (44 percent of respondents).

Another obstruction in obtaining required information resulted from delays
and other practical issues (such as poor telecommunication technology or the
fact that the information was no longer maintained in the records), accounting
for more than one-quarter of the respondents (26 percent). This is a problem
that equally affects IOFCs and nonIOFCs (25 percent of both respondent

categories), but is much more frequently encountered by emerging and devel-
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Table 18.6. Challenges or Impediments in Providing Information (Question 17)
(Percent of respondents, by type)

Mechanisms
for Other
Considerations Information  Authorities’ Information
for Reciprocity ~ Relevance, Exchange  Approval  on Clients
Information of Seriousness  Should Be ~ Needed for  Cannot Be
Exchange'  Assistance? of Request® in Place*  Disclosure®  Disclosed®
Total 72 18 15 12 8 10
IOFCs 81 22 19 0 7 7
NonlOFCs 63 15 18 21 9 9
Emerging and
developing countries 76 8 12 20 8 16
Advanced 68 26 14 6 9 6
Sectoral breakdown
Banking supervisors 100 0 7 7 0 14
Securities regulators 75 38 0 13 13 13
Insurance supervisors 50 25 0 13 0 13
FIUs 55 18 27 18 18 0
Unified regulators 68 21 21 11 11 11

Note: Percentages do not total 100 because agencies usually listed more than one factor in their responses.

'Need for similarity in institutional arrangements, secrecy provisions, and certain protection clauses (no disclosure
that affects national security, sovereignty, security, or public interest).

ZReciprocity of assistance.

3Reasoning/relevance of information, seriousness of the matter.

4Adequate mechanisms for information sharing should be in place (e.g., MoUs).

>Other authorities'/bodies’ approval needed for disclosure (court order, attorney general's consent, etc.).

No information on clients can be disclosed.

oping economies (35 percent of respondents) than by agencies in advanced
economies (18 percent of respondents).

Finally, 13 percent of the respondents identified the lack of procedures or
mechanisms in exchanging information (e.g., lack of MoUs). This challenge
affects IOFCs and the nonIOFCs similarly (15 and 11 percent, respectively, of
respondents), as well as advanced, and emerging and developing economies

(14 percent and 10 percent of respondents, respectively).

At the sectoral level, more than two-thirds of the banking supervisors

(78 percent) are affected by inadequate information-sharing gateways because
of secrecy or other confidentiality rules and the lack of legal authority of the
requested agency. The most important impediment encountered by more
than half of the securities regulators, insurance supervisors, and unified regu-
lators results from limited understanding of the differences in the legal and
institutional frameworks across jurisdictions (Table 18.5). FIUs are affected
by both the differences in the legal and institutional frameworks across juris-
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dictions, and the lack of timeliness in receiving the information requested

(Table 18.5).

Providing Information (Question 17)

Most respondents!® identified the considerations that they have to take

into account in providing solicited information. The most frequently cited
considerations included the need to ensure that (1) the requesting agency is
bound by adequate professional and/or official secrecy so as to guarantee the
confidentiality of the information received (including restrictions on onward
disclosure—that is, requiring the prior consent of the providing agency);

(2) the information is requested for a proper supervisory purpose or will
enable the recipient to carry out its functions; (3) the information requested
will not prejudice the sovereignty, security, essential economic interests, public
policy, or order in the country of the providing agency.’® The first two consid-
erations represent typical components of the arrangements for sharing infor-
mation among financial sector agencies and are cleatly stated in the standards
relevant to each sector (see Box 18.1). The third type of consideration is also
common and appears to be a safeguard for protecting sovereign interests.

The considerations identified can occasionally become impediments to exchang-
ing information if, for example, it is expected that the requesting agency perform
exactly the same functions as the providing agency (which clearly inhibits cross-
sectoral requests) or it is required that civil, commercial, and sovereign rights
apply in a way that ensures that those rights are protected in the same way as in
the requested jurisdiction. Other impediments arise when the purpose of infor-
mation disclosed is constrained to specific supervisory/statutory functions (i.e.,

to be used only for AML/CFT purposes).

Almost three-quarters of the respondents to Question 17 (72 percent) stated
that the requests for assistance have to take into account one, all, or a combi-
nation of the considerations stipulated previously for the information to be
released. A larger proportion of IOFCs and of the emerging market and devel-
oping nations emphasize these considerations more than nonIOFCs and the
advanced economies, respectively (Table 18.6).

15Sixty of the 78 agency categories represented answered this question.

16Qther similar considerations are, for example, ensuring that no criminal proceedings have
been undertaken in the providing country on the basis of the same facts or against the same per-
sons, or when those persons have already been condemned by a final judgment on the basis of the
same facts, or that disclosure will not endanger the life or safety of any person.
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Almost one-fifth of the respondents (18 percent) also indicated that an
important condition on information provision is whether the request-

ing agency is capable of offering reciprocal corresponding assistance.

This requirement is made by a larger proportion of IOFCs and advanced
economies than of nonIOFCs and emerging and developing economies
(Table 18.6). The relevance or seriousness of the request was also a consider-
ation for 15 percent of the respondents.

Actual impediments to sharing information with other competent authorities
are the absence of mechanisms for information exchange (e.g,, MoUs) (indi-
cated by 12 percent of respondents), restrictions on disclosing client informa-
tion (indicated by 10 percent of respondents), and the need for additional
approvals from other authorities for the information to be released (indicated
by 8 percent of respondents).

The considerations cited in the preceding can also be examined in terms of
the sector of the respondent agency. All banking supervisors take account

of such considerations, as do a large proportion of the securities and uni-

fied regulators (Table 18.6). Among all financial regulatory authorities and
agencies, the securities regulators were the most likely to refer to the need for
reciprocity in assistance (38 percent of respondents), while the FIUs attached
the most importance to the purpose of information in a restrictive way (limit-
ing the information provided to strictly AML/CFT purposes) (27 percent of
respondents). The FIUs also requested most frequently that mechanisms of
information exchange be in place (18 percent of respondents) and have most
need of other authorities” approval before the information is released (18 per-
cent of respondents). Almost equal shares (about 13 percent each) of bank-
ing, securities, insurance, and unified regulatory authorities do not disclose
information on clients of regulated financial businesses (Table 18.6).

Alternative Sources of Information (Question 9)

If requested information could not be obtained from the authority to which a
request was addressed, one-third of the respondents to Question 9 indicated
that they were unable to obtain the information needed from other sources.!”
Among the available alternative sources of information, the most important
was assistance from other authorities (31 percent of the respondents), followed
by public sources (such as the Internet, media, and public databases—
mentioned by 16 percent of respondents) and the cooperation received directly
from the persons holding the information (such as the regulated entities and

their parent companies—mentioned by 16 percent of respondents).

17Fifty-five of the 78 agencies responded to Question 9.
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Table 18.7. Alternative Sources of Information (Question 9)
(Percent of respondents, by type)

Cooperation
Other of Persons
Authorities’ Public Holding the Other No Other
Cooperation Sources! Information? Sources Sources
Total 31 16 16 7 33
IOFCs 43 33 14 14 29
Non IOFCs 24 6 18 3 35
Emerging and
developing countries 33 21 4 4 25
Advanced 29 13 26 10 39
Sectoral breakdown
Banking 33 27 13 0 33
Securities 11 11 33 22 44
Insurance 0 13 25 13 25
FIUs 60 0 0 0 30
Unified 38 23 15 8 31

Note: Percentages do not total 100 because agencies usually listed more than one factor in their responses.
'Internet, media, public databases, etc.
Regulated entities, parent companies, financial group holding companies, etc.

Some variations among the alternative sources of information mentioned
depend on the type of jurisdiction or supervisor (Table 18.7). A larger propor-
tion of the respondent IOFCs and emerging and developing economies were able
to rely on the cooperation of other authorities compared with the respondent
nonIOFCs and advanced economies, respectively. Likewise, for banking supervi-
sors and unified regulators, as well as for FIUs, the most important alternative
source of information was other authorities’ cooperation, while the securities
regulators and insurance supervisors benefited primarily from the assistance
offered directly by the persons holding the information (Table 18.7). Since the
securities regulator is the financial supervision agency with most difficulty in
obtaining satisfactory responses to requests for information (see Section V and
Table 18.4), these results suggest that this is the category of authority requiring
the most improvement in information exchange, since neatly half of the securi-
ties regulators surveyed found no other sources for the information sought.

VII. Improving Information Exchange

The final question of the survey, Question 18, sought respondents’ views on
how their agencies could improve the receipt or provision of information.

A large majority recognize that more can be done to improve international
cooperation and information exchange by developing gateways to facilitate
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interaction with other financial sector agencies, enhancing market transpar-
ency and public access to information, or adopting internal measures. Eighty-
two percent (64 of 78 agencies) of the sample provided a response to this
question. Only 6 percent of the respondents declared that they saw no room
for improvement of the existing information-sharing frameworks.

Almost half of the respondents to Question 18 (45 percent) indicated that
entering into formal arrangements (mainly MoUs) could boost international
cooperation and information exchange. A larger proportion of IOFCs than
nonlOFCs appreciated the usefulness of formal arrangements. More than
half of the respondents from emerging and developing countries (52 percent)
consider that international cooperation and information could be improved
through an extensive use of formal arrangements such as the MoUs.

Another important way to facilitate the information exchange, indicated by a
fifth of the respondents, was improvement of the domestic financial legislation
with a view to removing the legal impediments such as secrecy barriers or lim-
ited supervisory powers. Among those who sought improvement in their leg-
islation, more than 60 percent were IOFCs, of which more than half indicated
that the needed amendments were under way.

A small number of the respondent financial regulatory authorities and agen-
cies (14 percent) considered that it was important to strengthen informal rela-
tionships and to promote an ongoing dialog, The informal cooperation could
be achieved through participation or membership in regional/international
forums and organizations or via meetings and conferences, training, etc. Other
tools considered useful in achieving good information exchange were enhance-
ment of market transparency and public accessibility to information and the
development of a compilation of supervisory structures across jurisdictions
with relevant contact details (each indicated by 6 percent of the respondents).

Some participants also specified that it would be useful to develop multilateral
MoUs,!8 following the model promoted by IOSCO, for banking supervisors
or for unified regulators (5 percent of the respondents). IOSCO has assumed

the task of screening the signatories to the multilateral MoU,* releasing

18T he Basel Committee on Banking Supervision issued a model MoU for bilateral relation-
ships, “Essential Elements of a Statement of Cooperation Between Banking Supervisors,” in
2001.

BIn fact, IOSCO announced, at its 2005 Annual Conference, that one of its major priori-
ties is to have every member country become either a signatory of, or committed to sign, the
multilateral MoU by January 1, 2010. This represents a major change in stance of this standard
setter, given the fact that entering into formal arrangements was not previously regarded as a
prerequisite for cooperation.
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countries from the burden of conducting their own due-diligence process. The
process is burdensome, because it is important that screening be done in a very
transparent manner and that there be adequate accountability of the institu-
tion performing the screening,

Nonetheless, one-fifth of the respondents recognize that it is also important to
improve internal mechanisms through a more efficient allocation of resources
(including the appointment of contact persons in charge of maintaining the
contacts and processing the requests for assistance received), a better framing
of the requests received, superior staff competence, and improvement of the
information and data-management systems.

Likewise, a number of participants consider that the information exchange
could be improved by an adequate flow of information from home supervi-
sors to host supervisors (5 percent of the respondents, all of which were from
emerging and developing countries), including through improved procedures
of notification when important events occur.

VIII. Conclusions

This study has described the key findings of the Survey on Cross-Border
Cooperation and Information Exchange among Financial Sector Regulators
and Agencies, conducted during May—December 2004, of 74 financial sector

regulatory authorities and agencies from 52 countries.

The results of the survey suggest that cooperation, including information
exchange, in the countries covered is generally adequate at both national and
international levels. There is a high degree of satisfaction regarding the assis-
tance received and provided, and the timeliness for solving the requests for
assistance is good. Both formal and informal mechanisms are used to facilitate
the international and domestic exchange of information.

The survey indicates that advanced economies place more emphasis on formal
arrangements, although the cooperation in emerging markets and developing
countries is taking place at a more informal level. This may reflect the latter’s
more limited capacity to develop formal arrangements and, as suggested by
the lower volume of information exchanged, their lesser need for investment
in formality. Financial regulatory authorities and agencies from the emerging
and developing countries believe, however, that entering into formal arrange-
ments could boost international cooperation.

Although the evidence regarding the absence of MoUs is only indicative,
the survey suggests that MoUs could make an important contribution to
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information exchange. They not only establish a formal mechanism but also
enable the signatories to go through a discovery and due-diligence process
with each other, which may be especially helpful when they are faced with

large volumes of demand for information.

There is a positive correlation between the volume of cross-border informa-
tion exchange and the level of income and financial activity in the respondent
jurisdictions, On average, the advanced economies and the IOFCs exchange
more information than the emerging market and developing economies and
the other jurisdictions (nonIOFCs), respectively.

In terms of purpose, the flows of information are almost equally shared among
supervision, licensing, and enforcement. Most of the information exchanged
targets regulated financial businesses, with relatively little information shared
on their clients.

As expected from knowledge of their roles and the specific standards, results
suggest that among the financial sector agencies, the securities regulators and
FIUs, among which enforcementrelated cooperation is dominant, experience
the most difficulties in exchanging information. Reinforcing this effect is the
result that FIUs are among the agencies that exchange the largest volume of
information, particularly on clients. Such information requires expanded legal
powers of the requested agency to share information and formal arrangements
in place.

Taken together, the results suggest that inadequate gateways resulting from
confidentiality requirements, or deficient institutional procedures or mecha-
nisms to exchange information explain many of the difficulties in exchanging
information. Another major challenge stems from a poor comprehension of
the gateways for cooperation as highlighted by the difficulties encountered
by participants in understanding other jurisdictions’ legal and institutional
arrangements.

An interesting result of the survey is that, contrary to some popular beliefs,
the IOFCs claim to have few secrecy or confidentiality restrictions in exchang-
ing information. In fact, the financial supervisors and agencies from IOFCs
are preoccupied with ensuring that their counterparts meet the essential
criteria for the information to be released, including adequate confidentiality
undertakings.

Participants in the survey recognized that there is work to be done to improve
cross-border information exchange by developing gateways to facilitate coop-
eration with other supervisory agencies, entering into formal arrangements,
strengthening informal relationships, or improving deficient legislation.
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Participants also consider that international cooperation could be boosted by
enhancing market transparency and public accessibility to information, as well
as by adopting internal measures aimed at addressing requests for assistance in
a more efficient way.
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Table A.18.4. Importance of Diagonal Requests
(Percent of total respondents, by type)

Requests for Information Requests for Information
Made by Received by
Domestically Internationally Domestically Internationally

Banking supervisors

to/from  SRA 95 100 84 100
SRO 21 1 11 5
FIU 47 " 53 16
PA 42 1 53 0
(0} 16 5 16 1

Securities regulators

to/from  SRA 83 83 58 92
SRO 50 33 25 8
FIU 17 0 17 0
PA 42 17 58 8
0] 17 0 0 0

Insurance supervisors

to/from  SRA 73 64 73 64
SRO 9 18 9 9
FIU 9 0 9 9
PA 18 9 27 9
0] 18 18 18 18

FIUs

to/from  SRA 63 25 44 25
SRO 25 13 6 0
FIU 19 88 19 88
PA 56 19 63 19
0] 25 0 6 0

Unified regulators

to/from  SRA 60 90 50 80
SRO 30 15 15 10
FIU 30 10 35 10
PA 30 20 55 25
0] 0 5 10 10

Notes: SRA denotes statutory regulatory agencies; SRO denotes self-regulatory organization; FIU denotes finan-
cial intelligence unit; PA denotes prosecuting agency; and O denotes other authorities.
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Table A.18.6a. Main Reasons for Refusal Given to Requesting Jurisdictions
(Question 8)

(Percent of total respondents in each category)

Internationally

Requesting Jurisdiction SC ORR LPC AFA NonSC SIM DCT
Total 44 40 36 18 13 " 9
IOFCs 53 47 27 20 7 13 7
NonlOFCs 40 37 40 17 17 10 10
Advanced 58 38 42 27 15 12 15
Emerging market and

developing economies 26 42 21 5 11 1 5
Banking supervisors 55 36 45 18 9 27 9
Securities regulators 38 38 38 13 25 0 25
Insurance supervisors 20 60 20 20 40 0 0
FIUs, AML/CFT supervisors 25 25 63 25 0 0 13
Unified regulators 62 46 15 15 8 15 0

Notes: Percentages do not total 100 because agencies named more than one reason for not providing the
information; SC denotes secrecy, confidentiality restrictions; SIM denotes non-equivalent functions of providing/
requesting authority; LPC denotes that requested authority does not have powers to collect the information re-
quested; ORR denotes other reasons for refusal; AFA denotes the absence of a formal arrangement; nonSC denotes
that the requesting authority cannot guarantee that the information received will be kept confidential; and DCT
denotes that the offense in question is not an offense in the requested jurisdiction.

Table A.18.6b. Main Reasons for Refusal When Information Requested from
Supervisors Is Not Provided (Question 15)

(Percent of total respondents in each category)

Internationally

Providing Jurisdiction LPC SC NonSC SIM AFA ORR DCT
Total 33 28 24 13 26 24 9
IOFCs 32 16 37 11 26 26 5
Non IOFCs 30 37 15 15 26 22 11
Advanced 33 27 27 20 23 30 13
Emerging and

developing economies 25 31 19 0 31 13 0
Banking supervisors 20 60 40 30 20 10 10
Securities regulators 29 29 29 29 57 14 14
Insurance supervisors 33 33 0 0 0 67 0
FIUs, AML/CFT supervisors 33 17 25 8 42 25 17
Unified regulators 43 14 14 0 7 29 0

Notes: Percentages do not total 100 because agencies named more than one reason for not providing the
information; SC denotes secrecy, confidentiality restrictions; SIM denotes non-equivalent functions of providing/
requesting authority; LPC denotes that requested authority does not have powers to collect the information
requested; ORR denotes other reasons for refusal; AFA denotes the absence of a formal arrangement; nonSC
denotes that the requesting authority cannot guarantee that the information received will be kept confidential; and
DCT denotes that the offense in question is not an offense in the requested jurisdiction.
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Table A.18.6¢c. Total Number of Respondents to
Questions 8 and 15, by Category: International

Exchange

Q8 Q15
Total 45 46
I0FCs 15 19
NonlOFCs 30 27
Banking 1 10
Securities 8 7
Insurance 5 3
FIUs 8 12
Unified 13 14
Advanced 26 30
Emerging and developing economies 19 16

Table A.18.7a. Main Reasons for Refusal Given to Requesting Jurisdictions
(Question 8)

(Percent of total respondents in each category)

Domestically
Requesting Jurisdiction SC ORR LPC SIM
Total 53 20 20 13
IOFCs 0 33 67 33
NonlOFCs 67 17 8 8
Advanced 44 22 33 1
Emerging and developing economies 67 17 0 17
Banking supervisors 100 0 25 0
Securities regulators 33 33 0 33
Insurance supervisors 0 50 0 0
FIUs, AML/CFT supervisors 33 33 33 33
Unified regulators 67 0 33 0

Notes: Percentages do not sum to 100 because agencies cited more than one reason for not providing the
information; SC denotes secrecy, confidentiality restrictions; SIM denotes non-equivalent functions of providing/
requesting authority; LPC denotes requested authority does not have powers to collect the information requested;
and ORR denotes other reasons for refusal.
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Table A.18.7b. Main Reasons for Refusal When Information Requested from
Regulators and Agencies Is Not Provided (Question 15)
(Percent of total respondents in each category)

Domestically
Providing Jurisdiction SC LPC ORR SIM
Total 77 15 15 0
IOFCs 25 25 25 0
Non IOFCs 100 1" 1 0
Advanced 63 25 25 0
Emerging and developing economies 100 0 0 0
Banking regulators 100 17 0 0
Securities supervisors 0 0 0 0
Insurance supervisors 50 0 100 0
FIUs, AML/CFT supervisors 67 0 0 0
Unified regulators 50 50 0 0

Notes: Percentages do not sum to 100 because agencies cited more than one reason for not providing the
information; SC denotes secrecy, confidentiality restrictions; SIM denotes non-equivalent functions of providing/
requesting authority; LPC denotes requested authority does not have powers to collect the information requested;
and ORR denotes other reasons for refusal.

Table A.18.7c. Total Number of Respondents
to Questions 8 and 15, by Category: Domestic

Exchange

Q8 Q15
Total 15 13
OFCs 3 4
NonOFCs 12 9
Banking 4 6
Securities 3 0
Insurance 2 2
FIUs 3 3
Unified 3 2
Advanced 9 8
Developing 6 5

268



Results of a Survey on Cross-Border Cooperation and Information Exchange

18

‘uopIpsUN( palsanbal 8y} Ul SSUSKO Ue Jou S UoIisanb Ul BSUILO BU} 1By} 310U | ) PUE ‘[e1uapljuod 1dsy 3q ||Im PaAIRIRI UoHeWIoMI 3y} ey} ddjuelend
Jouue) A31oyine Buiisanbal ay} Jey} s330usp HSUOU ‘JusWahUBLIE [BWLIOS B JO 3DUISTR AU} SII0UIP Y4V ‘[eSNJaI 10} SUOSRAI JY10 S3I0UIP YYO ‘Palsanbal uorewojul ays 193]103 0} siamod
9.y Jou $30p Aioyine paisanbal ay 1eys sajousp Jd1 ‘Auloyine bunsanbai/buipiroid jo suoidUNy Jus|eAINDbI-UOU S310UBP NS ‘SUOIILISa AlljerUBPIU0D 31385 S310UBP DS :SAION

14 0 0 €l 14 14 €l 0 14 0 14 JUBWIDI0UB Wol) Buninsal uomy

0l S 14 6l 4 9 S 44 Ll Ll 8 Juswiedlojuy

8l € ¥4 ¥4 9 9 9 94 14 vl 0 uoisiaiadng

8 v 8 [z 4} €C 6l 0 0 0 33 Buisuson

ViV 100 440 2d1 JSUON BN IS S 440 2d1 IS uoneuLioju| jo asoding
Ajjleuoneussiu jjeansswoq

(asodind payinads 1oy uoiew.Ioful Pa3sanbas OYM SpUSPUOdsal (B0} JO JUDIIS)
(8 uonsand) suoipsuNf buirsanbay 01 UaAID [esnjay Joj suoseay ulely "eg 8L’y d|gelL

269



WORKING TOGETHER: IMPROVING REGULATORY COOPERATION AND INFORMATION EXCHANGE

‘uopIpsUN( palsanbal 8y} Ul 3SUSKO Ue Jou S UoIisanb Ul BSUILO BU} 1By} 310U | ) PUE ‘[e1uapljuod 1dsy 3q ||Im PaAIRIRI UoHeWwIopI 3y} ey} ddjuelend
Jouued A31oyine Buiisanbal ay} Jey} s330usp HSUOU ‘JusWIHUBLIE [BWLIOS B JO 3DUISTR AU} SII0UIP Y4 ‘[eSNjaI 10} SUOSRAI JY10 S3I0UIP YYO ‘Palsanbal uorewojul ays 199]103 0} siamod
a/eY Jou $30p Aoyine paisanbal ay 1eys sajousp Jd1 ‘Auloyine bunsanbai/buipiroid jo suoldUNy Jus|eAINDI-UOU S310UBP NS ‘SUOIILISAI AlljerUBPIU0D ‘331395 S310UBP DS :SAION

vl L L L ¥4 6C vl L9 €€ 0 0 JUSWDIOJU W0} Bunnsas uomdy

l 0 ¥4 8l 144 Sl 4 €9 €l €l 0 JUSWI04U

8l 9 9 14 4 LT 6 09 0¢ 0l 0 uoisiaiadng

€l 4 €l X4 €l X4 [l 05 94 0 0 Buisuadn

Vv 15d 440 2d1 JSUON BN IS BN 440 2d1 WIS uoneuLioju| jo asoding
Ajjleuoneussiu jjeansswoq

(esodund payynads oy uonew.ojul papircid oym spuspuodsal [eJ0} JO JUSIRd)

(51 uonsany) papinoid 10N S| salduaby pue siojenbay wouj paysanbay uorrewou| USYAN [ESNY 10} Suoseay ulel\ 'q8 8L"V d|qel

270
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Appendix B
Questionnaire on Cross-Border Cooperation and Information
Exchange Among Financial Sector Regulators and Agencies

1. Please indicate if you are a banking, insurance or securities regulator or a
combination of two or more of these, or other agency.

If you are a regulator of more than one sector, please indicate if the answers
to any question would be different for the different sectors for which you are
responsible. If so, please provide a separate response per sector, using the
indicated format.

2. Select from the following list and rank in terms of importance (1,2,3 with
1 being the most useful), the mechanisms in place, both formal and informal,
that provide for exchange of information with other domestic regulators
and/or government agencies, including financial intelligence units (FIUs).

legally binding agreements

memoranda of understanding

letters of commitment

ad hoc contacts

others (please specify)
3. Select from the following list and rank in terms of importance (1,2,3 with
1 being the most useful), the mechanisms in place, both formal and informal,
that provide for international cooperation and exchange of information
with foreign regulators and/or government agencies, including FIUs.

legally binding agreements

memoranda of understanding

letters of commitment

ad hoc contacts

others (please specify)

Requesting Information

4. Please provide a list of the type(s) of information that your agency
frequently requests from other regulators and/or government agencies,
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including FIUs (considering the last two years). Please differentiate between
domestic and foreign entities, and indicate whether the information requested
relates to a regulated financial services business or a customer of that business.
Please also indicate the type of agency from whom you request the informa-
tion, and the purpose for which the information is requested (see table below).

Domestic Foreign
Purpose of Subject of Purpose of Subject of
Agency’ information? information? Agency’ information? information?

"Types of agency:
a statutory regulatory agency
a self regulating organization
an FIU
a prosecuting agency
2Purposes of information include:
licensing
financial condition for on going supervision
information relating to enforcement investigation
action resulting from enforcement cases (e.g., asset seizing)
3Indicate whether information relates to:
regulated financial services business
customer of that business

5. How many requests fOI‘ assistance has your agency made in the last 2 years?

6. What approximate percentage of your agency’s requests in the past two
years has:

not been responded to
been inadequately answered

been satisfactorily answered
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7. When your request for information is met, how much time does it take to
receive a response (please rank in order of frequency, where 1 is most frequent)?

less than one month
one to three months
more than three months
8. If information you requested is not provided, describe briefly the reason(s)

given for not providing this information. Please categorize the agency and the
purpose of information (see table below).

Domestic Foreign
Purpose of Reason for Purpose of Reason for
Agency’ information? refusal® Agency’ information? refusal®

'See list for question 4.

2See list for question 4.

3Reasons for refusal:
secrecy laws or other confidentiality restrictions
the offence in question was not an offence in the requested jurisdiction
the requested regulator did not regard your agency as having equivalent functions
the requested agency had no domestic interest in the matter
the requested agency did not have the powers to collect the information requested
your agency was unable to give the necessary confidentiality undertakings
absence of a treaty or formal arrangement
other

9. If you were unable to obtain information from the authority to which you
addressed your request, were you able to obtain similar information from
other sources? Please list examples of these other sources.
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10. Describe other challenges or impediments in obtaining information from
foreign and domestic regulators, and other government agencies, including

FIUs.

Providing Information

11. Please provide a list of the type(s) of information frequently requested
from your agency by other regulators and/or government agencies (consid-
ering the last two years). Please differentiate between domestic and foreign
entities and indicate whether the information requested relates to a regulated
financial services business or a customer of that business. Please categorize the
agency and the purpose of information (see table below).

Domestic Foreign
Purpose of Subject of Purpose of Subject of
Agency’ information? information? Agency’ information? information?

'See categories for Question 4.
2See categories for Question 4.
3See categories for Question 4.

12. Please indicate how many requests for assistance has your agency received
in the last 2 years.
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13. What approximate percentage of requests made to your agency in the past
two years has:

not been responded to

been inadequately answered

been satisfactorily answered
14. When you meet a request for information, how much time does it take for
you to send it (please rank in order of frequency, where 1 is most frequent)?

less than one month

one to three months

more than three months
15. If you do not provide the information requested, describe briefly your
reason(s) for not providing information. Please categorize the agency and the

purpose of information as requested in question 4, and indicate reason for
refusal (see table below).

Domestic Foreign
Purpose of Reason for Purpose of Reason for
Agency’ information? refusal® Agency’ information? refusal®

'See categories in Question 4.

2See categories in Question 4.

3Reasons for refusal:
secrecy laws or other confidentiality restrictions
the offence in question was not an offence in your jurisdiction
you did not regard the requesting regulator as having equivalent functions
your agency had no domestic interest in the matter
your agency did not have the powers to collect the information requested
the requesting agency was unable to give the necessary confidentiality undertakings
absence of treaty or formal agreement
other
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16. Describe the type(s) of information that your agency is permitted to pro-
vide to domestic and foreign regulators, and government agencies including
FIUs without a court order, subpoena, or a reference to any other external

body. Do they vary by requesting agency? Please provide examples.

17. Describe other challenges or impediments in providing information to
foreign and domestic regulators, and other government agencies, including
FIUs. Please indicate what factors your agency must consider before providing
confidential information to other regulators, and whether there are any factors
in your law that would prompt you to refuse to provide assistance.

Improving Information Exchange

18. Describe ways in which your agency could improve its ability to provide or
to receive information from other regulators.
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Appendix

Aide-Mémoire of the Conference
on Cross-Border Cooperation
and Information Exchange
Washington, DC, July 7-8, 2004

The conference underlined the critical importance of international coopera-
tion and information exchange among financial sector agencies in view of the
growing integration of world markets and deepened international operations
of financial firms. Participants agreed that the conference had been a very
useful contribution to strengthening communications across sectors and juris-
dictions, and in elaborating the major approaches and impediments to infor-
mation exchange and cooperation.

The conference concluded that
+ Effective channels for cooperation and information exchange are needed;

+ An appropriate balance must be achieved between the public interest in
obtaining and using information and the protection of civil rights;

+ While there are historical differences in emphasis in the objectives of
cooperation and information exchange in the different sectors—bank-
ing and insurance were focused on solvency while securities focused
on enforcement investigation—anti-money laundering/combating the
financing of terrorism (AML/CFT) customer due-diligence require-
ments and conglomeration in the financial services industry are bringing
the requirements closer together;

+ There are a spectrum of instruments that facilitate cooperation, includ-
ing informal contacts and memoranda of understanding (MoUs). Many
jurisdictions emphasized the value of informal and flexible arrangements,
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while acknowledging that, without legal gateways, informal contacts may
not be adequate for civil and criminal proceedings; and

+ It is essential that national laws provide the basic gateways and do not
impede cooperation and information exchange.

To enhance cooperation, the conference strongly encouraged

+ Standard setters to consider making information on contact persons more
readily available to relevant agencies;

+ National authorities to consider publishing information on contacts,
gateways, and requirements indicating “how” to communicate with them,
including their statistics on information sharing as well as unsolicited
transmission; and

+ The IMF, in collaboration with the standard setters, to conduct a stock
taking of barriers, gateways, and practices on the basis of an expanded
IMF survey and information from financial sector assessment program
(FSAP) and offshore financial center (OFC) assessments. The stock tak-
ing could include a comparison of the four standards’ principles on infor-
mation exchange to identify common elements and differences and ways
to help facilitate compliance with the standards.
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