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WHAT WE UNDERSTAND

1. Emphasis on Distributed Ledger Technology / Blockchain innovations and
their potential to facilitate cross-border remittance transfers

2. ldentify how such innovations can address some of the de-risking
concerns by facilitating customer identification and due diligence

Processes

3. Highlight components of Anti-Money Laundering (AML) and Countering
Financing of Terrorism (CFT) regulations
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DISTRIBUTED LEDGER TECHNOLOGY (DLT)
VS BLOCKCHAIN

DATA WITH DECENTRALISED ACCESS AND OPERATIONS

{ D L I } COMMON APPLICATIONS / POCs:

KNOW-YOUR-CUSTOMER REPOSITORY
REGULATORY REPORTING

“a type of DLT”

| \

4 2
BLOCKCHAIN = =
A FAMILY OF DATA STRUCTURE AN
COMMON APPLICATION IN CRYPTOCURRENCY/ASSET: -

AS A PAYMENT METHOD
AS A DIGITAL REPRESENTATION OF VALUE OR ASSET
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BLOCKCHAIN

APPLIED AS: CRYPTOCURRENCY AS A PAYMENTS METHOD

FINANCE IN NATURE
INTERNET, CODES AND CRYPTOGRAPHY IN STRUCTURE
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APPLICATIONS IN PAYMENTS

One possibility: financial inclusion; cross-border low-value, near instant, cost-effective remittance

Deutsche Bank

HIGH VALUE, CROSS-BORDER

BUSINESS-TO-BUSINESS —

HIGH VALUE, DOMESTIC  __
BUSINESS-TO-BUSINESS

LOW VALUE, CROSS-BORDER
BUSINSS-TO-CONSUMER —
CONSUMER-TO-CONSUMER

LOW VALUE, DOMESTIC
CONSUMER-TO-CONSUMER

e

SWIFT GPI INSTANT PAYMENT
SWIFT GPI

DLT-BASED INTER-BRANCH TRANSFER

DLT-BASED INTER-BANK SETTLEMENT

FINTECH THIRD PARTY PAYMENT PROVIDER
MONEY TRANSFER OPERATOR
CREDIT CARD

CRYPTOCURRENCY

INSTANT PAYMENT

QR CODE

MACHINE-TO-MACHINE

MOBILE PHONE WALLETS SUPERMICRO PAYMENT
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USED IN CROSS-BORDER REMITTANCE

Blockchain used as a payment method (“cryptocurrency”) or a digital representation of value ILLUSTRATION

CRYPTOEXCHANGEA

OYudSa

PAY-IN

crypto-ecosystem

0x244b

CROSS-BORDER
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Deutsche Bank

CASH-OUT

Accepts Fiat

Maintains fiat accounts

Allows Fiat = Crypto

Maintains private

keys of crypto wallets and balances

5. Operates like a Money Transfer Operator

PwnNPe

Potential fees include

i. From Fiatl - Crypto

ii. Miner’s fee to move between addresses
iii. From Crypto = Fiat2

Cash-in/out with

a. Bank account

b. Telco e-wallet

c. Crypto wallet (device based)

Risks (public cryptocurrency) include
i. Volatile value
ii. Hard forks



DEVELOPMENTS THAT CAN FACILITATE CROSS-
BORDER REMITTANCE AND PAYMENTS

y y y y
= il #ZS= @ @m <=
VALUE VOLATILITY TRANSPARENCY SCALABILITY TRUST
TRANSFER & PRIVACY MECHANISM
mw B e B
UTXO Cryptocurrency Cryptographic Layer 2 More energy
backed with efficient Proofs
fiat currency
Account Process-based High Output,
Transfer (Tumblers, Mixers) Low Pre-mined
Cryptotokens that Confirmation
are asset-backed Latency

(for volume and speed
of value transfer)

(including cash flow-based
possibilities)

Permissioned

(for more control and
visibility of transactions)

“Airdrop”

(for 1:Many digital
distribution)

Channels
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mf
SECURITY

Internet
Latency

DEX

HD, Multisig

(for forgotten “passwords”
and higher security)



D I G I CAS H : 1 9 8 ;;,1926, Deutsche Bank entered into a pilot with Digicash*.

1st TYPE: CLASSIC COIN 4th TYPE: PRIVACY ENHANCED COIN
e Bitcoin (BTC). e Monero (XMR).
e Ether Classic (ETC). e Zcash (ZEC).
e Dash (DASH).
2.1 TYPE: SCALABILITY+
e Bitcoin Cash (BCH). Ether (ETH). 5th TYPE: PUBLIC TOKEN
* Alternative Coins (“Altcoins”) e ERC, QRC 20 e.g. Initial Coin Offering
e ERC721 e.g. Cryptokitties.
2.2 TYPE: "LAYER 27
e Lightning, Raiden, Plasma. 6th TYPE: PRIVATE TOKEN
e MUFGCoin (1:1 backed JPY) by Bank of Tokyo Mitsubishi
3rd TYPE: “STABLECOIN” e MobiCoin by Daimler Ag**.
Tether (USDT).
* Paxos Standard (PAX). 7t TYPE: NON-BLOCKCHAIN METHOD
* USD Coin (USDC). e |OTA (supermicro payment, DAG)

i H USD (interchangeable with USDC, PAX and GUSD)

*Deutsche Bank to test “e-cash” with DigiCash in Pilot”, 7 May 1996, The Wall Street Journal
**https://cryptovest.com/news/mercedes-preps-crypto-coin-to-reward-eco-driving/.
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Deutsche Bank

HOW SUCH INNOVATIONS CAN ADDRESS SOME OF THE
DE-RISKING CONCERNS BY FACILITATING CUSTOMER
IDENTIFICATION AND DUE DILIGENCE PROCESSES
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RELIABILITY AND COMPLETENESS OF
INFORMATION

KNOW-YOUR-CUSTOMER AML / CFT
(CONSUMER) Time of transaction

1. Identity and other personal information Purpos? c.)f payment
Sender’s identity
2. Source of fund

Recipient and ultimate beneficiary identity
Amount
Activity pattern (transaction tracking)

oOUesEWwWwh e

ENFORCEMENT
1. Geo-location
2. |P address
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KYC/AML/CFT INVOLVING BLOCKCHAIN/DLT

DLT can facilitate integrity, transparency and access; not information reliability or completeness

DUE DILIGENCE ACCESS CUSTOMER
PROCESS EFFICIENCY IDENTIFICATION

1. Selfie-photo with reliable 1. KYC Utility to facilitate the 1. Cash-Out to a bank account
identification papers e.g. reuse of documents a) e.g.Philippines
national identity card, utility a) Customer lodges,
bills, bank statements, etc updates their documents

and grants access 2. Canada NRC POC using

2. Information requirement permissions to select Ethereum cryptocurrency
increases with crypto value banks. and blockchain, with real
limit addressees for transaction

b) Document’s integrity transparency

assured via “hash”
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INTEGRITY, TRANSPARENCY & ACCESS...

EXAMPLE

https://nrc-cnrc.explorecatena.com/en
L
NRC-IRAP - Blockchain publishing prototype

The National Research Council of Canada, through its Industrial Research Assistance Program (NRC-IRAP) is
using the Ethereum blockchain to proactively publish grants and contribution data in real time, a measure that
complements ongoing quarterly proactive disclosures available through the Open Government website.

On the simplest level, blockchains are public ledgers that record transactions shared among many users.
Once data is entered on a blockchain it is secure and unalterable, providing a permanent public record. This

technology offers unprecedented levels of transparency and trust allowing public records to be searched,
verified and audited at a level the world hasn’t seen before

Source: https://www.nrc-cnrc.gc.ca/eng/stories/2018/blockchains.html, https://nrc-cnrc.explorecatena.com/en (last accessed 25 Oct 2018)
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https://www.nrc-cnrc.gc.ca/eng/stories/2018/blockchains.html
https://nrc-cnrc.explorecatena.com/en

..REMITTANCE + TRANSACTION MONITORING [4]

Search published disclosures
v Filter Options Total disclosed value: $691,752, 377 SHOTS
Use the options below 1o fifler Filter items | Showing 1to 10 of 6,512 entries | Show |10 v entries
your search results Value +[#] Recipient t 4 City +/+ Region + + Date + 4
ate $11,849091  Ryerson University Toronto ON 2016-04 m © Notice about this website
. g A
an mme e . - “ttawa ON 2016-004 m The NRC's Industrial Research Assistance Program (IRAP) is conducting a proof of concept of blockchain technology. This website is a temporary
2016, € prototype.
« 1, RECEIPIENT ~— = ==
.
Any rec L . .
Aberta oronto ON W80 Disclosure details
British Columbia W 2
Manitoba §5,543.260  Corporation Inno-Centre Du Montréal Qc 2017 LJ
NAICS code Quabec v Basic info
" 5 Pi lict! hn' NI 16-
E\Ty NAICS code SRSy ropelict Inc St John's L 0162 Organization National Research Council Canada
33
;.1 1 N $3,137,347  Next Canada Toronto ON 2016-04 P Receipent name Corporation Inno-Centre Du Quebec
Value $5,543 269
m Clear $2,000,000 Micropilot Inc Stony Mountain MB 2016-04 .

—=— 3, REMITTANCE VALUE

Date 2017-Q3
Region Monitréal, Quebec
Country Canada
Purpose To support a firm in the "Professional organizations” industry (NAICS™ 813820) with a research and development
project
v Blockchain info

4 T RA N SACTI o N Transaction ID Oxe8c¢71aab80fbc 19257 eca39541dacf5e2492dfdc 17a53bda02437b5d7480955¢
L

NEXT SLIDE

Published —a0-May-201%
Block number 5704869 &
Contract index 5672
Signed contract 0xff77e51f2c6473f723928650a0000de19af774a &'
Transaction ID icon - -
|
(R |

Source: https://www.nrc-cnrc.gc.ca/eng/stories/2018/blockchains.html, https://nrc-
cnrc.explorecatena.com/en (last accessed 25 Oct 2018)
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CRYPTO TRANSACTION TRAIL V4

SCREEN

TRANSPARENCY shors

» Etherscan

@ [Beta] Transaction Visualizer

Visualizer for TxHash: Oxe8c71aab80fbc19257eca39541daci5e2492dfdc17a53bda02437b5d7480955¢ d MISESESS .
> Qutgoing normal transactions from Address Oxac 19aca0cb433 at BlockNo 5704282 (5/30/2018 10:07:00 PM UTQ ® \
> This is a beta release and there might be bugs. Please report any bugs to &2 o
16 F )
e
I ® 11 Ea o
; fadiii} W2lEa
CONTINUE v Zth 16) Em o
£ Lt O 16 En
FR M PREVI i » 2498919 Em @ — l6JEa )
O OUS (0 Eth MIES
of 1643 Em ®
SLIDE : . oka
Eth oen =]
C [.J3°Y
1637393 E 0
o]
o
o)

5. SENDER

O

6. ALL RECIPIENTS

Source: https://www.nrc-cnrc.gc.ca/eng/stories/2018/blockchains.html, https://nrc-cnrc.explorecatena.com/en (last accessed 27 Oct 2018)
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CRYPTOCURRENCY’S (BLOCKCHAIN) INTERSECTION WITH
CROSS-BORDER REMITTANCE SERVICES FOR FINANCIAL
INCLUSION

SOME LEGAL, REGULATORY AND MARKET CONSIDERATIONS

Deutsche Bank Global Transaction Banking | boon-hiong.chan@db.com
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LEGAL AND MARKET CONSIDERATIONS

SELECT

1 Ml cosToF UsING L11 SEPARATE PRICE
REMITTANCE USING " CRYPTOEXCHANGE : TARIFF?

PUBLIC CRYPTOCURRENCY 1.2

AS A PAYMENTS METHOD , DEPENDENT ON PUBLIC

CRYPTOCURRENCY -Q
ECOSYSTEM DEVELOPMENT

2 2.1 2.1.1

PUBLIC CRYPTOCURRENCY +POTENTIAL TO USE
PRIVATE TOKEN
VALUE VOLATILITY - > “AIRDROP” TO
BACKED BY FIAT CURRENCY?
- V - DISTRIBUTE FUNDS
2.1.2 l

IS IT ADIGITAL DEPOSITORY RECEIPT?
> DOES IT HAVE “DIGITAL LEGAL TENDER?,

WHAT ABOUT FINANCIAL STABILITY, ... ?
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CRYPTOCURRENCY KYC/AML/CFT
COMPLIANCE 31 kvc:isRreLaBLE, 3.1.1 DATAPRIVACY... ARSTRACT

...and Banking Secrecy. Are there conflicts

FIAT > CRYPTO > —— UPDATED INFORMATION — " withsnarng cc/amL/CFTdataz s ——
FIAT AVAILABLE? ool part of sersona

information, etc?

3.2 SAN CTIO N S & OFA% .cgr;wilo-liancgllj@'gns are the same

—— EMBARG(QO ——— irrespective of whether a transaction is
denominated in digital currency or

SCREENING traditional fiat currency v

331 |S THE CAN BANKS RELY ON
~ CRYPTOEXCHANGE
33 AML/ CET CRYPTOEXCHANGE Aoy

L FRAUD REGISTERED / STANDARDS FOR THE

)
MONITORING  qur v zece somes grovgers sl CRYPTO
be licensed or registered and subject to TRANSACTIONS?

monitoring, Oct 2018.

...other ju[isdictions I

Source: https://www.treasury.gov/resource-center/fags/Sanctions/Pages/faq compliance.aspx#vc faqs, https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-RBA-Virtual-Currencies.pdf
http://www.fatf-gafi.org/publications/fatfrecommendations/documents/requlation-virtual-assets.html; http://www.austrac.gov.au/digital-currency-exchange-providers
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https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_compliance.aspx#vc_faqs
https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-RBA-Virtual-Currencies.pdf
http://www.fatf-gafi.org/publications/fatfrecommendations/documents/regulation-virtual-assets.html

OTHER MATTERS...

ABSTRACT

4
CONSUMER AWARENESS AND
PROTECTION J

CYBERSECURITY / CRYPTOSECURITY WILL REQUIRE A POOL

TRACKING TOOLS OF EXPERTISE
LAW & ENFORCEMENT > DIGITALARTEFACTS >
CROSS-JURISDICTIONS HOW TO ENABLE

SUSTAINABLE PRIVATE-
PUBLIC SECTOR

E.G. CRYPTO-REMITTANCE COLLABORATION?
INNOVATIVE APPLICATION (PRIVATE COIN) INTEGRATED WITH
KYC AND
TRANSACTION TRANSPARENCY J
TELCO + REMITTANCE?

Cross-industry, cross-jurisdiction
policy/regulatory sandbox?
Product sandbox?
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Disclaimer

Copyright © October 2018 Deutsche Bank AG. All rights reserved.

This document is intended for discussion purposes only. It does not create any legally binding obligations on the part of Deutsche Bank AG and/or its affiliates
(“DB”). The information contained in this document is based on material we believe to be reliable; however, we do not represent that it is accurate, current, complete,
or error free. Any opinions expressed herein may differ from the opinions expressed by other DB departments. Without limitation, this document does not constitute
a DB’s view, an offer, an invitation to offer or a recommendation to enter into any transaction. DB is not acting as your financial advisor or in any other fiduciary
capacity with respect to this document. The transaction(s) or product(s) mentioned herein may not be appropriate for all users and before entering into any
transaction you should take steps to ensure that you fully understand the transaction and have made an independent assessment of the appropriateness of the
transaction in the light of your own objectives and circumstances, including the possible risks and benefits of entering into such transaction. You should also consider
seeking advice from your own advisers in making this assessment. If you decide to enter into a transaction with DB, you do so in reliance on your own judgment. DB
may engage in transactions in a manner inconsistent with the views discussed herein. DB trades or may trade as principal in the instruments (or related derivatives)
discussed herein. The distribution of this document and availability of these products and services in certain jurisdictions may be restricted by law. You may not
distribute this document, in whole or in part, without our express written permission. DB SPECIFICALLY DISCLAIMS ALL LIABILITY FOR ANY DIRECT INDIRECT,
CONSEQUENTIAL OR OTHER LOSSES OR DAMAGES INCLUDING LOSS OF PROFITS INCURRED BY YOU OR ANY THIRD PARTY THAT MAY ARISE FROM ANY RELIANCE ON
THIS DOCUMENT FOR THE RELIABILTY, ACCURACY, COMPLETENESS OR TIMELINESS THEREFORE. Deutsche Bank AG, including its subsidiaries and affiliates, does not
provide legal, tax or accounting advice. The recipient of this communication should seek advice from an independent tax advisor regarding any tax matters addressed
herein based on its particular circumstances. Deutsche Bank AG is authorised under German Banking Law (competent authorities: European Central Bank and German
Federal Financial Supervisory Authority (BaFin) and, in the United Kingdom, by the Prudential Regulation Authority. It is subject to supervision by the European Central
Bank and the BaFin, and to limited supervision in the United Kingdom by the Prudential Regulation Authority and the Financial Conduct Authority. Details about the
extent of our authorisation and supervision by these authorities are available on request.
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